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Risk Assessment Formulation

Top-Down
Decision Analysis/Social Science

Bottom-Up
Risk Assessment/ Physical Sci

Goal Identification and Problem 
Framing

-

What are the goals, 
alternatives, and 

constraints?

Decision Model
-

What are the criteria and 
metrics, How do we  measure 

decision-maker values

Metrics Generation and 
Alternative Scoring

-

How does each alternative 
score along our identified 

criteria and metrics?

Data Collection
-

What are fundamental 
properties/mechanisms 

associated with each alternative? 

Physical/Statistical Model
-

What is the hazard?
What is exposure?  

Risk Characterization
-

What are the risks relative to a 
threshold? How do they compare 

to other alternatives?

Modeling

Data 
Collection

Management

Risk-Resilience Integration

Linkov et al., 2014
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Outline
• From Risk to Resilience (Current 

Research)
– Risk

• Conceptualization

• Risk Assessment Case Studies

• Problems with Risk-based Approaches

– Resilience
• Conceptualization

• Resilience Matrix Approach and Jamaica Bay Case

• Network Science Approach

• Discussion

Risk Assessment and 
Risk Management

NRC 1983 (Red Book)
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Risk Assessment vs. Risk Management?

Science vs.  Policy

Risk Management 
Challenges

	݇ݏܴ݅
ൌ 	ݐܽ݁ݎ݄ܶ	 ൈ 	ݕݐ݈ܾ݅݅ܽݎ݈݁݊ݑܸ	 ൈ ݁ܿ݊݁ݑݍ݁ݏ݊݋ܥ	

• Requires specific knowledge and 
quantification of all three components

• No temporal component

• Modern system complexity and threat 
uncertainty make risk management difficult 
and expensive.
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Linkov et al., 2007

Algal Blooms

Hazard?
Exposure?
Effects?

Cybersecurity
Risks
Hazard? Exposure? Effects?

Collier, Linkov 2014



10/28/2015

6

Risk and Resilience: Political Importance and 
Challenge 

Executive Order: 
"resilience" means the ability 
to anticipate, prepare for, and 
adapt to changing conditions 
and withstand, respond to, and 
recover rapidly from 
disruptions. 
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Risk Assessment is 
one part of Resilience

Plan Ada
pt

Ti
me

Critical 
Functi
onality

System 
Resilien

ce

Risk
Analysis

Conseque
nce

Risk

After Linkov et al, Nature Climate Change 2014

Importance of Recovery

L
o

w
H

ig
h

R
es

ili
en

ce

Low High
Risk

a b

c d

After Linkov et al, Nature Climate Change 2014

Traditional risk management focuses on planning and reducing 
vulnerabilities. Resilience management puts additional emphasis 
on speeding recovery and facilitating adaptation.
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DHS Disaster Resilience Index

• Metrics in categories of : 
social, economic, 
institutional, 
infrastructure, and 
community.

• All categories equally 
weighted. 

• Regional assessment,            
county level resolution.

• Spatially reported results, 
comparative.

• All hazards assessment

• Demographic data as indicators of scale of vulnerability and 
resilience/ ability to recover quickly.

Cutter 2010

FEMA Disaster Resilience Index

• Strength of social systems

• Relative importance of community 
structures

• Rate general mitigation measures 
on level of effectiveness or 
feasibility to improve each 
community component

• Guidance on developing specific 
mitigation actions.

• Supplements: specific hazard 
probability, functional loss, and 
cost calculator; local all-hazards 
risk assessment http://www.dhses.ny.gov/oem/mitigation/documents/fema-local-

mitigation-handbook.pdf

• Community member awareness and vulnerability survey

• Potential hazard severity identification
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Nature Conservancy 
Coastal Resilience Mapping 
Tool

• ESRI powered geospatial analysis 
tool

• Pre-loaded map layers of relevant 
demographic and ecological data

• 4 apps available for decision making 
purposes

– Flood and Sea Level Rise (future projections)

– Habitat Explorer (weighing habitat importance)

– Community Planning (current data map layers)

– Future Habitat (projected marsh advancement)

• Local decision-makers and planners 
in coastal communities

• Used for land management and 
wetland preservation prioritization

http://maps.coastalresilience.org/ct/

Weaknesses of Existing Methods

 Assessments built in ad-hoc manner based on 
specific expertise of agency.

 Most agencies efforts are not framed in context of 
larger system. These efforts are each components 
of the necessary changes.

 Assessments do not explicitly consider uncertainty

 Assume future impacts will reflect past impacts and 
that locations of past events will be equally 
important in future events.

 Tools largely assess vulnerability through risk 
metrics rather than assess resilience through 
capabilities to absorb, recover, and adapt.
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A highly networked system is governed by domains of 
warfare that organize system components and 
establish a basis for measurement.

Physical: system performance in space and 
time.

Information: creation, manipulation and 
sharing information.

Cognitive: translating, sharing, and acting 
upon information to enable system 
management.

Social: interaction, collaboration and self-
synchronization between individuals and 
entities.

Learning from Military

Mental Modeling Decision Analysis

Risk 
Assessment

After Smith, 2006

Need for Analytical Tools
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Mental Modeling

Linkov and Keisler (2014)

Decision Analysis

Physical Cognitive InformationSocial

Decision Analytical Frameworks
• Agency-relevant/Stakeholder-selected

• Currently available software
•Variety of structuring techniques 
• Iteration/reflection encouraged

•Identify areas for discussion/compromise

Decision-Maker(s)

Sharing Data,Concepts and 
Opinions

Decision 
Integration
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Ways to Quantify

From Keisler and Linkov, 2014

Resilience: Matrix Approach

Resilience Matrix: 
Analyze the functionality of each domain of the system across each stage
of the event timeline

• Uses general metrics for measuring relative system resilience

• Different from vulnerability assessment – threats unknown 

• Useful for identifying weak areas and prioritizing investment to 
improve overall resilience

Prepare   Absorb  Recover   Adapt

Physical
Information

Cognitive
Social
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Time

AdaptRecoverAbsorbPlan/PreparePrevious Cycle

• State and capability of 
equipment and 
personnel, network 
structure

• Event recognition and 
system performance to 
maintain function

• System changes to 
recover previous 
functionality

• Changes to improve 
system resilience 

Physical

Information • Data preparation, 
presentation, analysis, 
and storage

• Real-time  assessment 
of functionality, 
anticipation of 
cascading losses and 
event closure

• Creation  and improvement 
of data storage and use 
protocols

• Data use to track 
recovery progress  and 
anticipate recovery 
scenarios

Cognitive • System design and 
operation decisions, 
with anticipation of 
adverse events

• Contingency protocols 
and proactive event 
management

• Design of new system 
configurations, objectives, 
and decision criteria

• Recovery decision-
making and 
communication

Adverse Event

Social • Social network, social 
capital, institutional and 
cultural norms, and 
training

• Resourceful and 
accessible personnel 
and social institutions 
for event response

• Addition of or changes to 
institutions, policies, training 
programs, and culture  

• Teamwork and 
knowledge sharing to  
enhance system recovery

From Linkov et al, Env. Sci. & Tech 2013

General Form of Resilience Matrix

Assessment using Decision Analysis

Use developed resilience metrics to 
comparatively assess the costs and 

benefits of different courses of action 
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Pilot Study in Jamaica Bay, NY
Test two analyses to calculate present-day resilience

27

• Tier 1: Resilience Matrix, screening

• Tier 2: Integrated Risk/Resilience 
Assessment using Bayesian 
probabilistic analyses; appropriate for 
design

Jamaica 
Bay, NY

NACCS Planning Reaches

Jamaica Bay

POC: Julie Rosati, ERDC, CHL

Resilience Matrix: Agency 
Roles

28

Larkin, Fox-Lent, Linkov et al., 2015
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Future: Network Science
We quantify resilience by using network science approach by considering 
the different domains as interdependent multiplex networks.

Why Network Science Approach?

– Most of the complex systems can be 
modeled as interconnected networks –
as soon as a system is represented as a 
network it becomes a mathematical 
object

– Network representation allows better 
analysis of interplay between individual 
components comprising the system

– Better visualization

30
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Resilience Quantification

ܴ ൌ
ܵ௔௖௧௜௩௘

ܵ௔௖௧௜௩௘ ൅ ௜ܵ௡௔௖௧௜௩௘
31

►Based on NAS Definition

►Widely Applicable

Case 1: Supply-Demand 
Network (Infrastructure)

Hierarchical network of 4 layers with 
redundancy

} 32 nodes

} 87 nodes

} 237 nodes

} 644 nodes

Resilience profiles for different scenarios 
in synthetic networks over a normalized 
time interval

32
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Top-Down
Resilience/ Decision &Network 

Analysis

Bottom-Up
Risk Assessment

Goal Identification and Problem 
Framing

-

What are the goals, 
alternatives, and 

constraints?

Decision Model
-

What are the criteria and 
metrics, How do we  measure 

decision-maker values

Metrics Generation and 
Alternative Scoring

-

How does each alternative 
score along our identified 

criteria and metrics?

Data Collection
-

What are fundamental 
properties/mechanisms 

associated with each alternative? 

Physical/Statistical Model
-

What is the hazard?
What is exposure?  

Risk Characterization
-

What are the risks relative to a 
threshold? How do they compare 

to other alternatives?

Modeling

Data 
Collection

Management

Risk-Resilience Integration

Linkov et al., 2014
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Call for Papers: Springer’s 
Environment, Systems and Decisions

35

ESD provides a catalyst for 
research and innovation in 
cross-disciplinary and trans-
disciplinary methods of 
decision analysis, systems 
analysis, risk assessment, 
risk management, risk 
communication, policy 
analysis, environmental 
analysis, economic analysis, 
engineering, and the social 
sciences.


