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e of AXMEDIS solution

Secure P2P content Distribution
Distribution mediate via Kiosks
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E-Commerce Introduction g

o Digital promotion and sale of traditional or
physical goods
& Off line delivering of goods
& For example: AMAZON, eBay

o Digital promotion and sale of digital goods
& Off line delivering, for example:
~or example: eBay, AMAZON
& On-line delivering, for example:
I-Tune, Sky, Premium, La7, TISCALLI, etc.
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Physical vs Digital Good g

o The usage of digital world/technology for the
commerce of physical good

IS a subproblem of

o The usage of digital world/technology for the
commerce of digital good

o They share the:
&« Marketing
& Business model, transaction and payment
o E-Commerce of digital good has in addition problems of:
« Digital distribution
& |IPR control/supervision, such as DRM or Copy Protection

u’ 5 : ;\ Dii—‘

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007 4



e

E-Commerce Services technologiesg

o Architecture for distribution
& Streaming: ......
&« Downloading, progressive download, VOD, VOIP, ...
&« Broadcasting: DVB-T, DVB-S, DTT, DVB-H, ....
& Providing services
&« Paying portals..........

o Content production and protection
& Content Processing: adaptation, production, etc.

& GRID for content processing: licenses, content, search, production
on demand

o Other Technologies
& Security aspects: certification, authentication, etc.
& IPR: Intellectually Property Right
+« DRM: Digital Rights Management
& CP: Copy Protection
&« Fault Tolerance
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Content Modeling and Processing

o Production and production process definition
& Workflow Management
& Cooperative work
o Content gathering and ingestion
o Database management systems, CMS,
& query support, distributed queries, etc.
o Content description for
& Search, classification, retrieval
o Content modelling for
& Production, integration, distribution, IPR, DRM
o Content protection for enforcing respect of
« |IPR, DRM
o Automatic programme production
& EPG, GuidePlus, ShowView, etc.
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E-Commerce Services Problems g

o Business Model

« How/when to give goods, how/when to give money
o Transaction Models

& Security: certification, smartcards, etc.

& Mission Critical Applications
o Payment solutions:

& Accounting, banking, micropayments, etc.

& Prepaid, Credit Card, BOLLETTE, etc.

o Scalability:
« from few to millions of transactions/users
o Availability:

& Discovery on internet
& Accessibility of the service, broadcast/cellular coverage

o Privacy of the customers
& User anonymity during transactions

o Intellectually property protection and management:
% IPR, DRM, copy protection

o Multichannel distribution

Interoperability of content on devices
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Classification of Transaction Models

o B2B: Business to Business

& Among digital good producer, publishers, integrator,
resellers, etc.

&« They add values and thus ...

o B2C: Business to Consumer
& From distributors to consumers

o C2C: Consumer to Consumer
& File sharing
& Good sharing

o B2B2C
& Integrated B2B to B2C

/S
D\g'—‘l
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Examples of Business Model

On Line delivering

Off Line delivering

On Line Payment

Digital good

Any good

Off Line Payment

Digital good

Any good

On Line usage

Off Line usage

Digital good

Yes

Yes

Physical good

No sense

Yes
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A Transaction

o What Is a transaction?

« In the business world, Is an action that
change the state of an enterprise

& In the computer world, is a collection of
actions with properties of

Atomicity,
Consistency,
|solation,

Durability
% The so called ACID
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. Transaction: ACID properties @

o Atomicity:
« do all-or-nothing
o Consistency:

& transaction must leave the system in a correct state
or it must abort

o Isolation:

& Transaction behavior is not effected by other
transactions that execute concurrently

o Durability:

& transaction’s effects are permanent after it
commits. They survive system failures
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Major Requirements

Distributors:
& Make money on digital/physical good distribution

Final user:
& Acquisition of physical good, cheaper, faster, etc.
& Acquisition of digital good
Immediate

At least, with the same features and usage of the physical
good.

« Copy, lend, share, etc.

&« More features in the digital than those usually in the physical
world:

For example: buy one and use more: home, car, i-pod,
PDA, phone, CD, etc.
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Requirements of E-Commerce Applicationsg

o High number of clients/users per applications (millions or more)
& the server is on Internet, accessible to every user in the world
& The users are connected via broadcast, cellular phones, etc.

o Client has to be suitable for using the digital content if any.

o Integration with legacy applications and heterogeneous databases

& probably the enterprise already has legacy applications or
DBMS (for internal purpose or because it is already a
Commerce Enterprise: catalog/client information, etc.)

« with the evolution of the infrastructure, other software may be
added to the server (Data Warehouse, OLAP, Data Mining)

S oY S
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RHAPSODY _J AMAZON.COM [  NETFLIX
Online services carry far more inventory than traditional retailers. TOTAL INVENTORY: . TOTAL INVENTORY: s TOTAL INVENTORY:
Rhapsody, for example, offers 19 times as many songs as 735,000 songs : 23 million books : 25,000 DVDs
Wal-Mart's stock of 39,000 tunes. The appetite for Rhapsody’s - -
more obscure tunes (charted below in yellow) makes up the
so-called Long Tall. Meanwhile, even as consumers flock to

mainstream books, music, and films (right), there is real demand
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estern European Online Content revenue

Main content Online Online Online Online
categories music games video publishing
Consumer Business
.. €0 €0
Digital TV (no service € 236 million € 166 million (no service
today) today)
Bro‘i)dga“d € 40 million € 82 million € 46 million € 373 million € 8,374 million
Mobile € 0.6 million € 254 million € 150 million € 288 million € 88 million
Main acce‘ss Products and services by content category and platform
platforms
Offline
(in € billion) 7.9 3.5 13.4 80 5
Online 0.5 16 2.7 0.8 65

(% of total)

s Source EITO2005

-
N
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€ Ex: Content and channels

Nisi sbttaiit catevorise Online Online Online Online
al ALEEONIES music games video publishing
Consumer Business
Sat Digital TV Online stores | |Console games, VOD Info
(possibly) interactive TV services
i Cable || DSL
I
I .
| Broadband Online . Movie services lFRs Gl
: PC stores PC games Video clips £1akon,
I P education, adult
| E
| 1 i . - .
i Sat ! Wireless Mobile Ringtones Mobile ; o News and
i E MMoD games Video clips information
I
Infrastructure/ Main :
_ access Products and services by content category and platform
networks platforms

e Source EITO2005
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€ Ex: On Line Music Value Chain

Service revenue flow

Gr0§s <
margin ~ 50%% ~ 15% ~ 15% ~ 20%
estimates
Functnqnal IPR owners | | Publisher DRM Hosting/ | (Client/billing/ Transport Devices
roles systems aggregation marketing
DRM infrastrucure

“ Sony Music (plus others) Sony Connect |
]
e ——d | Network
operators
Players Major music %‘gg ;?Vf:
and companies incl. Media 0D2 Coca Cola
examples SME, BMG, EMI, mycokemusic Device
WMG, UMG :
_ | vendors
Yahoo! BT
RealNetworks
* 70% in the case of iTunes . | Players occupying a large part of the value chain

s Source EITO2005
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€ Ex: Broadband VOD value chain §

Service revenue flow

Gross <
margin ~ 15% ~ 15% ~ 20%
estimates
Functional | DRM Hosting/
roles systems aggregation
DRM infrastrucure
CinemaNow
Microsoft
Players
and
examples
RealNetworks
Real SuperPass video streaming service
* US only at time of writing
s Source EITO2005
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€ Ex: On Line Games value chain S

Service revenue flow

Gross <
margin ~ 25% ~ 35% ~ 40%
estimates
Functional ([T Develop- || Publishing/ DRM Hosting/ | |Client/billing/
roles ‘ownership ment distribution systems management || marketing
DRM infrastrucure
Tiger - B -
Woods 1 '
e Fft=maams ]l [
R S R P o
Example Ly
players
| Electronic Arts ,
Sony
Microsoft

Lansnnsansed

s Source EITO2005
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User’s Trends

Younger are abandoning the TV
&« More time on PC/games console
& More on i-TV

Market is becoming fragmented
&« Several channels and models:

push, time shifted, tivo, media center, DVD recorders, DVB-S,
DVB-T, DVB-H, VOD, etc.

« Several media: video, audio, I-TV, etc.
& Personal TV: ............

Consumers are going to
« Differentiate each other, more individuality
&« More personal needs
& Become content producers (see Video-Google)

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007
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The Media Usage at home

Modem/
Web/IP gateway

Digital
/ media

server

y

CE - Networked DVR
- Music server
- Mobile server
- etc.

Digital
media
receiver

Fixed

s

« TV

« STB
« DVR
« PC

« DVD
* Games console

Digital
media
players

Digital
media
bridge

Mobile
* Phone
* Music player
* Video player
* DSC

* Games player

s Source EITO2005
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s The artist creates a N

Work s

ﬁ"?‘—_
o The work may be TOR:
p— o=
used to produce N :b

several
manifestations _ _
Manifestations Resources
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Some Actors of the value chain, “definitions™

o Right/Content Owners, B2B, artists, etc.
&« who has the rights on the initial work, non digital
o Content Producers, B2B, Publishers

« Who is producing the manifestations of the work, define its
rights, may produce the digital resources or not, etc.

o Content Integrators, aggregators, B2B

& Who is Integration/aggregation: resources + metadata ++ ,
added value, etc., may be add other rights, etc.

s Content Distributors, B2B, B2C
& Who is distributing digital content
& Final Users, C2C (P2P)

& Who is using (or should use) the digital content on behalf
of the rights obtained
o Users, In general

« All the above actors that use in some way content on the
5 Dbasis of the rights obtained
D\—’—[
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@ Simplified Traditional value chain @

Production * Collecting
Authoring

A « X
n .
\ product™ \

(80 . ; < 0: ‘
A . ) ’
Processing M \
e (adap, fp, etc.¥ \
: / Control

: Supervision
: Packaging 2

: (integration, etc.)

|
|
|
: P 4 |
., Protection v,
'0. o ’ o° "0 > I
* 2)\ Y G g
”0 ' 1 1 ,é I
<§¢ Distribution S I
D : ““‘ “0
7L, wet®’ ;
R ~ Usage
_e"@“’m”*\z\‘\ S
/&» Jo) D
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Traditional value chain Issues g

o The protection is performed before distribution
« By the distributor or
& By a specialized third party

o The B2B areas are (production, integration, etc.):
& Considered trusted
+ Based on paper contracts

& Contracts are produced on the basis of a limited and not
standard terminology, so that they are not easy interpreted
and transported on other media, or channels, etc.

& No control about what is done on the content on the B2C.:
& The author and producers cannot verify, they may ask
&« The integrators cannot verify, they may ask at the seconds,
 EtcC.

o The distributor:
& controls the selling of content
s Does not control/verify the exploitation of each single rights

D<—;—I
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© Rights Management S

o DRM: Digital Rights Management, general terms
many times abused

o Management of Digital Rights

& Limited to the management of rights of
digital content ?

o Digital Management of Rights
& More correct and reasonable

& Management of both rights for original works and
related manifestations, digital resources, etc.

& INn many solutions DRM is not intended in this way
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© Digital Rights Management S

o DRM: Digital Rights Management is

+ A set of technologies and solution to cope with
Digital Management of Rights

o 1St generation of DRM covers:
& security and encryption
& prevent non authorized copying

s 2"d generation of DRM covers:
& description, identification, trading, protection,

& monitoring, and tracking of all forms of rights
usages over contents, including management of
rights holders relationships
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© Aimof ...... Digital Rights I\/IanagementS

o To allow accessing at the digital content functionalities in a
controlled manner

+« To who has been authenticated/certified

& To do what (are the rights) is defined in a license

& Verifying/Control/Supervise if the above conditions and
others are respected

& By using technologies to protect content (e.g., encryption,
fingerprint, watermark, etc.)

o Cons:
& Registration of users (in some case can be relaxed)
&« Authentic. of users and/or tools/terminal/devices
&« Control of users

o It has to be supported by a set of additional technical
solutions
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o Prevent the rights exploitation to who has not
acquired the rights

o Verifying/Control if the allowed rights are
respected:

& In the whole value chain or at least at the end
users

o This role Is traditionally partially covered by
Collecting Societies (clearing house) that

& Guarantee/protect the interests of the
content/rights owners.

& One or more Collecting Soc. for each Country
& Some agreements among the majors Collecting

e <
2, : | Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007

s Societies in Europe: SIAE, SGAE, SAGEMA, etc.

@ Motivations for Digital Rights Management S
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© Simple protection with K@/é%endin

Selling Server | €=

—

: 8 License
License /‘[ ﬁuj distribution and Ask for the
Production player/device icense
verlflcatlpn and Content
-— Supervision deprotection
and rights
exploitation
Content Distribution
Packaging, content> Server
Protection

Production and

distribution Player device
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€ What Should be the DRM S

o To allow accessing at the digital content
functionalities in a controlled manner

& To who has been authenticated/certified

& To do what (are the rights) is defined in a license

& By using technologies to protect content (e.g.,
encryption, fingerprint, watermark, etc.)

« Verifying/Control/Supervise if the above
conditions and others are respected
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How is DRM Secure?

o Encryption

& DRM may use strong encryption (# bits) never been cracked
o Digital signatures

& content header is digitally signed to prevent tampering

& License is digitally signed, etc.
o Separation of licenses from content

& Licenses should be kept separate from content,

& content can be widely and securely distributed, P2P allowed
o Revocation of licenses or objects

« of license, of authorization, etc.

& various ways to prevent players from exploiting content
o Authentication and certification of users and devices

&« To prevent compromised player or non trusting users to receive or
distribute other content, ....

& Black list of devices

A
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Single Channel Distribution value chain Issues :

o The protection is performed before distribution

o The B2B areas are (production, integration, etc.):
& Considered trusted, based on paper contracts
& The authors and producers cannot verify
& The integrators cannot verify

o The single channel distributor:
& Establishes the business models for the channel:
pay per play, subscription, ............ etc....
Produce licenses for each person/device, etc.
& sale the content and produce the Bill
& has a limited control on the exploitation of rights
& Etc.
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€ Content Elements

o Content Packaging to contain the following
Information
& Metadata.........
« Digital Resources......
& Protection Information.....
& License........

o The Package should allow to be
& Protected

&« Streamed (so called real-time) and/or downloaded, ....

& Shared on P2P, etc..

& Ported on physical supports,

&« Adapted, etc..

&« Coded in binary and/or XML, etc.
& eftc.

2 & S

R,
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Content Elements

Metadata: Metadats

& l|dentification information, unique ID, distributor ID, etc.
& Classification information also for indexing: Dublin core, etc.
& Descriptors, MPEG-7, for indexing, etc.

+« References to Owner, to distributor, etc.

% EtC

Digital Resources: ‘@

& Any digital information: images, doc, txt, video, game, application,
file, audio, etc.

& Hierarchy of diqital resources | —
SR rot-Info Mode —>®“E
Protection Information:

« What has to be done to access at a given information/resource

& Tools used, their parameters, etc. L/cen""‘"
. se
_ )
Licence: iIcense Mode —’.-COnfraCf

« Which rights are provided, who is the recipient, conditions, etc.

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007 35



e

License formal language

o Windows Media DRM

o MPEG-21:
& REL: Rights Expression Language
Derived from XrML
« RDD: Rights Data Dictionary
o XrML 2.0: eXtensible rights Markup Language
&
& General purpose
« ContentGuard, Nov. 2001, Microsoft
& Derived from DPRL
&« Usato come base per MPEG-21

o OMA ODRL: Open Digital Rights Management
& Expression language for mobiles
& In some way simpler than MPEG-21 REL
L .

/S

D
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@\/IPEG-Zl — REL, Rights Expression D
Language

. SAPEC
s A machine-readable language, XML AINPEG

o To declare rights and permissions
o Uses terms defined in the Rights Data Dictionary RDD

o REL consists of licenses and grants that give specific
permissions to Users to perform certain actions on certain
resources, given that certain conditions are met

& Grants can also allow Users to delegate authority to
others

o User’s system device has to
& parse and validate the RE
& check permissions before any further action is done

o DID parser is responsible for discovering and identifying
where to gather licenses

| o REL licenses are wrapped In Digital ltems when the object
N D\Hfﬁgoverned
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REL data model D

right .
issued subject
to associated 0

with |
[ principal } { resource] [condition}

o REL grant consists of
& principal to whom grant is issued
& rights the grant specifies
& resource to which right in grant applies
& condition to be met before grant can be exercised
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ISO/IEC JTC1/8C29 WG11

Y ;— /__. o? 0
| 1
\/x I_\ /

REL - Principal and Rights

o Principal: Party to whom a grant conveys usage rights.
& authentication mechanism by which the principal can prove its
identity.
& a principal that must present multiple credentials, all of them must
be simultaneously valid, to be authenticated.

o nght
& Action or activity that a principal may perform using a resource
under some condition.
o Resource:
& Object to which the principal can be granted a right.

o Condition:
« Terms under which rights can be exercised.

o MPEG REL provides a right element to encapsulate information
about rights and provides a set of commonly used, specific rights,
notably rights relating to other rights, such as issue, revoke and
obtain. Extensions to MPEG REL could define rights appropriate to
using specific types of resource. For instance, the MPEG REL
content extension defines rights appropriate to using digital works

/(,e.g., play and print)
<
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. An example of statement

16 17 16 19 20 21 22
/ . 25 26 27 28 29
J0 }

Today: 11/01/2003

Condition = N ber 2003
ondition = November Resource = Ocean Wilds

= Rosy can Play 3 times the Ocean Wilds in November 2003.

S
D=
\] Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007
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€ Possible values for terms

o Principal s Examples of Rights
+ AllPrincipals and KeyHolder & Adapt
o Rights & Delete
& Issue, Obtain, PossesProperty and Revoke  Diminish
o Resources & Embed
. _ & Enhance
& DigitalResource, Revocable and ServiceReference
&« Enlarge
o Conditions & Execute
& AllConditions, ExerciseMechanism, ExistsRight, & Install
Fullfiler, PrerequisiteRight, RevocationFreshness, & Modify
ValidityInterval & Move
% CallForCondition & Territory & Play
& ExerciseLimit & TrackQuery & Print
& FeeFlat & TrackReport &« Reduce
+» FeeMetered & TransferControl + Uninstall
&« FeePerinterval « ValidityIntervalFloating
+ FeePerUse + ValiditylntervalStartsNow O 7010
+« FeePerUsePrePay « ValidityTimeMetered .m..,f';;f;.:“ns s
& SeekAproval &« ValidityTimePeriodic
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(@ Packaging and Protection, Open Model
\@@\Og““
Resourcd— oot

@\ Protection
- License \

Production
;"‘

Protected

Tgﬁéﬁ/;ntent
43
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(@) General Architecture of content business

Protection T— v
Proteclion
/ Information

m Certifier and

—Frotected Supervisor
rtal Content

Distribution _
Server I\/I users, N different source
objects:
Pros: (P)N Objects protected only
Simple distribution once
P2P supported ®N protection info
cons: M*N licenses maximum
since each of them may be
3 servers interested to have all
s-Many Licenses objects
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@ Production of Governed Objects

License

@/’ Production
@rot-info Modeh

Protection

Pigital Content
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(@ General Architecture of content business
~

v
Protection
Information

Certifier and

Supervisor
@Tp s
aJ Content M users, N different source
Distribution @ objects:
Server _
ax N*M Objects
Pros: protected, that is for all the
: T N Objects M different
Simple distribution, 2 .
servers prot_ected-llcensed
versions have to be
Cons: produced

P2P non supported

Too many different
objects, too much space

(PN*M protection info
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@ Production of Objects and Augmented License

Protection and

Lic. Prod. \

Augmented
Licenses

Digital Content
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(@ General Architecture of content business
- | Content @

Protection

Augmented

@T@(_/—F Frotepted Protection
.

: . . Content .
Distribution Information
Server Certifier an

Supervisor
Pros: _
Simple distribution, 2 M_ users, N different source
servers objects:
P2P supported (PN Objects protected
Cons: .. .
| | ®N protection information
Many information
outsidae N*M protection info
Diff users have the same included into licenses

4 Jprotection inform
4fjer D

o,

/I
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Some Considerations

o Open Model:
& Supporting P2P
« The volume of Objects is acceptable
& The elements can be independently manipulated
Licenses can be changed, reissued
& Suitable for B2B and B2C

o Governed Object:

& The user may see what can be done on the objects on the
basis of their license

& the same object with different licenses implies
to produce too many objects
o Augmented License:
& Supporting P2P
& The license ha to include the same protection information
& The objects can be substituted independently
Licenses can be changed, reissued

| Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007
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Managing License Chain

o has the right to issue a license to anyone to print the

book in Italy”
o has the right to print the book in Italy” D

o To0 solve the SubSubLicense for Carl all the connected
Licenses are needed

o Licenses have to be accessible on Processing Engine

OVIRT;
% P o |
%, 0 & | Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007 50
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Managing License Chain

o A license server Is needed to solve the
SubSubLicense all the connected licenses

o All licenses have to be accessible by the License server
& This may involve massive processing
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@ Managing License Chain and Protection

Information
S,

Protection Protection
Info info Action log
A
. d\iupe . database

\. Certifier an rvisor
Store \ \
Ke :
i W Prhtection M S lIicense Server,
1
P usre) ec\irj anager up O™ DRM Processor
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Open Model vs Augmented License

o Pros of Open Model vs the Augmented License

« If the protected objects are used for producing several
different more complex objects:

They are reused in the B2B area for different productions

Since the Protection Information is stored only once and
not in every license, this implies to

e have a more precise control of the black list, and

« avoid duplications
& Better for hierarchical nested protected and non prot objects
& Thus the Open model is better for the B2B

o Pros of Augmented License vs the Open Model

&« Simpler management for the servers

& Higher number of licenses

& Suitable for simpler objects, non nesting protected objects
s« May be better for B2C

\[ Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007
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Modello Base di DRM

—

Administrative Services

L
. =

Selllng Service (¢

Audio Images video

\.Content Producers /

Agregment and . .
conYyacts <
ey X L
License g Icense server
: : player/device

— Production 1 —| Content
g : verification O —, | Unprotection
s/ | Events collection and rights
Q@“ : | and Supervision ' exploitation
s .

Srarasilion @ Server/Portal

_

wg Content | Distribution E%:
Packaging, | content

: User’s devices and
Packaging and Distribution players
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Business Rules, a way to formalize allowed rightSD

o EXploitation Models (contracts from the consumers to

the provider are aligned to the exploitation model):
& Subscription to a collection or service

All you can eat

Pay per renting

Pay per use, pay per play, pay per print, etc.

Pay per stream, download, etc...

Pay per minute all you can heat

Burning the CD

Copy the object

Moving the object

Passing the object to a different device

Pay per building a collection

Preview without paying

Try and buy

o EtcC.

OB B R B B B B B B

)
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Business Rules, a way to formalize allowed rightSD

o It may be based on limiting
& Number of times you can do an action, and usage
& In a temporal window for the exploitation of any rights
renting
& IN a space
regional area or
domain (set of computers, etc.)
& The usage according to the user profile:
Impaired,
student,
Archival
etc.
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Conva|r

gence, the Interoperable Content

[

[

nternet Distributor ] ﬂlg\!?

nternet Distributor ]

Mobile Distributor

Broadcasters, DVB-H]

[

Media Distributor ]

[Broadcasters, DVB-T]

B

roadcasters, DVB-SJ

Kiosks distribution ]
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@ Present Needs for Accessing New
Markets

s Needs of Interoperable Content that may Migrate from

one terminal/device to another

one user to another

one channel to another

Licenses assigned to users, devices or domains
&« etc.

s Transcoding/Adaptation problems
« Content is packaged
&« Content is protected, adaptation of protected content is needed

&« Content contains several types of information: digital resources,
metadata, glue, etc.

& On the servers and/or on the client terminals

P b P

o DRM Architecture has to support Migration and Adaptation
& see in the following

o & S
* }od D<—,—~I

o,
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Es: Convergence, the Interoperable
License, DRM

[XY Protection ‘@ Internet Distributor ]
ﬁ\A[ XY License Server ]

-

[XY License Processor]

1|

[ZZ License Processor]

Buipoosue.

/D,[ ZZ License Server ]

[ZZ Protection] =) Mobile Distributor ]

o When interoperable content in terms of forma?passes from two
devices supporting different DRM models and licenses

o License needs to be transcribed and rights semantics preserved
o License chain processing need to be interoperable
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Major Related Organisations

o Standardisation Bodies for elements

L
L3
L3
L3

o

MPEG-2, MPEG (Motion Picture Expert Group)
OMA (Open Mobile Alliance)
MI3P (ID and licensing aspects)

OASIS (Organisation for advancement in Structured Information
Standards)

TV-AnyTime (DVB....)

o Associations/organization:

L3

O I I B

L3

OeB (Open eBook Forum)

CRF (Content Reference Forum)

WIPO (World Intellectual Property Organization)
RIAA (Recording Industry Association of America)
WS-1 (Web Services Interoperability Organisation)
ISMA (Internet Streaming Media Alliance)

CC (Creative Commons)

& Projects on Architecture and Value chain solutions

&
)
f”’)’\ g

e é\.
cdvaey D

AXMEDIS Project, research and development project
DMP (Digital Media Project), standardisation project
Etc.
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\© Content Distributors web sites @

o Applei-Tune
& Audio, video distribution
& Proprietary DRM
o TISCALI, 12 portali
& Audio tracks of OD2 and videos (MIKADOQ)
& Windows Media DRM
o SKY (OpenSky), EUTELSAT
« Video, MPEG4, Smart CARD
o DTT: MHP (MPEG-2 + Java)
& Mediaset, La-7, RAI,
& Smart Card: IRDETO, NAGRAVISION
o BuyMusic.com
& SDMI, Windows Media DRM
o Real Networks
o ROXIO, Napster
& Windows Media DRM
o Warner Music UK is using the Share!
& Windows Media DRM
¢ Musicmatch.com
& 360.000 tracks, Windows Media DRM

S

i
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Technologies and standards

o Technologies for content protection
& Microsoft Windows Media, DRM

Apple I-Tune

Media Commerce Suite of Real Network

EMMS of IBM

Liquid Audio

DMD secure

Sealed Media

Intertrust

DMOD

Adobe, mainly limited to documents

AXMEDIS

WEDELMUSIC

o DRM
& ODRL, OMA, Open Mobile Association
& XrML, Content Guard, related to MPEG-21
« MPEG-21

OB B B BN BN TR BRI BN

L
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Windows Media

o Composto da:
« Player (client)
& Encoder/packager (content production)
Uso di codecs vari, MPEG, etc.
& Server (distribution Server)
& DRM model
& Streaming and Download

o Realizzazione di soluzioni varie da 2-tier a n-tier
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. Windows Media Rights Manager

windows Media Rights Manager Flow

COMPUTER
Download
——Lic \ se E +—
S / .
‘D) Transfer
4 to Portable
= Device
Request Media Player

with

Windows Media
Rights Manager

/

Request and

INTRANET
Digital Clearinghouse
Content License Server ,
¢
Packagg " License
Media \ Terms B
Protected
Media
Streaming
—
Post
Media &
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. Windows Media Rights Manager E

o Packaging

& Windows Media Rights Manager packages the digital
media file.

& The packaged media file has been encrypted and
locked with a "key." This key is stored in an
encrypted license, which is distributed separately.

& Other information is added to the media file, such as
the URL where the license can be acquired.

& This packaged digital media file is saved in Windows
Media Audio format (with a .wma file name
extension) or Windows Media Video format (with a
wmv file name extension).
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. Windows Media Rights Manager E

o Establishing a License Server

& The content provider chooses a license clearing
nouse that stores the specific rights or rules of the
icense and implements the Windows Media
Rights Manager license services.

& The role of the clearing house Is to authenticate
the consumer's request for a license.

& Digital media files and licenses are distributed and
stored separately, making it easier to manage the
entire system.
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. Windows Media Rights Manager E

o License Acquisition

& To play a packaged digital media file, the consumer
must first acquire a license key to unlock the file.

& The process of acquiring a license begins
automatically when the consumer attempts to acquire
the protected content, acquires a predelivered
license, or plays the file for the first time.

& Windows Media Rights Manager either sends the
consumer to a registration page where information is
requested or payment is required, or "silently"
retrieves a license from a clearing house.
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Windows Media Rights Manager

o Playing the Media File

-

L3

\rﬁ\n
{ 7”’\%] [)/

]&, 9

R,

To play the digital media file, the consumer needs a media player that
supports Windows Media Rights Manager.

The consumer can then play the digital media file according to the
rules or rights that are included in the license.

Licenses can have different rights, such as start times and dates,
duration, and counted operations. For instance, default rights may
allow the consumer to play the digital media file on a specific computer
and copy the file to a portable device.

Licenses, however, are not transferable. If a consumer sends a
packaged digital media file to a friend, this friend must acquire his or
her own license to play the file.

This PC-by-PC licensing scheme ensures that the packaged digital
media file can only be played by the computer that has been granted
the license key for that file.
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Microsoft Windows Media Rights
Manager License

o license contains the

L)
L]
L3

key to unlock the Windows Media file.
rights, or rules, that govern the use of the digital media file.
(model based on Augmented License)

o content owner sets rights to determine which actions
are allowed from minimal control over playback to
more restrictive licenses.

o licenses can support different business rules,
Including:

L3
L

O I I B

How many times can a file be played.

Which devices a file can be played or transferred on. For example, rights can
specify if consumers can transfer the file to portable devices that are
compliant with the Secure Digital Music Initiative (SDMI).

When the user can start playing the file and what is the expiration date.

If the file can be transferred to a CD recorder (burner).

If the user can back up and restore the license.

What security level is required on the client to play the Windows Media file.
And many others.
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/

Windows Media DRM?

Pay per view
+ Play count
Rental
& Expiration after first use

Useful for different time zones

& EXxpiration on store

Useful for different time zones

& Begin & expiration dates
Subscription
& Begin & expiration dates

Controlled distribution of
media assets

& Can include any of the above

)

i

N BN BN N I TR B B R R JEE JEE BEE N TN TN TR B

)

Allow Backup Restore
Allow Burn To CD

Allow Play On PC

Allow Transfer To Non SDMI
Allow Transfer To SDMI
Begin Date

Burn To CD Count

Delete On Clock Roll back
Disable On Clock Rollback
Exclude Application
Expiration After First Use
Expiration Date

Expiration On Store
Minimum App Security
Minimum Client SDK Security
Play Count

PM App Security

PM Expiration Date

PM Rights

Transfer Count
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© Microsoft License delivering E

o Licenses can be delivered in different ways and at
different times, depending on the business model

& Can be delivered before or after the content
« Both possible if downloading

& Only the first Is reasonable in the case of
streaming

o Licenses can be delivered with or without the
consumer being aware of the process using silent
or non-silent license delivery.
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I-Tunes of Apple, ITMS, I-Tunes Music
Store

-.
o AAC 128 Kbit, comparable ﬁ

with 160Kbit MP3 N NS

o [0 Millions of Files in the
first year of work

s >500.000 traces R -
o Very easy

& NoO subscription costs

o Pay per download (0.99% per file, 9.99% per collection)

& Tools: download, player, burning, play lists, etc.

o DRM proprietary, “FairPlay”, cracked in April 2004

o Continue to work even if cracked

\)

sl

/S
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I-Tune and DRM limits

-
o Transfer of a trace to at most a
& 7 CDs, burning |

& 3 authorized computers

o Authorized transfer on a non
limited number of i-POD > e

& Market and money on iPods

o Content is bought forever

o Authorized transfer on any computer but they can be
played only on those that are authorized

\1 Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007
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3 Libreria

= Radio

E Classifica
% 125 piu ascoltati
ﬁ Recenti

iTunes

——

6 baniy
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‘ .~ mascagni X
<> A ) Search Results for: mascagni Entra
4

| Nome Brano | Tempo | ATtista | Album | Prezzo | Importanzaw |
Mascagni 4:12 Andrea Bocelli €) Cieli Di Toscana © ~
Mascagni 4:12 Andrea Bocelli €) Cieli Di Toscana... ©

Cavalleria Rusticana \ Act \ Mamma, Mamm... 5:18 Anne Simon, Ja... € Mascagni: Cavall... ©

Cavalleria Rusticana \ Act \ a Casa, a Casa, ... 2:26 Isola Jones, Jam... £ Mascagni: Cavall... ©

Cavalleria Rusticana \ Act \ Intanto, Amici, ... 2:43 Isola Jones, Jam... € Mascagni: Cavall... ©

Cavalleria Rusticana \ Act \ a Voi Tutti Salute! 1:55 Isola Jones, Jam... € Mascagni: Cavall...

Cavalleria Rusticana \ Act \ Fior Die Giaggio... 2:45 lIsola Jones, Jam... € Mascagni: Cavall... ©

Cavalleria Rusticana \ Preludio 2:23 James Levine £) Mascagni: Cavall... ©

Cavalleria Rusticana \ Act \ Gli Aranci Olezz... 9:36 James Levine £) Mascagni: Cavall... ©

Cavalleria Rusticana \ Act \ Intermezzo Sinf... 4:03 James Levine € Mascagni: Cavall... ©

Cavalleria Rusticana \ Act \ Il Cavallo Scalpita 2:07 James Levine & ... € Mascagni: Cavall... ©

Cavalleria Rusticana \ O Lola Chdi La, Di Lat... 4:50 James Levine & ... € Mascagni: Cavall... ©

Cavalleria Rusticana \ Act \ Dite, Mamma L... 3:02 James Levine, Je... € Mascagni: Cavall... ©

Cavalleria Rusticana \ Act \ Regina Coeli, La... 6:15 James Levine, Je... £ Mascagni: Cavall... ©

Cavalleria Rusticana \ Act \ Beato Voi, Com... 0:50 James Levine, Je... £ Mascagni: Cavall... ©

Cavalleria Rusticana \ Act \ Compar Turiddu 2:54 James Levine, Pa... € Mascagni: Cavall... ©

Cavalleria Rusticana \ Act \ Oh, Il Signore Vi... 0:58 James Levine, Pa... £ Mascagni: Cavall... © i‘:
Cavalleria Rusticana \ Act \ Il Ver 4:10 James Levine, Pa... © Mascagni: Cavall... © :
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Concept of Super Distribution

o What Is intended as superdistribution ??

& A distribution in which the users collaborate to the
distribution, such as in the P2P environments

& A solution in which the content is separate from the
license:

Open Model
Augmented License

& A Solution in which the Certifier and Supervisors
and/or the devices are capable of detecting
violations thus activating some recovering activity
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Information Society  European Commissi

a medls I Automating Production of Cross I\/Iedla Content
{ /' for Multi-channel Distribution

/ www . axmedis.org i IST-2-511299

Automating Production of
Cross Media Content
for Multichannel Distribution

www.AXMEDIS.org
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AXMEDIS: is a R&D Integrated project

o Perform research on enabling technologies to allow

¢ reduction of distribution and aggregation costs for content production,
protection and management

¢ using and exploiting new models, methods and tools for content
production, protection and distribution
o Create a unified platform for content production and
distribution:
¢ Supporting interoperability among different
content formats, cross media and simple resources
distribution channels (TV, PDA, mobile, kiosks, broadcasting,..)

DRMs (digital rights management) models (e.g., MPEG-21,
OMA, Windows DRM, etc.)

¢ Supporting massive processing for content production and
distribution (on demand), license processing, protection, tracking and
DRM, exploitation of legacy CMSs

¢ Integration and Harmonization of DRM in B2B and B2C areas
Enforcing flexibility in business and transaction models
Modeling secure/legal P2P sharing for B2B and B2C
Expanding and exploiting MPEG-21 standard
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AXMEDIS purpose

Content:
-Producers » Supporting both B2B
B e and B2C distribution
.Aggregators » Reducing costs for
.Packager Content_Productlon,
processing, etc
IMEEEHEIR » Enabling Multichannel
-Promoters

Distribution

» Enabling Interoperable
Distribution of content

» Enabling e-commerce of
secure digital content

Distributors

Create a unified European platform for content
Bl packaging, protection and distribution in terms of DRM
L) and interoperability (convergence)
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Distribuziuone Multicanale

s5i0T1

P2P Interface

\.

Content Integrators

Content Producers

J

Intermed. Distributors

~—_Content Factory

/ P2P Interface ||

MPEG-21 License Servers
OMA License Servers

registration, verification,
certification, action log
collection, services

DRM support

Multichannel Distribution




AXMEDIS Applications

Information Society

Applications of automated content production and protection

¢

¢

Entertainment, edutainment, infotainment, educational, etc.
Real-time and non-real-time content distribution

Internet, P2P, broadcast, IPTV, mobiles, DVB-T, DVB-S, DVB-
H, etc.

Other relevant applicative areas are:
banking, governmental, military and healthcare

Technical solution for

¢

® & O O o o

Massive and scalable production of content on demand
Content distribution: single and multi-channel

Content protection and DRM, tracking and control
Content management

Content sharing among producers and distributors
Content integration and metadata enrichment

Etc.

AXMEDIS Framework for all

¢

¢

Set up and maintenance of an European Platform for improving the
knowledge and tools on e-Commerce of digital goods.

Making the AXFW accessible
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AXMEDIS Architecture

AXMEDIS Factory

AXMEDIS Editors
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AXMEDIS B2B Distribution and Sharir
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Protected Protected

Digital Content Digital Content
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AXMEDIS Object

o Any digital resource
¢ Any hierarchy can be incorporate and modeled
¢ Nested information

o Addition of formalized Metadata
¢ AXMEDIS Information, AXInfo

o Extension for AXMEDIS objects
¢ <file name>.axm

o MPEG-21 based
¢ DID: Digital Item Declaration
¢ DIl: Digital item Identification
¢ XML, binarization
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AXMEDIS Objects

o AxObject
¢ an MPEG21 DIDL Item (or IPMPDIDL)
Recursive Structure

o AxInfo
¢ B2B relevant metadata
Creator, Owner, Distributor,...
Workflow info, lifecycle details and history of commands

Potentially Available Rights (PAR): which describes rights can
be acquired by a customer (B2B)

Fingerprint algorithms info, metadata certification

o Public and Private object metadata
¢ issue
Public must be always at disposal for indexing, querying, etc.
Private metadata are assets to be protected with the content
Some of the metadata are replicated in both locations
¢ thus
v Once resolved with “index” Item
Now addressed in new IPMPDIDL:Contentinfo
Metadata are reported in clear for protected content
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AXMEDIS Editor

o The AXMEDIS Editor is an application allowing
¢ manual production of AXMEDIS objects
¢ inspection of automatically produced objects
¢ finishing AXMEDIS objects pre-produced automatically

o It integrates many Editors & Viewers to handle all
the aspects of the AXMEDIS Objects production

EE I-ragazzi-del-Marais.axm - AXMEDIS Editor

Resource File Edit View Editors/\iewers Players Window Help
D@ A &% @5/ » m il

MEtad ata AXMEDIS | MPEG21 | Resource View | Metadata View | Visual View | Behaviour View | Object View | W_¢| »|
fFul =l TR 3 9, ' "}-r:‘. )—:
P (73 e o 0 <

= ct [lragazzi-del-Marais - 7 e<2d4-47a-8
2 Object [I -del-M; 79e4121ec2d4-47a-8l

€ AXMEDIS Info
DRM Boc
S

" \9_1 ref::Resource [preview-download]
rotecton i Sz
[ < -51
- i g&d?:;?ém;\:tv:;;;nﬁE;ﬁidﬂW(
AXMEDIS Info

Presentation L

. Resource [picture]
&) Resource fimography]

= M Object Nacques-Villeret - e290bcdaeb-4324-2 | . h L '
WorkﬂOW © AMEDIS info - I RagaZZ!
Annotation . ot del M arale

|lmage Viewer

< >Q|QJ

|Welcome

® & & & O oo o o
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B AXMEDIS Editor E E m - N

File Edit View Editors/Viewers Players Window Help .
DS B & [e@ » m n«r S
AXMEDIS | MPEG21 | Resource View MetadataView | DRM View | Workflow View | Annotations

| Full AR A
-1 B Object [um:mpegRA:mpeg21:dii a» <ax:fXInfo xmlns:_ax=' 'urn; axmedis:01'">
Metadata [private_dsc_rel_id) <axObjectCreaton

. <awdXCID>... acreator D ...</axdXCID>
Metadata [private_dsc_type] <ax:ObjectCreatorName>J. Doe</ax: ObjectCreatorN ame>

AXMEDIS Info < ax:0bjectCreatorlJRLY mailto: [doe@invideo. com< /ax: ObjectCreatorlURL>
Metadata [private_dsc_dc] <ax:3I;iei:tErealorEompanyﬁlgtid:ma;‘a,x:Obie_ctl%ealOICorr}parg;_ . o i
ol 7 <ax:ObjectCreatorCompanyURL> http: //www.invideo.com< /ax: ObjectCreatorCompanyURL>
Il;'letadata [pcmlfr :;dsc_mpeg <aw.0bjectCreatorN ationality> S < /ax: ObjectCreatorN ationality>
esource [ColineAzzurre] </ax:0bjectCreator> ‘
Resource [Invemo] <axbccessMode>read_wiite</axAccessMode>
Resource [Ninfee] <ax.CreationDate>2004-12-27T15:00:00</ax . CreationDate>
Resource [Tramonto] <axLastModificationD ate> 2004-12-27T16:43:00</ax LastModificationD ate>
Resource [Sinfoniad] <awMersiony 2</axVersion>

<axRevision>1</ax:Revision>

B AXMEDIS Editor
File Edit View Editors/Viewers Plavers Window Help

D@ % (G| »/m|nl«
AXMEDIS | MPEG21 | Resource View | Metadata View | DRM View | Workflow View | Annotations

| Full |
- B Object [un:mpegRa:mpeg21:dit axoid:A001AGSHDI)
> Metadata [private_dsc_rel_id]

Metadata [private_dsc_type]

AXMEDIS Info

Metadata [private_dsc_dc)

Metadata [private_dsc_mpeg7)

D

Resource [Invemal

Resource [Ninfee)

Resource [Tramonto]

Resource [Sinfoniad)

.....

| Image Viewer:

: || @lal




AXMEDIS Clieat Tools

o AXMEDIS clients tools
¢ Based on AXOM module plus a set of players
Audio player
Video player
Document viewer
Image viewer
Etc.
¢ Different devices:
PC player, PDA player, etc.
¢ AXMEDIS Plug ins:

Active X for integration with IE, Authorware, Tool Book,
etc.

For Mozilla
¢ Possible integration of AXMEDIS AXOM in any player
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aytmedis

The Protection and Control Process i 6)

: Registration X AXMEDIS or Distributor
uthentication Registration Site

9@ Content Access

v

\ .
Control and Supervision
AXMEDIS

@ Protection Manager

= l

— ] @ Tool Certification AXMEDIS

AXMEDIS Compliant Certifier and Supervisor
Players
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Capabilities

Content Ingestion and Gathering
o Content Retrieval

o Content Storage

o Content Processing

o Content Composition

o Content Formatting

o Content Protection

o Content Licensing

Content Publication and Distribution
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Executor IP Executor ID | Message

-1

-1
-1

O

2 |

Frogram  Settings Wiew Commands *
KEID | Rude version | Rule status | Job 1D | Exeator 10
completed 9 -
coempleted 10 -1
completed 1 -1
completed 12 -1
running 13 2
completed 14 -1
completed 15 -1
Funning 16 3
completed 17 -1
completed 18 -1
completed 19 -1
coempleted 20 -1
completed 21
completed z2 [ |
: z Logs property
running 24
completed =
complated 26 192,168.0.42
coiplatuct ;; 192.168.0.197
(=
Ty B 192,168,0.197
completed 30 192.168.0.197
completed g; 192.168.0.197
completed
® 3 192.168.0.197
completed 9! 192.168.0.197
running : 192.168.0.197
el 192,168.0.42
delayed ¥
delayed - 192.168.0.197
delayed 39 192.168.0.42
| T T I R |, 165,0.42
Executor N... | P | cru | Clock: [os 192.168.0.105
DISIT-01 192.168.0.197  intel 1800 windows N.J| 192.168.0.42
DISIT-04 192,168,010 inkel 1800 windows Nl 192,168.0.197
DISIT-03 192.168.0.52 intel 1800 windows Nl 102 168.0.42
DISIT-02 192,168.0.43 intel 1800 Windaows N. gyl
MIRKOFANT  192.166.0.64 inkel 1800 windows N J| 192.168.0.197
VENOM-WORK  192,168.0.103 intel 1800 windowes N.J 192,168.0.42
M358 192.168.0.49 intel 1800 windows Nl 192.168.0.42
DISIT-05 192.168.0.102  inkel 1800 windows .
HOMER 192.168.0.101 intel 1800 windows i J| 192-168.0.197
192.168.0.197
3 192.168.0.52
192.168.0.197
192.168.0.64
192.166.0.103
192.168.0.49
192.168.0.197
192.168.0.105
192.168.0.197
192.168.0.52
192.168.0.197
192.168.0.52
192.168.0,197
192,168.0.64
192,168.0.103

O - T R R e e I - T, g

StartDste | Periodicty | Mumber of Runs | ~
09/23(05 o 1
09/23j05 0 1
09/23j05 o 1
09/23j05 0 1
092305 o L]
09/23(05 o 1
09/23j05 0 1
0%/23/05 o L]
092305 0 1
OR[23f05 o 1
09j23j058 o 1
09/23j05 0 1

Job . 14 launched on executor n. 1 16:09:50 2005-09-23

TRANSFERRED RULE 16:09:52 2005-09-23
-> applicationjvnd.focuseek-FfF [845]  16:09:54 2005-09-23
> title[ 10]=guitar flute and string 16:09:55 2005-09-23
> artist{10]=moby 16:09:57 2005-09-23
- genre[ 10)=indie/akternative 16:10:40 2005-09-23
Return: undefined 16:10:42 2005-09-23
END PROCESS 16:10:43 2005-09-23
Job n, 2 launched on executor n. 1 16:12:56 2005-09-23
TRANSFERRED RULE 16:12:57 2005-09-23

Job n. 3 launched on executor n. 2
Job . 4 launched on executor n. 3

16:12:58 2005-09-23
16:12:59 2005-09-23

TRANSFERRED RULE 16:12:59 2005-09-23
Job n. S launched on executor n, 4 16:13:00 2005-09-23
-> applicationfvnd.focuseek-fff [845)] 16:13:01 2005-09-23
Job n. 6 launched on executor n, S 16:13:01 2005-09-23
- title{ 10]=quitar flute and string 16:13:02 2005-09-23

Job n. 7 launched on executor n, 6
Job . 8 launched on executor n, 7

16:13:02 2005-09-23
16:13:03 2005-09-23

- artist[10]=moby 16:13:04 2005-09-23
--> genre[ 10]=unassigned 16:13:06 2005-09-23
TRANSFERRED RLLE 16:13:07 2005-09-23
-» applicationfvnd.focuseek-fif [839] 16:13:08 2005-09-23
TRANSFERRED RLLE 16:13:10 2005-09-23
TRANSFERRED RULE 16:13:11 2005-09-23
TRANSFERRED RULE 16:13:13 2005-09-23
== title{ 10]=bananas and blow 16:13:14 2005-09-23
-> applicationfvnd.focuseek-fff [845]  16:13:16 2005-09-23
=3 artist[ 10]=ween 16:13:17 2005-09-23
-> applicationfvnd.focuseek-fff [845]  16:13:19 2005-09-23
=-> genre 10]=indie/slternative 16:13:20 2005-09-23
== title[10]=quitar flute and string 16:13:22 2005-09-23
-> apphicationfvnd. focuseek-fff [834]  16:13:23 2005-09-23
- apphicationfvnd.focuseek-fff [845]  16:13:25 2005-09-23

-> applicationfvnd.focuseek-fff [845]  16:13:26 2005-09-23
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AXMEDIS Content Processing ez

o Scripts will be produced by Example (recording
commands) on the AXMEDIS Authoring Tools

o In AXCP Scripts you can manipulate, produce, adapt
and process:
¢ AXMEDIS/MPEG-21 Objects and features
Digital resources in any format
Descriptors, fingerprint, etc.
Metadata, metadata mapping
Licenses and PAR
Protection Information
Device Capabilities
User Profile and preferences
¢ Etc.

o And you can automate:
¢ Load and Save of AXMEDIS objects
From/by the AXEPTool, P2P B2B tools
)\ 1 From/by the AXMEDIS database
TN From/by other legacy CMS via Crawler and other means
s oy From/by the file system and Local Area Network
¢ Publication of results on distribution channels

® & & & O o o
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AXCP processing capabilities

o Any type of resource in any format
¢ Also MPEG-21, IMS, SCORM, OMA/ODRL, etc.

o Processing functionalities:
¢ Production of new objects: composition, etc.
Formatting: SMIL, XSLT, etc.
Synchronization of media, etc.
Adaptation, transcoding, .........
Reasoning on device capabilities and user preferences
Production of licenses
Verification of Licenses against them and PAR
¢ Extraction of descriptors and fingerprints

o Accessing: ODBC, WEBDAYV, HTTP, FTP, FileSystem, etc.

® & & o o o

o Open to any other module with plug-in technology:
¢ Burning
¢ Etc.
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............... Workflow
D, »| AXMEDIS |l " manager
Rule Editor
4 AXCP /
Scheduler

\ AXCP GRID

i
Your AXCP
Rules
Any Plug-in for
content processing

Distribution
AXMEDIS Channels and
Database servers
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aytmedis

AXMEDIS Content Processing

AXMEDIS Edi@ors

=
I — [

- \\j
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Iy il
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AXMEDIS Database Manager

:'I> Programme and
AXMEDIS databases \ < Publication
/ N\

/  \ /7 \
Z X
AXMEDIS
AXMEDIS
AXCP GRID AXCP GRID
—
—
Focuseek AXEPTools
Crawler )

AXMEDIS
AXCP GRID

ety
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p AXMEDIS Framework

AXMEDIS AXMEDIS § AXMEDIS § AXMEDIS AXMEDIS AXMEDIS DRM

database & Content Players: PC, § distribution Tools: Tools: Certifier
administrative Processing PDA, STB, P2P AXEPTool & Supervisor, Protection
Tools Tools Mobiles.. and Programme and Manager Supports

Publication tools

Content for Database AXMEDIS Composition and DRM and
validation and query Object Models Formatting algorithms || protection
_ models
Doc. Report support N Transcoding and Query support
and support Adaptation algorithms || model and tools Secure
AXMEDIS communic.
Guidelines and database Fingerprint and Query search protocol
models Descriptor extractors algorithms Workflow
Use and Test Crawling GRID and script P2P protocols interfaces
Cases integration execution support License models

Any CMS, and files Any Workflow

Furope: mmission
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AXMEDIS Technical Architecture

AXMEDIS manual and
autom. content sharing
and Distribution Tools

AXMEDIS (CP)
Content Processing

Plug in DRM Protection Content Query | ||Workflow Content
Manager | )| Support | J| Support [J| Adaptation |J| Support |J| Support [)|Descriptors

yd
Content | [Packaging ||| Content Content Database | [Communic| || Metadata
Crawling|J| Support |J|Processing|)| Formatting [)| Support Support Support
AXMEDIS Model Supports and Plug-ins including support for XML, XSLT, WSDL, OS, etc.
ir JIr JE&- _JCL = IT

Traditional and P2P
Distribution
Channels and servers

AXMEDIS,
MPEG-21
Databases

AXMEDIS

DIVIESErVers|

n . WS, https,
FTP, Webdav,
nformation Society etc . C M SS
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AXMEDIS
Content
Processing
Tools

Distribution
Server Front-end

et the content

Augmented License

License distribution
and player/device
verification and
supervision

Content
deprotection and
rights exploitation

"

Ask for the License

License
Production

— Selling Servers

Front- end

ﬁ

@j@ Users

License distribution
and player/device
verification and

ﬁ supervision

Distribution
Server Front-end

k for the License

—

Get the ¢ mﬂ

and devices

Content
deprotection and
rights exploitation

Open Model
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aYemedis)

Windows Media VS 29,4\

o Limited number of BMs ¢ Larger number of BMs
o ProtMod limited to Key ¢ Any Protection Model

o Content and license o Content and license
s Signed Content Header o Signed Content AXINFO
s Single channel o Multichannel
s Proprietary License o MPEG-21 REL license
¢ Limited dictionary ¢ Expandable dictionary
¢ Limited number of rights ¢ Any type of rights
s Authentication of Player o Authentication of device, user,
(device plus user) etc.
s Revocation per Player o Revocation per device, user, etc,

o Revocation per license o Revocation per license

s Only digital resources thate Any digital format, of any type
can be included into
Widows Media

o Non B2B DRM o Allowed B2B DRM

Information Society
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aymedis)
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aYemedis)

s B2B and B2C distribution (gi

s AXMEDIS objects with GIUNT
¢ Educational and cultural content,... Ll
¢ Video, images, document, audio, animations, etc.

o Licenses and Protection Information not in the object

o The AXMEDIS Objects may be
¢ Visualized and played on AXMEDIS players free downloaded

o The users have to perform the registration of
¢ themselves on an AXMEDIS portal
¢ any AXMEDIS player tool they would use
¢ Mainly on PDA and mobiles
o License allows
¢ Content play
¢ Content Adaptation...

¢ Content Migration on any other AXMEDIS terminal, in some
cases

ILABS Distribution with AXMEDIS technol

Information Society
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AXMEDIS Architecture

AXMEDIS Factory

Workflow

Management tools

AXEPTool Area
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Information Society

EUTELSAT Distribution with AXMEDIS té

O

O

B2B and B2C distribution

AXMEDIS objects with
¢ Any kind of content,...
¢ Video, images, document, audio, animations, etc.

Licenses and Protection Information not in the object

The AXMEDIS Objects may be
¢ Visualized and played on AXMEDIS players free downloaded

The users have to perform the registration of
¢ themselves on an AXMEDIS portal
¢ any AXMEDIS player tool they would use
¢ Mainly on PC for TV and/or i-TV
License allows
¢ Content play
¢ Content Adaptation...

¢ Content Migration on any other AXMEDIS terminal, in some
cases

‘2} eutelsat
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axymedis)

EUTELSAT Distribution with AXMEDIS
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Q& Content Processing ~ Object: Post
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Information Society
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Content Sharing among Content Archives

EArchive B

[ Internet Distributor ]/

[Content Provider

s >cme

Mediateque C] " ekl
\ 2 i, =

£

i Archive A

Mobile Distributor

|, -

[ Content Integrator

Archive Z .
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AXMEDIS Statisties

©) Camart Statistic Service - Mozilla Firefox

File Modfica Visualizza VYal  Segned =
) Camart Statistic Service - Mozilla Firefox

J File Modfica Visualizza  Val  Segnalibri  Strumenti 2
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Event reporting

o Single traces, events, etc.
o Statistical data for reporting and analysis
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Information Society

Providing Action Log and Statistical

d A Distributor R
Administrative y
database AR
L
d A Producer
Administrative .
database AR
-
Administrative
database PN
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Black Lists Management ®

¢

® & o o

¢

AXMEDIS Certifier and Supervisor may
manage black lists of:

aytmedis

Users
Licenses
Obijects
Devices
Distributors
Etc.

o The distinction from Users and Devices is strongly
needed to preserve the distinction from the several
channels

o This allows to define precise and fine policies for
managing critical conditions that may occur.
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Multichannel
A

poM Distributors
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M different
E channels
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¢ AXMEDIS
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¢ Windows
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The AXMEDIS Multichannel architecture

sion

(Internet, IP )
 DistributorS

Mobile
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Media
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AXMEDIS Multichannel architecture

[ Contentxj,_____.\ =
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Summary of AXMEDIS Challenges

Information Society

O
¢
¢
¢

Interoperable Content and Devices
Interoperable DRM, Licenses
Multichannel solution

o Real Time content Processing

¢

® & o o

Reducing production and distribution costs

Flexible Content Distribution

Content production, protection, distribution on demand
Adaptation and transcoding

Accelerating B2B processing

o Increasing security: rights usage and control on

¢
¢
¢

Increasing security and interoperability
Increasing control of rights exploitation
Allowing the set up of a large number of business models

o Automating the B2B area, DRM and distribution

¢
¢

Expanding DRM to B2B
Reducing costs of B2B distribution
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As the AXMEDIS Framework can be exp

AXMEDIS AXMEDIS | AXMEDIS | AXMEDIS AXMEDIS
database & onten Editing | Players: PC, | distribution Tools:
i PDA, 5TB, P2P AXEPTool
Mobiles.. and Programme and
Publication took

Content for Database AXMEDIS Composition and DRM and
validation and query Object Models Formatting algorithms || protection

Doc. Report Transcoding and Query support

and support Adaptation algorithms || model and tools Secure
AXMEDIS communic.

Guidelines and database Fingerprint and Query search protocol
models Descriptor extractors algorithms Workflow

Use and Test Crawling GRID and script P2P protocols interfaces

s integration execution support [W‘

Any Workflow

o Usage of AXMEDIS Framework and Tools by

¢ Set up and management of single/multichannel Content Distribution
with DRM

¢ Customizing AXMEDIS Players (PC, PDA, etc.) for creating YOUR
own Players

¢ Customising AXMEDIS P2P tools for B2B
¢ Exploiting Content Processing tools for (AXMEDIS AXCP GRID)
reducing production costs and time
automating: composition, formatting, protection, feature
R extraction, distributions, publishing, etc.
i Exploiting AXMEDIS Infrastructure

o ¢ Accessing to advanced State of the Art and standards solutions
O ¢ Sharing Content in a B2B Environment (AXEPTool)
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A AXMEDIS Framework

X K Exploitation of AXMEDIS research and innovation
™M IR To guarantee the return of investment

SN XMEDIS Db Project T~ oS
D Partners (\S“a" o
[ Framework [ or© v

S Conti\nt ‘Eroviders, integrator
I'T Companies

Content Distributors

Etc.

Information Society
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© Organisations

| Organisation | URL
AES
SDMI
MPEG (Motion Picture Expert Group)
OMA (Open Mobile Alliance)

OASIS (Organisation for advancement in Structured Information
Standards)

CRF (Content Reference Forum)

OeB (Open eBook Forum)

SMPTE (Society of Motion Picture and Television Engineers)
WS-I (Web Services Interoperability Organisation)

ISMA (Internet Streaming Media Alliance)

TV-Anytime Forum

RIAA (Recording Industry Association of America)

WIPO (World Intellectual Property Organization)

CC (Creative Commons) http://creativecommons.org
/
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Major Technology Providers

| Technology Provider | URL
Adobe
Apple
AXMEDIS WWW.axmedis,org
Beep Science
ContentGuard www.contentguard.com

Digital World Services (Bertelsmann)
DMDsecure

IBM

Intertrust
LiquidAudio
Lockstream
Macrovision
Microsoft

NDS

Panasonic Europe
Philips
RealNetworks
Roxio
WEDELMUSIC
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® Some DISIT PrOje(;tS .

o Multimedia Content Modeling and distribution:

& MOOQODS, cooperative work on Music notation

& WEDELMUSIC platform (chair), IST Fp5 4%‘
WEDELMUSIC conference series KO
WEDELAUTHORING (chairs) ' E}‘It#‘rﬁwk

& MUSICNETWORK Environment (chair), IST Fp5 ‘

-

J
Workshops, emerging European associations

IMUTUS

IMUTUS, music tuition, distance learning, IST Fp5
MPEG-SMR integration (co-chair)
MPEG M3W, Multimedia Middleware

&

g

& AXMEDIS, Automating cont. prod. and protection 3W
& o

&

ISO/IEC JTC1/8SC29 WG11

IMAESTRO, music education, cooperative, gesture, etc. P

Other minor projects: archives, mobile distribution, etc. @a){med@
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’C‘\\
@ AXMEDIS Considerations @ |

o AXMEDIS:
& Controls user terminals
& Collects Actions Logs
& Manages black lists

& Allows the definition of policies for putting user, device,
license, objects, etc. into the black lists

« If requested, Provides the evidence of the exploited rights
& Allows the control on multichannel distribution
& Provides statistical data on the rights exploitation

& Allows to bring back easily the Action Log on your
Administration

% EtC.

o Any other question/issue ??

é; yEE D<H~

R
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@ AXMEDIS Considerations

packaging and/or protecting objects
& Open Model

& Governed Objects

& Augmented License

o AXMEDIS provides tools for
&« Packaging Object, protecting objects, etc.
AXMEDIS Editor, and AXMEDIS Content Processing
& Creating Licenses:
DRM Editor in the AXMEDIS Editor
WEB Service for remote production of licenses
&« Managing/Processing Licenses:
Protection Manager Support, PMS, Server
&« Controlling and Supervising User Actions:
AXMEDIS Certifier and Supervisor, AXCS
Accounting and proving traces of what has been consumed

i, o _Any other question/issue ?
A 5 D_|_'
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e

Introduction

& 2-Tier, 3-Tier, N-tier Architecture

& Derivati da applicatzioni industriali invece che dal
mondo della ricerca

& many researches on particular themes

& pochi sui problemi globali del commercio
elettronico come sw/hw architecture, DISIT €’ In
guesta nuova are di ricerca

& criteria to choose a solution?
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@ Requirements of E-Commerce
& Aplalications

Simplified Management
& we are talking about E-Commerce, i.e. Commerce

& fault must be soon discovered (it must be an high availability
server)

o Easy to Scale

& the number of requests (load) may change during the day and in
the long time

+ the hardware structure may be upgraded with little effort

& No mirroring / caching / proxy can be used: it is a system based
on transactions

o Thin Client
« little application logic on the client (embedded system)

& Consumer electronic clients, DVBT, DVBS, set top boxes ,etc.

S
D/
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Business Problem

o ldentification of the user for the business
& Respect of the privacy for the usages
& Modello di pagamento

o Legal contract for the license
& Tools for controlling the actions

o Delivering dell'oggetto fisico o digitale

o Controllo dell’uso dell’'oggetto secondo il contratto
& Action tracking and log, accounting, etc.

g _\R S
-
P o D/—,»
3 |
o, 7
%2 \I
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Business problems

o License:
« Related to the user, device, etc...
& A set of rights and time
+« Related to other licenses, those of the content distributor
& Limite in tempo

o Cancellazionel/revocazione della licenza:
& Cancellazione di alcuni rights

o Sicurezza:
& Registrazione, certificazione, etc.
& ldentificazione di tentativi di violazione
« Blocco del dispositivo, utente, licenza, etc
* ..

/S
D\g'—‘l
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Security Aspects

o Certification of
& devices,
& users, etc.
o Security:
& secure protocols for communication of sensible data
& certificate, etc.
o Processing Licenses and rights
& P2P, GRID solutions, etc.

o Watermarking of content
« Hiding a code into the digital content
« Recognition and tracking
o fingerprint estimation of content
& For unique ID estimation
& Recognition and tracking
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%)

Technical Solution

o Distribution models
& P2P for content sharing and distribution
& Client with respect to a server

o Distribution channels
% Internet
« Satellite data broadcast
& Terrestrial data broadcast
& Mobile network
« Kiosks
% EtcC.

o EtcC.

\1 Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007
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Digital Rights Management

o WEDELMUSIC model
o Philips Model

o Microsoft Model

o Intertrust Model

o Sealed Media Model
o Adobe Model

o MPEG21

o EtcC.

o Before Is needed to understand the reasons of the
Intellectually property rights, see other slides of
ECMA, AFI.
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Architecture

o 2-Tier, Client Server
o 3-tier
o N-Tier....
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? Client-Server 2-Tier Model

o An example: the HTTP server (Apache daemon)

& the client (tier one) sends its requests. It may be an application but most
frequently a WEB Browser.

& the server (tier two) is a daemon and waits for the user request. Then the
server sends the request to a child process. It starts the communication
with the client.

HTTP
REQ Server
Web Browser O
HTTP
Java Applets RESPONSE 6”‘
-_ HTTP Child
/A— B\ REQ

_;,] D/S Tier 1: Clients Tier 2: Server
% B4 & \I Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007 139
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Client-Server 2-Tier Model

o Benefits
&% many ready to use tools that do it

& easy to develop
lots of visual tool

& simple to install

& Applications for clients can be downloaded In
Java

& perform well for
A low number of clients
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Client-Server 2-Tier Model

o Limitations

& Fat client: most of the application logic
resides on the client

& Little reuse of the applications
& No integration with legacy applications

« Little scalability and hardware architecture
flexibility
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Soluzioni 2-tier diverse

o Java applet

& Easy to be violated

+ Communication with SSL, SHTTP
o Plug in in Internet browser

& More robust

+ Communication with SSL, SHTTP

o Specific application with direct communication
with the server
& More robust
& Communication with SSL, SHTTP
& More complex to be maintained
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The Solution: 3-Tier model (I)

%f DBMS
Web
Browser ~ |/
Java ™ INTERNET
Applets TP Monit ODBMS
NN /
- Application Service
|\ Processes ||Processes Others
Tier 1: Clients Tier 2: TP Monitor Tier 3: Resource Managers
(viewers) and Application (DBMS, Legacy and Others)
g Processes
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3-Tier model

o Tier 1 Is constituted by the clients: they run the
Graphical User Interface

& typically a Web Browser

o Tler 2 Is a “middle tier” added between the classical
two tier of a client/server application

o Tier 3 Is constituted by the resource managers and
the data

& DBMS for customer/product/shipping management
& Other legacy application (ERP, DSS, etc.)
& Service processes may be processes or API
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Example: CGIl based

@
%)

HTML
Document% DBMS
< Http Protocol—
Web
Browser —— INTERNET— CGl
Http Serve it ODBMS
/
- Application Service
L£—\ Processes ||Processes Others
Tier 1: Clients Tier 2: Web Server Tier 3: Resource Managers
(viewers) and Application (DBMS, Legacy and Others)
- Processes
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Example: CGIl based

o One client - One process instance
sgreat overhead in process creation

o Http and CGI are stateless

«Wwe need to use Hidden Fields or
Cookies

«data are not typed (no idl)

s Poor performance
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Example: Java and CORBA

based
HTML
Documents .

Jar files
Web ) <EE%E> DBMS
Browser |« Http Protocol> O/

Java
Applets | — INTERNET —

ORB lf ODBMS
<— CORBA IIOP—

L CoRB

@
%)

Http Server

A ServerApplication| gegryice

£—\ ORB Objects || Objects Others
Tier 1: Clients Tier 2: Web Server Tier 3: Resource Managers
(viewers) CORBA Server & OTM(DBMS, Legacy and Others)
ORB middleware Business Logic
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Example: Java and CORBA

based
o QOracle 4.0 Application Sever, BEA M3 and

other
o heed to add the ORB middleware
o IDL

o CORBA IIOP: CORBA Internet Inter-ORB
Protocol: connects ORB over the Internet

o Client and Server exchange state
iInformation via the CORBA Interface
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Content Distributors web sites

o OD2
& Music of all the majors

o MICROSOFT

o I-Tune (200.000 tracks)
& Apple, quick time player
& OD2 Music

o Sony Connect Music Service
& Open Magic gate DRM
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Collecting Societies

o SIAE

o GEMA

o SACEM

o SGAE

o One for each state
o Etc..

o International association for music copyright
European Music Office ( )

Ao DI
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Comments on the prominent technologies

o Microsoft with Windows Media 9/10
o Content Guard
& Owner of XrML, source for MPEG21 REL
& Owned by Microsoft in large part
o Adobe
&« Mainly for PDF, EBX DRM
o Apple i-Tune and iPod
& AAC audio format, DRM prop.
o DWS: Digital World Service, BMG
&« ADO2RA DRM
o DMDFusion
& DRM included
IBM....

OMA DRM, Open Mobile Alliance
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&

Web DELivering of MUSIC scores

http://www.wedelmusic.org

Dipartimento Sistemi e Informatica

|f‘ .
1 1I| | i !',

“5:1
a*l ]” 1 ERY ”l
L

SP i
( ASA RI( ()RDI
W oo o B ipnd Stvin Zerbori
B FONDAZIONE
Fraunhofer Institute for g E E)EUC'F;
Computer Graphics Ircam == Centre Georges-Pompidou
Graphische USER GROUPS + Conference
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Transaction Models T

o Mediateques and Libraries
& Agreement for free consultation

& Percentage, forfeit, etc.

& Collecting content from several content owners and
other mediateques

o Mediateques as Content Distributors
& pay per play, special contracts, ...

& precise DRM: protection + certification + control of
exploited functionalities

& respect of the privacy
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o Great Distribution
& reducing production costs
& good vehicle for promotion
& control on B2C distribution
& control on functionalities

=
B2B: Distribution Protocols Fesemsic

o e-commerce B2B:
& Shops, Libraries, Orchestras, TV-Network, Music

Sc
& rec

nool, Conservatories
ucing storage costs

o €0

ucing delivery terms

+ application software already defined, ready to
print, courses, etc.
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=

B2C: Distribution Protocols fesemsic

o Aimed at the end-user
& prompt delivery, on-line
& Several possible levels of customisation for
“CD”, DVD, or

contents to be inserted in portable media
players

& e-commerce B2C: small values great numbers
o Methods and Means of controlling
& control on the exploited functionalities
print, listen mode, transposition, etc.
music-card (smart-card) @
+ limited range of execution on computer ="

& media players compliant to specific protocols
& client certification, on-line/off-line ;%;\

/\<a<‘>/\f"\

@=0
—

=
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DRM

o Different meanings for different partners
& Publishers
& Software tool builder
& Content distributor
« Collecting society sAudio Files

o DRM: *Music Sheets

% content protection Audio Files
passive: watermarkig %Music Sheets
active: encryption, explorati ~eMIDI. PS

& control of the exploited functionalities
print, playing, copying, etc.

respect of the privacy
& program protection, certification
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DRM Models and Solutions Hesemssic

Simple Media: Audio, PDF files, etc.
o Intertrust, Info2clear, Reciprocal, iUniverse, etc.
o Audio: Augmented MP3
&« OD2, Liquid Audio, MOD,
o Scores:
& SheetMusicNow (AMW), Net4Music, MusicSales, AllegroAssai, etc.

o Documents:
%« Sealed Media, Adobe Solution...

@
%)

Multimedia Music:

o Audio + Video: Real Player, QuickTime, WEB

o WEB Based Solutions: no real integrated multimedia, no prot.
o Macromedia, Director: no protection, no music.

o WEDELMUSIC: protection, integrated multimedia music

o & S
* }od D<—,—~I

o,
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New Markets e

o Distribution of multimedia music

o Integrated Multimedia Libraries, shared contents

o Low cost publication for promotion purposes

o Market activity acceleration and incentive to promotion
o Music distance learning and teaching

o More straightforward operations and greater solution
effectiveness for Visually Impaired People

etc.

@)

e 1 el
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=
? Wide-spread distribution of Music#eems=ic

o Single Users
« free file: MP3, WAVE, for the audio
& free streaming: radio and single tracks
« free MIDI, Finale, Score for the symbolic
& P2P: NAPSTER

o Great Distribution
& theatres, orchestras, recording studios
& conservatories, music schools

gl
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Multimedia Music ST

@
%)

o Integration of Music Notation and images, video,
documents, animations, etc.
o Good for valorisation, promotion, education,
& showing the historical context
& low cost promotion and monitoring
& comparison with other music pieces

& demonstrating how to play an instrument, distance
learning

o Training people to listen to music and recognise it
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State of the Art W SISO

@
%)

o Publishers/archives have a lot of content which is
not well-organized, where single elements are often
strongly related one another to complete the
Information

o To the greatest degree such material has relevant
cultural value, once it Is integrated in multimedia
products

o This content may have high level potentiality if
exploited for:
& Mediateques
& Music schools
« off-line distribution: CDs, DVDs, etc.
& e-commerce on specific components
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State of the Art: archives F=amwc

s Accumulation of content

& non protected content/performances
& non commercial content
& non digitized content

& Publishers are not interested due to the lack of
economical revenues.

o Interesting for: students, experts, etc.

o Free on-site consultation, no excerpts, no copies
(authorized)

This has a restraining effect on both valorization and
global spreading out
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Content

Classification and historical information
Tapes

« of several different sizes

& very fast deterioration

Disks
& Of several different formats

Pictures......
Video Tapes.....

Documents
& Music sheets
« textual document, etc.
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= >
—— Goals (&

@
%)

C

o respecting the owner’s rights (DRM)
and integrating audio, video, documents, symbolic and image formats in a unified
model

o this will preserve music
originality and allow at the same time modifications and processing.

o A model for , taking into account the of music
consumers and the definition of a set of detailed allowed operations on digital
music.

o tools for and

o , 0pening a

& new market for new products and solutions

2>An open SUPPORT to build WEDEL compliant applications
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Integrated Libraries s

@
%)

o Integrating different aspects of “Music”

& classification and identification of the track

& Partitura original images

« different execution audio

& symbolic encoding of the track

& several versions of single parts
& video, images, documents, etc.
o’
o’

animations, WEB pages, etc.
navigation among components

o linguistics-related aspects of texts

& analysis, researches, comparisons ”5[”
& multilingual versions '”g

& researches based on the 0[[

music content illlﬂr
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. WEDEL object structure

N

Identification T :
— Svmbolic details Image score details
Classification \yrQ AN LN

Protection > .
Bermission . Perfwce details

Printing A " AN

Symbolic ~ “ Dotument details

Image Score—— —

A
Performance—— ‘ Lyric details \\\

Document —] ‘ Audio details
Lyric —

:\A/yddlo — —p» | Video details
ideo N ».| Image details

e \/
WL compliant 129439

AN “%\ S
= |

£ a2 —

e FWA
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WEDELMUSIC model eeomsic

o New functionalities for end-users:

oo

libraries, theatres, music schools, music shops, etc.

o Vehicle for

o
o
o
o
&

supporting multimedia libraries, performing content sharing
valorisation of historical and modern archives
Implementation of integrated music objects

promotion of music

Implementation of integrated music objects

o protection support: via a sophisticated DRM

oo

o

precise accounting/control of the operations performed
on music pieces

managing renting mechanisms

& tracing functionalities exploited by end-users
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' o

XML WEDELMUSIC Formatesamsic

o Open public format: standard process
& XML DTD are on the WEB site

multimedia modeling and integration
music notation format

o> The editor in Trial Version Is free
& Any work on protected music is not allowed
« |f permitted, it is controlled and defined by fees

o Format will be improved within the activity range
of MUSICNETWORK
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WEDEL Editor weselmusic

o Integrated aspects
& Music Identification and Classification
& Symbolic + image scores + audio files
& Animations, synchronisation, hyperlink navigation
& Protection aspects

& Other aspects related to: videos, documents, images, lyrics,
etc.

o Multimedia applications
& Hyper-links within the WEDEL object

« Visualisation of music in any format on any media thanks to an
automatic intelligent formatting engine

o Multilingual aspects
& lyrics, documents, cataloguing, etc.

@
%)

o & S
* }od D<—,—~I

R,
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S WEDELMUSIC Editor and Integrator

‘e To build your WEDELMUSIC objects —we-el;aaﬁ@
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O

O

@

Music Processing Tools esemsio

WEDEL Editor

« Navigating inside WEDEL Objects
& Integrating: scores, docs, images, videos, audio, etc.

WEDEL MUSIC Editor

& editing, transposing, printing music, etc.

& Importing music from MIDI, SCORE, FINALE

& Music Analysis with IRCAM’s Plug-In
WEDEL MUSIC Editor for Visually Impaired
People

« Braille Printing, Spoken Music

WEDEL Tool Kit, open architecture
& Support for compliant TOOLS development
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% Main Score - WEDEL Music Editor
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WEDEL editor Wes s

o Integration of multimedia content
& Fast build up with drag and drop
& Audio: mp3, wave, snd, etc.
& video: avi, mpeg, mov, qt, etc.
& documents: txt, html, doc, pdf, etc.
& Images: tig, gif, jpg,
& Scores: images, Finale, Score, Sibelius, WEDELMUSIC, etc.
&« animations: flash via html

o synchronisation of music scores with
& audio and/or video with real performance: symbolic, images
&« MIDI generation
& control of velocity (rate) to learn to listen to music
« slide presentation: images with audio files

@
%)

o & S
* }od D<—,—~I

o,
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WEDEL MUSIC Editor beeemsic

o editing, transposing, | / /
o Vviewing, listening (MIDI)

o converting:
& MIDI, SCORE, Finale, Sibelius, .....
o part combination and generation, tablature generation
o single parts and main score, a unique model
o excerpts, annotating music scores,
o Image score visualisation and execution
o automatic reformatting, customisation
& printing, etc.
& support for piano, harp, organ, etc.
o Multilingual lyric management and modelling
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: . —
WEDEL music notation formafesemsic

XML-compliant format for symbolic notation
& an emerging standard for Internet

Sibelius
<
W \

WEDELMUSIC

Finale
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Notazione Musicale WeeSlmisiC

Uno dei piu’ vecchi linguaggi visuali
& Molte regole, molti dialetti, diverso per strumenti diversi, etc..
& Non sufficientemente interattiva
Modellazione della notazione
+ Relazioni fra simboli...Grafica, etc.
& Lirca multilingua
Conversioni di Formato
& Modelli diversi (Finale, Sibelius, Score, NIFF, MIDI, etc.)
&« Simboli diversi (da 500 a 50 simboli..., simboli grafici strani)
Formattazione automatica
& Posizionamento (collisioni), giustificazione (problemi di ottimo)
Analisi della Musica
& Generazione della musica con algoritmi
& Trasposizioni strumentali
« Ricerche in base al contenuto
& Riconoscimento dello stile ed imitazione
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e

Object Oriented Model

as

Layer:0

Intestazione —
ArmaturaChiav | CViolino
Battuta
zd Tempo
Intestazione
NumTempo
ArmaturaChiav —p| CBasso
NumTempo
= Tempo
I NumTempo
NumTempo
Y
Layer:2
NCroma:1 b’ —— ——
e NCroma:l
NCroma:1l
o Gruppo Note NCroma:0
PCroma:1l
NULL NULL
NULL
NCroma:1l
NCroma:l
NCroma:0

A

NSemiminima:0

NSemiminima:0

NULL

=
we e

O
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Example 2 (Layers)

<layer NUMBER="2">
<rest ID="2" DURATION="D1_2" HEIGHT="-4"
STATUS="HIDDEN"/>
<beam ID="9" STEMS="DOWN">
<note ID="3" DURATION="D1_8" HEIGHT="-4"/>
ll <note ID="4" DURATION="D1_8" HEIGHT="-5"/>

</beam>
<rest ID="8" DURATION="D1_4" HEIGHT="-7"
STATUS="HIDDEN"/>
</layer>
<barline TYPE="END"/>
</measure>
<horizontal ID="4" TYPE="TUPLE" UPDOWN="UP"
TUPLENUMBER="3" TUPLELINE="FALSE">
<address MEASURE="1" LAYER="1" FIGURE="12"
CHORD.OR.BEAM="1" CHORD.IN.BEAM="0"/>
<address MEASURE="1" LAYER="1" FIGURE="12"
CHORD.OR.BEAM="3" CHORD.IN.BEAM="0"/>
</horizontal>

=
-weeelmusiCr
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Formattazione della Musica - esemsic

Y
u
VILLA s
Immission Music score in
Rules WEDELMUSIC
~ Format
Music Editor l SAVE l LOAD
i r— INSERT Illwzser_tlon R
>/\/”$e/\;, C OBJECT
E Context Evaluation O:\Q/II g B-IIE_ED
Positioning {2 >
.20 i «—| Line <— Engine
. DRAW | Breaking
- Module T
| > Justification Justification
= = MILLA Parameters Module
Positioning
Rules
v
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: . =
Formattazione della Musica - esemsic
e 2 Ce, L o, —

Orientamento

s,
0 — — S 2 %2 ‘. : ! é
%nﬂ]} Ig\[\];ltrl,v = % r

)
2 > F
Travatura Direzione
AA A - j
- | t | = | J
LRI AR
> — vV !
Posizione Ordine o
A= >H
ESSiESss ==
- b4 > = pont.
v ' ™
D<S
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WTK vs other tools

WEDEL

Music Editor

Piano
Reduction

Comparing
Music

=
-WeeermusHCr
Music Editor
Music N VIP Music Spoken [ Braille
Analysis Music Editing Music Music
Services Editing Services Services Services
Services
= read only )
service

WEDEL OO Music Model

WDF Object Oriented Model

[ =read only service
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— =
— Lyric Editor Milla
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= = Editor
—

Ry G = . WeeeimistCN
> Lyric M illa .
m Loader Loader M Illa \

(@)
@ EWZ E Font-Table
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Tools | (ot d= s
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Player :> W
Sync
M anager EWF
MID I :l/'\ %} e
Playgi

— =
T = T

ID Classification Protection Print Editors’ Print
M anager M anager Collector Collector Runner WDF desc
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Reference Model, B2B and B2C —=

Server of Music |

Internet

Theatre Schoojg Libra%j/ﬂ

] Bl

Server of Music
] P

Server of Music |

] B
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Reference Model, B2B and B2C

Content Distributor |

Internet

Theatre Schoojg Libra%j/ﬂ

] Bl

Content Distributor
O Py

Content Distributor |

] B
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Music Distribution o

@
%)

o Transaction model
& B2B2C model
&« Publishers = Multimedia libraries and schools
& Among Music Schools
& Among Mediateques
& From Schools, Mediateques, etc. < students at home
&« on-line and off-line transaction
& protected and unprotected transactions
&« controlled and uncontrolled transactions of Music

o Protection
& DRM, content protection and functionality tracking
« Certification of Clients and Local Distributors

o & S
* }od D<—,—~I

o,
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=
-weeermnusiCr

WEDELMUSIC Local Distributor

 From Local Distributor to end-users, consumers

'!vivie:!catalog!phpuiﬁndexml?lemplaecl[publishe|]=2ellist2=anced - Microsoft Internet Explorer

| Fichier Edion Affichage Allera Fayoris 2 || Liens @) Plan de mebio interactt | @ |
A : 7 e l‘-' i'_‘. 1= ff'. 1 | = |

e, > .8 @B Ala @ 3 ® |5 5
| Précédente Uvarite Aréter Actualiser Démarnage  Rechercher  Favoris Historigue  Chaines | Plein écran  Courrier Imprimer £
l . : |
| | Adresse I@ http: / fvivier/catalog/phpui/indes. phtml ?template=list2&select[publisherj=2¢levellist2=advanced Ll
5

Title Version Date of e Author Publisher Genre
CDmPOSﬂIOH

sonata 1 Bach My publisher  sonata
sonata 2 Bach My publisher  sonata
titre3 Bartok My publisher  genig’
titred Berlioz My publisher 1

.|| |5 zone intranet

EE
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WEDELMUSIC Tools o

3 LOCAL DISTRIBUTOR - ADMINISTRATION TOOLS - Microsoft Internet Explorer fornito da Yirgilio

| Flo Modfica Veuskza Preferki Stumenti ? N D D - |
<f WEDEL SERVER DB Lo = O B 0] Qs Gimius Gietmas 3| D &
| Indrizzo | €] b

| 217,15.64 wedelack =] vl | cotegamenti »

ADMINISTRATION TOOLS

Search {full form)

[Help] [Save request]

[index ]

3 |
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WEDELMUSIC Protection model

o protect the data flow, data authentication, ensuring
data safety: Encryption

o make evident the ownership: fingerprint, public
watermark

o detect and identify the path of the illegal operations:

fingerprint, private watermark

o demonstrate the ownership: fingerprint, private
watermark

Beyond the limits of SMDI 4
Hwe-celmusiCr
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Reference Model £

g Content L J
Provider
I—

Internet

eMusic Is distributed encrypted
*Only clients can open the files

*lMusic delivery to consumers via Local
Distributors

sEach performed operation is registered
and the Content Provider is kept informed

*\Watermarked
saudio
simages of music sheets
emusic sheets while printing

AOR

A8 S
£ 2 /
','i é D\
A

%2 e 1
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Watermarking

Adagio e dolce .b:m

Y

U

T
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Watermarking oS elmisicy

@
%)

s The CODE

& || codice puo’ essere utilizzato per dimostrare la
proprieta del brano musicale se viene
riconosciuto in sede legale.

o CODE, puo’ includere direttamente o con un
riferimento
& Publisher ID
& Music piece ID
& Local Distributor ID
& Customer ID
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WEDELMUSIC Server Hesemsic

o Collecting WEDELMUSIC objects and Music
Components, Digital Asset Management, For
& Publishers or
& Generic Content Distributors

o Delivering music to Local Distributors
&« On-Line, Internet
« Off-line, CDs, DVDs, etc.
& distributing on-line cataloguing updates
& delivering promotional WEDELMUSIC objects
& demo period, renting period

o Tracing performed operations
&« defining allowed operations, DRM, profiling
& managing the accounting mechanism for the LDs
& getting feedback from the Local Distributors
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N\

Distributor eSO

o For: Libraries, conservatories, music shops, foundations,
music schools, TV Networks, etc.

o Collecting Music from several content distributors
& WEDELMUSIC objects more or less complete
« local score files, audio, video, etc.
« local generation of WEDELMUSIC objects
o WEB lookup for local clients
& sophisticated queries,
& cataloguing and content retrieval

o Administration and management of clients
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@)

@)

@)

/S
D\g'—‘l

WEDELMUSIC Local Distributor
A

Getting music from Publishers weeeimtsiC
& on line or off-line on CD Roms
Updating classification information
& on-line or off-line
Delivering music to
& Internal clients/attendees, and
& external certified end-users.

Tracing performed operations on WEDEL objects
& presenting bills to end users for fee based services

& statistical analysis: service tuning, selecting music for the
mass market
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Music Multimedia Mediateques
-
s WEDELMUSIC solution for mediateques WeeeHnusHOr

o Cataloguing, searching based on contents

o Contents sharing with other multimedia libraries using the same
format, controlling content exploitation

o Every kind of research on multimedia contents

o Internet Publication of the contents owned by mediateques
o WEB interface for query, secure support for transactions

o B2C model from Local Distributor to Clients/students

o Protection of music and contents in general

o Control on the number of access

o Statistics: operations per user, tracing on both the work done and the
functionalities used, time, etc..
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Content
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A

Sharing Content Model :

e

A
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-

e

Content Distributor

-

Local Area Network
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Local Distributor

A 4

-

Sharable Archive Server

T

Local Distributor
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L ocal Area Network
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L_ocal Area Network
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\ 4
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A\

(5 Physical Configuration (1) e

Local Area Network Internet
Pl e v
ARTEC & Local Distributor () |[Mll] 1RCAM Paris, LD+Client
Server N
[ O
C“ent [ I DSI at DSI, LD+Client
@ “—1 " Content Distributor 8 L Local Area Network
<—— Local Distributor 8 ’ ﬁ o
Sharable Archive Server
SDSI ’ “—1" Content Distributor 8 L &2%: g\lgeg; Network
erver
W - <——* Local Distributor 8 an.. Y -
Client Sharable Archive Server

A

Local Distributor  (—] IRCAM here, LD+Client

A

s

Local Distributor Eﬂ

SMF, Client
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=

-weeelmusio!
*x
Server, to Local Distributor (4*5)
Local Area Network Internet
ARTEC Local Distributor  (—] [iT IRCAM Paris, LD+Client
Server i< /
o = I DSI at DSI, LD+Client
(e, —* Content Distributor /BL L ocal Area Network
v 7> Local Distributor \8 ’
harable Archive Server
DSl Yeontent Distributor Arcipelago

Server | / 8 L L_ocal Area Network
(W @ Local Distributor \8
Client 'Sharable Archive Server e .

Local Distributor 8

M&

IRCAM here, LD+Client

LLocal Distributor Eﬁ ip DSI-new, LD+Client

q e

»

SMF, Client
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(8.

Local Area Network

Internet

SMF Client

A\

(b

ARTEC

 Local Distributor /@

5

IRCAM Paris, LD+Client

>

[ =

A
A

* Content Distributc

i O
Client

DSI at DSI, LD+Client
Local Area Network
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A

» L_ocal Distributop

N ||

-
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L_ocal Area Network

Pl e
e “—* Content Digtribugbr =
Server 4
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Client Sharable Afchiye Servg
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[/

A

‘,': Distributor
| L Vg

8

A

i’

g SMF, Client

DSI-new, LD+Client

I Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007 201



e

Local Area Network

ARTEC Client

Internet

ARTEC

d] = |_ocal Distributor

Sl

_—

e
rTr———

_J.

Cllent

g

* Content Distributor

A
A

!

iT IRCAM Paris, LD+Client

DSI at DSI, LD+Client
Local Area Network

A
\ 4

Local Distributor

Sharable Archive Server

g
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DS ol . Arcipelago
o ‘ Content Distributor L L_ocal Area Network
| » L_ocal Distributor
—_ Client harable Archive Server s ([ e

A

A
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O
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q e

SMF, Client
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Local Area Network
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i O
Client
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Server

Ea ClI
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DSI Client

Internet
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\C DSI and SMF ++ Client (5*N)

Local Area Network Internet

d

- el S
ARTEC Local Distributor /=il IRCAM Paris, LD+Client

! . DSI at DSI, LD+Client
- I Content Distribut 8 L Local Area Network
<—— Local Distributo q ; d
harable Archive $erver By  Eaw | (e
DSl | Content Distribugbr L Arcipelago
Server iy 8 L_ocal Area Network
rw ocal DisiribugOr [
Clien arable Afchiye Serv
LgcayDistproutor l  IRCAM here, LD+Client
R
—7 T .
< 0 ributor || DSI-new, LD+Client
R
e SMF, Client

A
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Server to Local Distributor (4*5)

Local Area Network

ARTEC
Server 1
%ﬁ
DSI D
Server
Client

Internet

tLocal Distributor

Sl

g

A

\ 4

Content Distributor

=l

iT IRCAM Paris, LD+Client

DSI at DSI, LD+Client
Local Area Network

VJ

A

Local Distributor

‘Gl

Sharable Archive Server

g

Content Distributor

O

Arcipelago
L_ocal Area Network

W o

A

Local Distributor

‘O

Sharable Archive Server

- Local Distributor

O

{ L_ocal Distributor

=T

q e

SMF, Client

rrrTr——

M&

£

IRCAM here, LD+Client

F DSI-new, LD+Client
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e

Local Area Network

(b

>

ARTEC
Server

i O
Client

(P

DSI
Server

i
Client

A

~Internet Connection

Internet by MODEM

' Local Distributor

-

[iT IRCAM Paris, LD+Client

g

Content Distributor

DSI at DSI, LD+Client
Local Area Network

Ol

"Local Distributor

)

Sharable Archive Server

g

* Content Distributor

-

L Arcipelago
_ocal Area Network

A 4

Local Distributor

-

Sharable Archive Server

ﬁ Mq Mﬂl ‘

< Local Distributor

-

i' IRCAM here, LD+Client

G o

 Local DistribLtor/@—iiP DSI-new, LD+Client

q e
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@
%)

Arcipelago Musica/a’

J
e wedelmusiCH

Mediateque

Content Distributor @L Local Area Network

\ 4

Sharable Archive Server

Local Distributor # LT

[

External " firewall

=~

Clients

Internet

eSecure Distribution

External Visible 8
L ocal Distributor Ona Se_cure Serve_r at
Fondazione Mattei

«Selected WEDELMUSIC objects can be placed in the
External Visible Local Distributor, while others can bear
some constraints, allowing any use and fruition only at the

Mediateque site.
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Role of WEDELMUSIC and
Collecting soc.

A\

—
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Content |y....... .| Arcipelago
Owner _ Musica g,
E o ;
S : Super partes:
Collectln_g B D?greirt-)utor s Certification of WEDELMUSIC Components
CompAanles ’,/" ." o Collection and analysis of trace reports
l' el - o Communication to Collecting Companies
’ 4
: ! / Distributor Preserving privacy:
) . . .
—— T P Who provides the service is kept as
--r === .
WEDELMUSIC [f— C”ents! a different ele:*men_t from the one who
y [y _ takes the registrations
\ e B
R . (=R
Internet | h
T
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Activity Tracing '

eDate and time

=
L_ocal Distributor weedelmusiCH

sUser (to fit only the trace on Local Distributor)
esession, computer, object, component
eaction (open, print, play, etc....)

scharged fee

*** TIME=14:45:14 SESSID=12 HOST=user2 WDFID=A0010001P WDFCID=A0011100004D ACTION=0OpenExt_OpINFO= PRICE=1.00 EURO
*** TIME=14:58:33 CLOSE SESSION SESSID=12 HOST=user2 (131.175.228.245) USER=test

*** TIME=15:23:00 SESSID=11 HOST=ntserver = WDFID=A0010001P WDFCID=A0011100004D ACTION=0OpenExt_OpINFO= PRICE=0.00 EURO
*** TIME=15:30:47 SESSID=11 HOST=ntserver = WDFID=0002000ZU WDFCID=00020000007R ACTION=View_Op INFO= PRICE=0.20 EURO
*** TIME=15:31:03 SESSID=11 HOST=ntserver  WDFID=0002000ZU WDFCID=00021100007Z ACTION=OpenExt_OpINFO= PRICE=0.00 EURO
*** TIME=15:39:23 SESSID=11 HOST=ntserver = WDFID=0002000ZU WDFCID=00020000007R ACTION=View_Op INFO= PRICE=0.20 EURO

*** TIME=15:51:06 OPEN SESSION SESSID=13 HOST=user4 (131.175.228.247) USER-=test

*** TIME=15:47:42 SESSID=13 HOST=user4 WDFID=00020003P WDFCID=000211000007 ACTION=Execute_Op INFO= PRICE=0.00 EURO
*** TIME=15:49:01 SESSID=13 HOST=user4 WDFID=00020001E = WDFCID=000201000059 ACTION=View_Op INFO= PRICE=0.00 EURO
*** TIME=16:05:42 OPEN SESSION SESSID=13 HOST=user4 (131.175.228.247) USER-=test
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Controllo dell’operato

o Tracciamento delle funzionalita
o ldentificazione delle piu richieste
o Aggiustamento del servizio e della produzione
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Arcipelago Musica

s WEDELMUSIC Server
o WEDELMUSIC Local Distributor
o  WEDELMUSIC Editors/Clients

o B2B with:

% DSI

+ RIGEL _

» IRCAM =

& Musica Attiva Mediateque Wiy pc (o)
o B2C with:

& Their attendees at home
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Multimedia Libraries and Trialcsemsc

-

o Arcipelago Musica, Milano, Italy

o Musica Attiva (ONLUS), Fiesole,
Scuola di Musica di Fiesole ' A

o IRCAM Paris

o Trnal: ear
& Music Australia, Australia == Centre
+ University of Leeds, UK Pompidou

& University of Osnabruck, Germany
< 1800 downloads in the latest 5 months
< 800 CDs distributed

/S
\
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General Architecture

Local i
W g ':> Distributor
S +
K > 2 | =
.S b :> Local
istributor
e .(2 Distrib
D_ D :> Local
-IE Distributor
c [
o =
C O
O

l/“ WEDELMUSIC

Arcipelago |

- EXITECH
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i Wedelmusic: architettura attua ==«

(distribuzione delle chiavi)

Richieste
— E@IE_
:E’%—"" UCM .
Content
Distributor ~Local
Distributor

@ @Umm
Risposte

N Le chiavi vengono distribuite on-line, richieste dal Client
non appena tenta di utilizzare I'oggetto

N La distribuzione delle chiavi avviene tramite UCM, un
componente che si trova presso il Local Distributor

N L'UCM fa da tramite fra il Content Distributor ed il Client

d_effettua il caching delle chiavi
D{ effettua il caching delle chiavi
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Wedelmusic: limiti (WELEMESH)
dell’attuale architettura

A Non esiste un indice unico degli oggetti disponibili
nelle varie mediateche

N Il processo di distribuzione delle chiavi non e
centralizzato ma smistato presso ogni Local Distributor
di ogni mediateca

A L'insieme delle chiavi salvate sugli UCM realizza un
database distribuito per il quale non esistono strumenti
automatici di coordinamento e protezione
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Una nuova architettura per |wamsic

@
%)

Wedelmusic

¢ ~Local
Content 8 Distributor
Distributor 487

P Local

4 Distributor
Content 8
Distributor

' Local

\ Distributor
Content 8 4|\C_>/|7
Distributor

Utentl Iocall

-

Wedelmusic Global Server

Wedelmusic Wedelmusic

Coordinator Web
Server Server

\J— /J
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Nuova architettura di Wedelmusic:

Il Wedelmusic Global Server (WGS)

Svolge funzioni di armonizzazione tra tutti gli altri
soggetti del sistema. E’ formato da due componenti:

N Wedelmusic Coordinator Server (WCS):
gestisce il DRM (Digital Rights Management)

N Wedelmusic Web Server (WWS):
realizza il Global Catalog, il catalogo di tutti gli

oggetti presenti nei singoli cataloghi dei Local
Distributor
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@ .
Wedelmusic Coordinator Server (WCS)

(servizi svolti)

N Servizi agli utenti:
= Fornitore delle chiavi necessarie per utilizzare gli oggetti
= Registrazione delle azioni svolte sugli oggetti (Action Log)
= Gestione dei dati di registrazione degli utenti abilitati
all’utilizzo del sistema

N Servizi ai Local Distributor:
= Servizio di notifica dell’Action Log ai Local Distributor

A Servizi ai Content Distributor:
=» Servizio di notifica dell’Action Log ai Local Distributor
=» Richiesta delle chiavi ai Content Distributor
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Wedelmusic Coordinator Server (WCS)

>
‘weeelmusiCH

Qe
IS —V D Utente
WUCM
WCP
- RCP -
— b \
o —E%— Utente
WES- HTTP

UPDATE

4> \WWS-WEB
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‘weeelmusiCH

Wedelmusic Coordinator Server (WCS)

o

e D Utente

WCP

WUCM

WCP

WCS-DB WRS \
HTTP LD

= Utnte
L» WCS- ﬂPWWS—WEB

UPDATE

WCS-DB: e il database del WCS. Contiene le chiavi nhecessarie ad
utilizzare gli oggetti ed i dati di registrazione dei Client.

T S

) 27

OIQR
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‘weeelmusiCH

Wedelmusic Coordinator Server (WCS)

o

e D Utente

WCP
WUCM
WCP
- RCP
WCS-DB BHIRS \
T HTTP LD
—C 1

WUCM: e il gestore del DRM.

Utente

Le comunicazioni viaggiano su un protocollo proprietario (WCP)
attraverso un canale codificato con algoritmo di tipo TRIPLE-DES.

Compiti principali:
=>» distribuzione delle chiavi

= gestione del log delle azioni (Action Log)

€) ‘Jﬁ‘ﬂﬁ,\
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WCS-DB

>
‘weeelmusiCH

Wedelmusic Coordinator Server (WCS)

o

WcCP —y D Utente
WUCM
WCP
RCP
WRS :i,
HTTP _SLD Utnte
WCS- HTTP
—> _
UPDATE DS IS

WRS: e il gestore della registrazione dei Client.
Le comunicazioni viaggiano su un protocollo
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@ .
Wedelmusic Coordinator Server (WCS)

{ Jm—

=

WCP

WUCM
WCP
+_RCP »
WCS-DB WRS \
HTTP

SLE Unte
‘ WCS- HTTP
e} _
/ PDATE ML

WCS-Update: si occupa della
Py sincronizzazione tra WCS-DB e WWS-DB.
‘&bqﬁg D;;:T*

o,

P D Utente
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Wedelmusic Web Server (WWS)

(servizi svolti)

N Servizi agli utenti:
=» Indicizzazione degli oggetti posti nei cataloghi dei vari
Local Distributor; formazione del Global Catalog

N Servizi al Local Distributor:
= Indicizzazione degli oggetti posti nei cataloghi
dei vari Content Distributor
= Gestione dei dati di registrazione dei Local Distributor
= Aggiornamento del catalogo dei Local Distributor

M Servizi al Content Distributor:

= Gestione dei dati di registrazione dei Content Distributor
= Aggiornamento del catalogo dei Content Distributor
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Wedelmusic Web Server (WWS)
WCS-

— HTTP

-
O

CD ]“ WWS-WEB ——»

LD
= /-
_—

Utente

cp D[ HTTP
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o
] -WeeermusHCr
Wedelmusic Web Server (WWS)
WCS-
UPDATE HTTP
s —
Ol HTTP
LD
— . HTTP
—_J P
Utente
> -
LD [“rrre uvgl\é\,/ASTE
0 /
cD O HTTP

WWS-DB: e il database del WWS. Contiene i meta-dati sugli
oggetti necessari alla realizzazione del Global Catalog
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&
= _we‘e;mus@

Wedelmusic Web Server (WWS)
WCS-

I

-

LD

— HTTP

J
Utente
— /

CD@ HTTP

WWS-WEB: e l'applicazione web che realizza il catalogo
globale degli oggetti disponibili presso i Local Distributor

(Global Catalog). Si tratta di un vero e proprio motore di
ricerca degli oggetti.
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‘weeelmusiCH

Wedelmusic Web Server (WWS)

WCS-

UPDATE HTTP

ﬂﬁ
CD " WWS-WEB

LD

— HTTP

—J

Utente

—p WWS-
LD [ frre UPDASTE
0 /
cD O HTTP

WWS-DB

N~

WWS-Update: tiene aggiornato il WWS-DB.
Compiti principali:
= Aggiornamento del catalogo dei Local Distributor

= Aggiornamento del catalogo dei Content Distributor
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Implementazione

N E’ stato realizzato un prototipo del Wedelmusic Global
Server tale da implementarne le funzionalita piu importanti o
piu critiche per il sistema

A In particolare sono stati realizzati:

=2 WWS-WEB: realizza il Global Catalog
(Apache, PHP, MySQL)

=2 WWS-Update: mantiene aggiornato il Global Catalog
(Visual C++, wxWindows, MySQL)

=2 WRS: gestore della registrazione dei Client
(Visual C++, wxWindows, MySQL)

=2 WUCM: server di certificazione distributore delle chiavi
(Visual C++, wxWindows, WMCrypto API DLL, MySQL)

= Sono stati modificati gli altri soggetti in modo da interagire

con il Wedelmusic Global Server (WGS)
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WWS-WEB

Mozilla

% WedelMusic Web Server -> Global Catalog -

. \) @ e @ | ) http:/fporta_S{wws2/enduserjmain.phtmizaction=browseBtype=objectawdfid=00020013C
- | J DB D[QX-D-$-0-F- |« > |FS

[ home page |

BROWSE BY

[ composers | 53 .
[ publishers | Composer > Banjio Paterson/Marie Cowan Search

I fgenres 1

SEARCH Jﬁ
[ simple form |
[ adv. form ]
[ full form |

'-=-|E-L§| ComponentZ > piano arrangment [view]
Eile Edit check Tools Help

. g Perform Search in
Wltzing Matilda Local Distributor Catalogs

Component1 > Main Score [view]

i ldentﬁcdm .
[3 @ Classification Component3 > Larry Si *") Objects Search in Local Distributor DBs -> Wedelmusic - Mozilla Firefox

 [E)ENG
@ Protection ] ]
=2 Score Images thIHg Matilda
- [@ Main Score . . .
E,..a:ﬂo Componentd4 > Waltzing Composer > Banjio Paterson/Marie Cowan
- @& Waltzing Matilda by Peter Dawson.mg
=43 Performance
[ piano arangment . .
B Lany Sitsky Component5 > §3 [view] Available from the following LDs:
8 ‘ﬁ Images Mediateca di Vigevano

[ 53
-~ s2 Scuola di Musica di Fiesole

; g:veIPiamAuang Component6 > §2 [view]

E!"] S5

- [H9] Full slide piano arrang

- [14] waltz.mat fasc..tif |

i 12-Conv_nla.mus-an11595327-5012:( Component? > Cover Pi

9-Conv_nlamus-an11595927-s009-0(

i 10-Conv_nla.mus-an11595927-s010
—[H] 11-Conv_nla.mus-an11595927-s011-(

[ i 8-Conv_nla.mus-an11595927-s008-0(
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WWS-Update T e

@
%)

A Aggiorna il WWS-DB per tenere sincronizzato il Global
Catalog con i cataloghi dei Local Distributor. E’ formato da
due componenti:
= wws-db-upd: contatta ogni Local Distributor e recupera
I’elenco degli oggetti aggiunti (o aggiornati) nel catalogo. La
lista dei contatti € gestita tramite una coda a priorita.
= objectparser: scorre I'elenco formato dal wws-db-upd e,
collegandosi al Local Distributor, recupera le informazioni

sull’oggetto

IWWS-UPDATE

|
T —» Wws-db-upd [
E > i: Local
_ < Distributor
— objectparser ity
- _J
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WUCM e WRS

(certificazione e registrazione)

1. Registrazione del Client (RGREQ)

2. Richiesta di chiave del Client (KYREQ)

3. Eventuale richiesta al Content Distributor (KYREQ)
4. Action Log dell’azione sul componente (ANREQ)

ANACK

KYREQ P
————— > '
WUCM [ o - - - = |Content -
KYACK Distributor

WRS
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La comunicazione del WUCM

N Il WUCM dialoga esclusivamente tramite protocollo
WCP (Wedelmusic Control Protocol) su canale codificato
con algoritmo TRIPLE-DES.

hash

chiave di sessione

messaggio WCP

ID-mittente

© chiave privata del mittente ©mchiave di sessione

chiave pubblica del ricevente

messaggio crittografato
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| Key facts |
IP infrastructure is reshaping the media
entertainment and media business market

Western Europe broadband entertainment
content will rise from less than 1 Bil. € in 2005 to
over 5 Bil. € in 2009 (IDC)

By 2009 over 50% value in video distribution. The
rest being made of music and gaming
distribution (IDC)

Two new distribution paradigms adding to
existing digital distribution:
& |IPTV — operator centric DTV model

& Home and personal Network Entertainment — open
PC centric model (with DMASs, mobiles etc.)
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(D Content ID

@

Copyright Information

Encrypted License Key
Encrypted Content
Copyright Information

Another Phone

Memory Card1

Copying of
Encrypted Content only
| Purchase of
License Key only

Encrypted Content

Copyright Information ll:
Memory Card2
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Encrypted Content
Copyright Information

Memory Card2

Source: Keitaide Music
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Chart 3 — Time (years) between first commercial launch and penetration of 10 million
persons / households

Fixed phone 38
Cable TV 25

Fax Machine | 22
Cellular Phone | 9
Video recorder | 9
Personal Computer- 7 Toay
_|_I | | | | | | | ’
0 5 10 15 20 25 30 35 40

Source: Andersen

A

I Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007 236



consumers

Pay contents and access charges together

SE— -

S

mobile | DDI DDI

operators Pocket Cellular
1
I Youd 95% == 91% I'"' 91% ""'[ 88% 1 91% el

<~ N7 N~ N7 -
[ Application Provider ]

[——

- -

[——

| 20 ~ 70% 5~10% |

Content provider Hosting and other
subcontractors

Source: NTT DoCoMo
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g fotal market revenues split between content-based applications

20.000
@ Directories
18.000 2
B Youth fun <
16.000 B Adult /
14.000 0O Music
O Transport

O Edutainment

- —
© N
o O
© O
© ©O

Revenues - Europe (M Euro)

O Financial
8.000 @ Games
6.000 0 News
4.000 I
2.000 - Z
0 L T T
2002 2003 2004 2005 2006

Source: Andersen
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Facts

o Internet has a penetration of about 30% in US and about the 8% In
Europe. In the 2002 there will be 75 Millions of Internet subscribers in

Europe.

o Inthe 1999 the market of off-line music was of 9.8 Billion Euro for
Europe and 13.4 Euro for US

o Jupiter stated: The European market of on-line music will move from
333 Million $ to 2 Billion $ in 2006.

o Music on line represents about 37% of the off-line market.

o According to estimates by Andersen Consulting:1400 Billions $ for the
US market of B2B commerce in the 2003, in 1998-99 the US e-market
was 15 Billions $, only 15% of total retail.

o Europe represents only 34% of the total world wide music market, US
percentage is 36%. Publishing and authors revenues in the 1998 were
about 3 billion € in Europe.

QR
S8 Y

S
- ) /
i 2 D""
\9 & : \I

o,
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Market Environment

o Growth of Internet market

Projected growth of Internet-based business-to-business electronic commerce

O The cost Of dlgltlSlng mUSiC in the United States and Japan, 1998-2003
co nte nt (in billion of USD, and as a percentage of all transactions)
o The interest by archives Billion USD (% ofall transactions)
) 1600 7 p— Tapan - 20
o> Publishers do not have any S 18
interest in dated music or NeW 1200 | = = = (G ofa wassction By
classical music 1000 United States (% of all transactions) - 12
800 - L’ - 10
o The high requests of specific 600 - ot >
users 400 I I .,
_ 200 - e - - l L
s B2Bis 80% of the market o+ mil  wmn W .r : 0

1998 1999 2000 2001 2002 2003

1. Wide definition of electronic commerce covering exchange of goods, services, information
using TCP/IP technology.
Source: Andersen Consulting, Report for the MITI ~ (Japan), p. 41, March 1999.
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e-music: Music and Internet

o

« free 96 Mhit (I, 2.9 Mhit) 168Mhit

& family 52 Mhit (I, 0.36 Mhit) 59Mhit

& Mmusic 45 Mhit (I, 2 Mhit) 58Mhit

& Image 38 Mhit 51Mhit

% Sex 38 Mhit 64Mhit

% Multimedia 13Mhit
) 2000 2002

s MP3 9 Mhit 18,3Mhit

« WAVE 4 Mhit 7,3Mhit

« MIDI 3.6 Mhit 5,6Mhit

« Partiture 28 Khit 262Khit
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How frequently do Europeans
listen to music?
(AS A % OF THE EU POPULATION)

bﬁ‘! 3
ez
| PX

s

Every day

Several times a week

Once a week

1 to 3 times a month

Less often

Some data about Europe

Type of music listened to by Europeans
( AS A % OF THE POPULATION LISTENING TO MUSIC)

I

32.1

Rock, pop 55.1

Easy listening

Folk, traditional 29.9

Classical music

o e
1 1 1 1 1 L 1 ]
0 10 20 30 40 50 60 70 80 9 T30 3 50 &
E 'cultural activiti . .. . .
uropeans cultural activities Practicing artistic activities in the European Union
base: 16162 (AS A % OF THE EU POPULATION)
| |
Go to the cinema 2.03
Go to a library —1 .67 Done some photography, made a film h 29.4
Historical monuments J1.65 Danced _22
Sports event —1 64 Sung o
Visit museums or galleries in your own country 1.4 ﬁ
Written something 15.1
Concert 1.38 -
Theater 33 Done any other artistic activities (sc:ulp(tjt:gc‘:‘;lr I}r:;zéi'rfg{:l |I 14.8
Visit museums or galleries abroad 1.2 Played musical instrument 12.5
Visit archaeological sites i 15
F ACIEd 38 | 1 1 1 ]
Ballet or dance performance .12 : \ o 10 15 20 25 30
never 1-3 times 4-6 times
/ti
D\—|—~
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Corporate-Users and Facts

Conservatories, music schools, archives and educational
archives in Europe range to about 5000.

Most of them are not in the digital world

20-25% of them can be considered as having a sort of digital
archive somehow

Strong bullish tendency, self evident trend to digitising music
sheets and reusing them in degree courses

Govern support for technology updating...

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007
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Market Accelerators

o Credible formats and standards
o Protection support and distribution support
o Digitising Actions
& Local range projects
& Joint/multipartner projects & thematic projects

o Community Projects on instruments suitable for digitising,
distribution and fruition
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© Background

o WEDELMUSIC IST (completed at June 2002):

Delivering of Music Scores plus Multimedia information
Transaction model (B2B) and Digital Right Management
Protection aspects: encryption, watermarking, certification

10 partners: publishers, industries, libraries, etc.

80 user group members: mainly experts

International Conference:...next WEDELMUSIC 2002, Germany
Market analysis, ...........

o MUSICNETWORK Network of Excellence (under negotiation):
& Bringing Music Industry towards the Multimedia Interactive age

& Analyzing the state of the art, standards, etc., and proposing new
solutions, guidelines, and areas of work

&« QOrganizing workshops and conferences
& 15 partners: publishers, industries, libraries, etc.
& 7 working groups......... contributors are welcome ...........

P bl P P P P
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@ Viultimedia IViusic Distribution and
Fruition

To guarantee the rights of content owners with protection
supports and DRM models is mandatory to start activities
of massive content digitization and distribution:

&« Music and Multimedia Publishers..
& Content Distributors...

« Authors...

& users...

o Content Moadels ”””
0 TransactiondMlodeIVs I,”[]IIW [WIII

s Supporting Tools ’ﬂﬂ
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@  Multimedia Interactive Music

o Music is evolving towards Multimedia Interactive Music
& excerpting
& content customization (transposition, editing), versioning
& adding notes, expressions, fingerings, etc.
& adding bookmarks, hyperlinks, etc.

o Integration of:
& cataloguing information: metadata, etc..
& audio, video, scores, images, lyric, etc.
& synchronizations, animations, histories, authoring, etc.
&« new functionalities for integration and interactivity
&« new rights to be controlled with DRM, every day....
& DRM rules have to be included in the model .....
SDMI, WEDELMUSIC, etc.
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® Content Models and Formats

o Content renovation (format and functionalities):
& providers
a way to expand the market
a need to combat the obsolescence
& users
conversion problems
Impossible if protected....... license expiration !!!
o Content has to be (i) good for old mechanisms and
(i) ready for m-commerce and personal content migration:
« on different media
« on different devices, on different context...
& by different users, content and rights migration, ...

This flexibility has to be supported by new solutions for
protection, DRM and personalization for Mobiles
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Standards and Content

Present standards are not ready for the mentioned new
models

Lack of real standardization reduces the confidence of
content providers and thus limit the investment
Standards the facto do not guarantee the control for the lack
of complete DRM models:

& Audio: mp3, wave, MIDI, etc.

& Image Score: TIFF, GIF, PS, PDF, etc.

& Music Scores: Finale, Sibelius, XML-like, MIDI, etc.

Non-open formats limit the:
& searching of content, impeding to enter inside
& end-users’ renovation of the content

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2006-2007
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Transaction Models

o Transaction
% B2B, B2C, B2B2C, etc.
o Content Distribution and Migration
& on-line, off-line
& supporting Peer to Peer, free distribution --> fruition payment
o Payment Models
& on-line, off-line (fax, email, etc.)
& pay per use-play, subscriptions, etc.
o DRM and protection
« offline: DVD, CD, VHS, MC, renting
& “Internet”: PC, Phone, UMTS, Tablet-PC, PDA, etc.

The new trends are in favor of integrated solutions that cope
with the above aspects in the same transaction model
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€ Protection and DRM

o Protecting supports
& Encryption/Decryption tools
& Certification of downloading clients
& cards, etc.

o with or without certification partner

& collecting society as certification partner (double role)

+ preferred solutions for the industries are those without the
certification partner

& on-line VS off-line transaction
& pay per play, print, etc., ..vs.. subscriptions, etc.
& Mobile VS fix
+ frequent download vs only once

avoid to repeat access every times

o & S
* }od D<—,—~I

o,
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€ Different business models

o Technical solutions for supporting:
& migration among users, P2P
& content mobility with that of the user
& renting and demo periods
& “try and buy”

o with or without tracking of exploited functionalities
& respecting privacy

& the presence of certification partners may permit to respect
the privacy and to provide certification
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O Supporting Tools

o Content prod. tools have to support protection and DRM
& proprietary formats and solutions do not give guarantees
& open, integrated and a standard DRM model is needed

& some experiments have been done in this sense for the lack
of consensus

o certification and protection of player tools (trusting
environments)

« hardware based: smart cards, active CDs, etc.
% software based: hardware identification, etc.
& more portable and flexible solutions are needed

o & S
* }od D<—,—~I

o,
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O Supporting Tools

o Security assessment and monitoring
& transaction and protection models
& client certification and classification
& content analysis browsing the network
& on-line continuous certification and localization
privacy problems

o Watermarking: audio, music sheets, video, etc.
&« demonstration of ownership
& searching fraudulent situations
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Thanks for
your
attention !

Paolo Nesi

Department of Systems and Informatics
University of Florence
nesi@ingfil.ing.unifi.it,
nesi@dsi.unifi.it
http://www.dsi.unifi.it/~nesi
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