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AXMEDIS Copyright Notice

The following terms (including future possible amendments) set out the rights and obligations licensee will be requested
to accept on entering into possession of any official AXMEDIS document either by downloading it from the web site or by
any other means.

Any relevant AXMEDIS document includes this license. PLEASE READ THE FOLLOWING TERMS CAREFULLY AS
THEY HAVE TO BE ACCEPTED PRIOR TO READING/USE OF THE DOCUMENT.

1. DEFINITIONS
i. "Acceptance Date" is the date on which these terms and conditions for entering into possession of the
document have been accepted.

ii. "Copyright" stands for any content, document or portion of it that is covered by the copyright disclaimer in a
Document.

ii. "Licensor"is AXMEDIS Consortium as a de-facto consortium of the EC project and any of its derivations in
terms of companies and/or associations, see www.axmedis.org

iv. "Document" means the information contained in any electronic file, which has been published by the
Licensor's as AXMEDIS official document and listed in the web site mentioned above or available by any
other means.

v. "Works" means any works created by the licensee, which reproduce a Document or any of its part.
2. LICENCE
1. The Licensor grants a non-exclusive royalty free licence to reproduce and use the Documents subject to

present terms and conditions (the Licence) for the parts that are own and proprietary property the of
AXMEDIS consortium or its members.

2. In consideration of the Licensor granting the Licence, licensee agrees to adhere to the following terms and
conditions.

3. TERM AND TERMINATION

1. Granted Licence shall commence on Acceptance Date.

2. Granted Licence will terminate automatically if licensee fails to comply with any of the terms and conditions
of this Licence.

3. Termination of this Licence does not affect either party’s accrued rights and obligations as at the date of
termination.

4. Upon termination of this Licence for whatever reason, licensee shall cease to make any use of the
accessed Copyright.

5. All provisions of this Licence, which are necessary for the interpretation or enforcement of a party’s rights or
obligations, shall survive termination of this Licence and shall continue in full force and effect.

6. Notwithstanding License termination, confidentiality clauses related to any content, document or part of it
as stated in the document itself will remain in force for a period of 5 years after license issue date or the
period stated in the document whichever is the longer.

4. USE

1. Licensee shall not breach or denigrate the integrity of the Copyright Notice and in particular shall not:

i remove this Copyright Notice on a Document or any of its reproduction in any form in which those
may be achieved,;

ii. change or remove the title of a Document;

iii. use all or any part of a Document as part of a specification or standard not emanating from the
Licensor without the prior written consent of the Licensor; or

iv. do or permit others to do any act or omission in relation to a Document which is contrary to the
rights and obligations as stated in the present license and agreed with the Licensor

5. COPYRIGHT NOTICES

1. All Works shall bear a clear notice asserting the Licensor's Copyright. The notice shall use the wording
employed by the Licensor in its own copyright notice unless the Licensor otherwise instructs licensees.
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6. WARRANTY

1. The Licensor warrants the licensee that the present licence is issued on the basis of full Copyright
ownership or re-licensing agreements granting the Licensor full licensing and enforcement power.

2. For the avoidance of doubt the licensee should be aware that although the Copyright in the
documentsis given under warranty this warranty does not extend to the content of any document
which may contain references or specifications or technologies that are covered by patents (also
of third parties) or that refer to other standards. AXMEDIS is not responsible and does not
guarantee that the information contained in the document is fully proprietary of AXMEDIS
consortium and/or partners.

3. Licensee hereby undertakes to the Licensor that he will, without prejudice to any other right of
action which the Licensor may have, at al times keep the Licensor fully and effectively
indemnified against al and any liability (which ligbility shall include, without limitation, all
losses, costs, claims, expenses, demands, actions, damages, legal and other professional fees and
expenses on a full indemnity basis) which the Licensor may suffer or incur as a result of, or by
reason of, any breach or non-fulfillment of any of his obligations in respect of this License.

7. INFRINGEMENT
1. Licensee undertakes to notify promptly the Licensor of any threatened or actual infringement of the

Copyright which comes to licensee notice and shall, at the Licensor’'s request and expense, do all such
things as are reasonably necessary to defend and enforce the Licensor’s rights in the Copyright.

8. GOVERNING LAW AND JURISDICTION

1. This Licence shall be subject to, and construed and interpreted in accordance with Italian law.

2. The parties irrevocably submit to the exclusive jurisdiction of the Italian Courts.

Please note that:

e You can become affiliated with AXMEDIS. This will give you the access to a
huge amount of knowledge, information and source code related to the
AXMEDIS Framework. If you are interested please contact P. Nes at
nes @dsi.unifi.it. Once affiliated with AXMEDIS you will have the possibility
of using the AXMEDI S specification and technology for your business.

e You can contribute to the improvement of AXMEDIS documents and
specification by sending the contribution to P. Nesi at nesi @dsi.unifi.it

e You can attend AXMEDIS meetings that are open to public, for additiona
information see WWW.axmedis.org or contact P. Nesi at nesi @dsi.unifi.it
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1 Executive Summary and Report Scope

The full AXMEDIS specification document has been decomposed in the following parts:

DE Deliverabletitle respons
number ible
DE3.1.2.2.1 Specification of General Aspects of AXMEDI S framework, first update of DE3.1.2 part A DSl
AXMEDIS-DE3-1-2-2-1-Spec-of-A X-Gen-Asp-of-AXMEDI S-framework-upA-v1-0.doc
DE3.1.2.2.2 Specification of AXMEDIS Command Manager, first update of DE3.1.2 part B DSl
AXMEDIS- DE3-1-2-2-2-Spec-of-AX-Cmd-Man-upB-v1-0.doc
DE3.1.2.2.3 Specification of AXMEDIS Object Manager and Protection Processor, first update of DE3.1.2 part B DSl
AXMEDIS-DE3-1-2-2-3-Spec-of-A X OM-and-ProtProc-upB-v1-0.doc
DE3.1.2.24 Specification of AXMEDIS Editors and Viewers, first update of DE3.1.2 part B DSl
AXMEDIS-DE3-1-2-2-4-Spec-of-A X -Editors-and-Viewers-upB-v1-0.doc
DE3.1.2.2.5 Specification of External AXMEDIS Editors/Viewers and Players, first update of DE3.1.2 part B EPFL
AXMEDIS-DE3-1-2-2-5-Spec-of-External-Editors-Viewers-Players-upB-v1-0.doc
DE3.1.2.2.6 Specification of AXMEDIS Content Processing, first update of DE3.1.2 part C DSl
AXMEDIS-DE3-1-2-2-6-Spec-of-A X -Content-Processing-upC-v1-0.doc
DE3.1.2.2.7 Specification of AXMEDIS External Processing Algorithms FHGIGD
AXMEDIS-DE3-1-2-2-7-Spec-of-A X-External-Processing-Algorithms-v1-0.doc
DE3.1.2.2.8 Specification of AXMEDIS CMS Crawling Capabilities, first update of part of DE3.1.2 DSl
AXMEDIS-DES-1-2-2-8-Spec-of-AX-CM S-Crawling-Capab-v1-0.doc
DE3.1.2.2.9 Specification of AXMEDI S database and query support, first update of part of DE3.1.2 EXITEC
H
AXMEDIS-DE3-1-2-2-9-Spec-of-A X -database-and-query-support-v1-0.doc
DE3.1.2.2.10 | Specification of AXMEDIS P2P tools, AXEPTool and AXMEDIS, first update of part of DE3.1.2 CR4
AXMEDIS-DES3-1-2-2-10-Spec-of-A X EPTool-and-AXMEDI A-tools-v1-0.doc
DE3.1.2.2.11 | Specification of AXMEDIS Programme and Publication tools, first update of part of DE3.1.2 UNIVLE
EDS
AXMEDIS-DE3-1-2-2-11-Spec-of-A X -Progr-and-Pub-tool -v1-0.doc
DE3.1.2.2.12 | Specification of AXMEDIS Workflow Tools, first update of part of DE3.1.2 IRC
AXMEDIS-DE3-1-2-2-12-Spec-of-AX-Workflow-Tools-v1-0.doc
DE3.1.2.2.13 | Specification of AXMEDIS Certifier and Supervisor and networks of AXCS, first update of part of DSl
DE3.1.2
AXMEDIS-DES3-1-2-2-13-Spec-of -A X CS-and-networks-v1-0.doc
DE3.1.2.2.14 | Specification of AXMEDIS Protection Support, first update of part of DE3.1.2 FUPF
AXMEDIS-DE3-1-2-2-14-Spec-of-A X -Protection-Support-v1-0.doc
DE3.1.2.2.15 | Specification of AXMEDIS accounting and reporting, first update of part of DE3.1.2 EXITEC
H
AXMEDIS-DE3-1-2-2-15-Spec-of-A X-Accounting-and-Reporting-v1-0.doc
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1.1 This document concerns (DSI)
AXMEDIS Certifier and Supervisor (AXCS) and network of AXCSs.

AXCS is the authority put in charge of supervising the certification process over al its phases. Its own
proper tasks concern about user and tool registration, certification and managements, object identifier
generation and manipulation, object metadata collection, object usage data registration and managements.
All the data collected, managed and elaborated by AXCS have to be available for other subjects in the
system entitled to get pertinent information.

Please note that:
e AXCSsdo not contain detailed data about users: they know only users ID and al related data about
objects usage. Users registration data is collected exclusively by Distributors and/or AXMEDIS
Portal.
e AXCSsdo not contain any AXMEDIS object, rather they contain metadata about them, such as IDs,
Dublin Core metadata, business dependent metadata and so on.

In order to perform its own work, AXCS has to handle a lot of data and to manage a huge number of
connections from clients, PM Ss and any other subject entitled to deal whith AXCS. Moreover, there must be
an AXCS for every single distribution channel. Therefore the AXCS cannot be a unique entity but a set of
AXCSs capable of sharing data and satisfying system requests is needed. In order to realize this purpose a
network of AXCS has been conceived.

1.2 List of Modules or Executable Tools Specified in this document (DSI, FUPF)

A module is a component that can be or it is reused in other cases or points of the AXMEDIS framework or
of other AXMEDI S based solutions.
The modul es/tools have to include effective components and/or tools and also testing components and tools.

M odule/tool Module/Tool Description and purpose, statealsoin | Standards exploited

Name which other AXMEDISareais used if any
AXMEDIS Thismoduleisin charge of certifying and verifying users and tools,
Certification and providing the appropriate certificates and blocking functionalities
Verification
(AXCV)
AMEDIS This module keeps track of the information related to user actionsin the
Supervisor (AXS) AXMEDIS system. It also provides access to the security information
AXCSUsers Web Service used to register new usersin the AXMEDIS system. It is aso UUID, WSDL, SOAP
Registration Web used to update data already registered.
Service Itisused by Distributors supporting directly users registration and by the

AXMEDIS Registration Portal

AXCS Objects Web Service used to register new objectsin the AXMEDIS system. Itisalso | UUID, Dublin Core,
Registration Web used to update data already registered. WSDL, SOAP
Service Itisused by Creators, Content Aggregators, etc.

PLEASE NOTE: registering a new object does not mean to insert it (the file
itself) in the AXMEDI S database (AXDB). It means only to insert in the
AXCS databases the object related metadata; the object itself is not involved
and it is neither transferred to the AXCS

AXCS Reporting Web Service used to gather data about object usages. It gives back complete | UUID, WSDL, SOAP
Web Service information on usages but only about object related to the requestor.
Itisused by CAMART upon requests received from Collecting Societies,
Distributors, Creators, etc.

AXCS Statistic Web Service used to gather data about object usages. It gives back WSDL, SOAP
Web Service anonymous information on usages about all the objects statisfying the
specified criteria.

Itisused by CAMART upon requests received from Collecting Societies,
Distributors, Creators, etc.

AXCS Database Abstraction layer to give uniform access to the AXCS databases, regardless SQL
Interface of the specific RDBM S engine used to realise the databases
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AXCS Tool Off-

Web application to let tool producers submit their software in order to be

line Registration examined and tested to become an AXMEDIS compliant tool

AXCS Manager Thisisagrphic interface to easily administer AXCS databases.

User Interface

AXMEDIS User Web Portal to let users register in AXMEDIS.

Registration Portal

AXCSObject List | Web service used to get information about all the objects present in the UUID, WSDL, SOAP
Web Service AXMEDIS system. It can be queried by Distributors, Creators, Integrators,

and so on (in general B2B Users).

1.3 List of Formats Specified in this document (DSI, FUPF)

A format can be (i) an XML content file for modeling some information, (ii) a file format for storing
information, (iii) aformat that is manipulated by the tools described in this document, etc...

Format Name

Format Description and purpose, state
also in which other modulesisused

Standar ds exploited if any

AXMEIDS prefixes

Coded three character strings. Codes are reported in
section 22.

AXMEDISID An URN composed of the “axmedis’ namespace uUuIiD
identifier, an AXCS identifier an AXMEDIS prefix and
an UUID
AXS formats Action log Based on and expanding MPEG-21 Event
Reporting
AXV formats X.509 certificates

1.4 List of Databases Specified in this document (DSI)

Database database Description and purpose, state also in which | Standards exploited
Name other AXMEDISareaisusing if any
AXCSRegistration | It stores data about users and tools.
and Certification User data are organized grouping generic data (needed for all kinds of user)
Database and separating the others distinguishing among varios business categories
(Creators, Distributors, Collecting Societies, Tool Producers)
Tool data are organised distinguishing between registered and certified tools.
AXCS ObjectsiD It stores objects metadata, both standard ones (Dublin Core) and business Dublin Core
Database model specific ones.

AXCS Accounting
Database

It stores data about object usages

1.5 List of Protocols Specified in this document (DSI, FUPF)
A protocol is a communication modality among distinct processes that can be located or not on different

computers.
Protocol Name protocol Description and Who isthe master and Standards
purpose, state also in which whoisthe dave exploited if any
other modulesisused
AXCSUserRegistration The client sends non personal data Master is the web service, save UUID, WSDL

or clients are other modules of

the framework, such as kiosks,
distributors, AXMEDIS Portal,
etc.

(nickname, password, email,
affiliation, etc.) about the user to be
registered. The web service returns an
object containing indication about the
operation outcome and either the result
in case of success (i.e. the assigned
AXUID) or an error string in case of
failure

AXMEDISProject
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AXCSObjectRegistration

The client sends metadata (Dublin
Core metadata, business model
dependant etadata, protection
information, etc.) about the object to
be registered. The web service returns
an object containing indication about
the operation outcome and either the
result in case of success (the assigned
AXOQID) or an error string in case of
failure

Master is the web service, dave
or clients are other modules of
the framework (in particular
editors) used by users such as
creators, etc.

UUID, Dublin Core,
WSDL

AXCSReporting

The client sends nickname, password
and some eventual criteriato filter
action log data. The web service
returns an object containing indication
about the operation outcome and either
the result in case of success (requested
data) or an error string in case of
failure

Master is the web service, dave
or clientis CAMART

UuID, WSDL

AXCSStatistics

The client sends nickname, password
and some eventual criteriato filter
action log data. The web service
returns an object containing indication
about the operation outcome and either
the result in case of success (requested
datain anonymous format) or an error
string in case of failure

Master isthe web service, slave
or clientis CAMART

UuUID, WSDL

AXSweb services

Web service for storing user actions
information and retrieving protection
information data

Master isAXCV (called by
protection processor via PMS)

Event reporting

AXCV web services

Web service for certifying and
verifying users and tools.

Master is protection processor
(which performs the callsvia
PMS)
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2 General use cases and scenarios (DSI, FUPF)

2.1 User registration through a distributor

Distributor | ° AXCS
web site

4

A

User
certificate

AXMEDIS
tailored
Tool

1. Upon first use the AXMEDIS tool (tailored by a distributor) checks for an user certificate. Assuming no
certificate is found, the tool opens a web browser connecting to the web site of a distributor supporting
registration of new users,

2. End user asks for registration in AXMEDIS, giving his personal data (name, city, address, phone
number, etc.) to the distributor;

3. Didtributor registers the new user using the user registration web service provided by AXCS: only data
needed for registration are sent, such as email, nickname, password, nationality; no persona data are
communicated to the AXCS; the information is stored in the AXCS database

4, AXCS generate a new AXUID, inserts it (with a new couple of private/public keys) in a specific

certificate;

AXCS gives the certificate back to the distributor;

The distributor sends the certificate to the user viaemail;

The user import the certificate in the toal;

No o
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2.2 User registration through the AXMEDIS Registration Portal

AXCS

AXMEDIS | 12348 AXMEDIS

5
< Registration Y
Tool Portal \ User

certificate

A 4

End User

1. Upon first use the AXMEDIS tool checks for an user certificate. Assuming no certificate is found, the
tool redirects the user to the AXMEDIS Portal

2. End user visits the web site of AXMEDIS Portal through the AXMEDIS Tool (not viaweb browser) and
asksfor registrationin AXMEDIS, giving his personal data (name, city, address, phone number, etc.);

3. AXMEDIS Portal temporarily stores user personal data and sends a confirmation request via email to the
user;

4, The user has to confirm his registration willing clicking on a link inserted in the received email; this
brings him back to the AXMEDIS Portal to finally confirm the registration;

5. The AXMEDIS Portal registers the new user using the user registration web service provided by AXCS:
only data needed for registration are sent, such as email, nickname, password, nationality; no personal
data are communicated to the AXCS;

6. AXCS generate a new AXUID, inserts it (with a new couple of private/public keys) in a specific
certificate;

7. AXCS givesthe certificate back to the AXMEDIS Portal, which consolidates user personal data

8. AXMEDIS Portal returns the user certificate directly back to the tool, so that the certificate gets
automatically imported.

AXMEDISProject 14
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2.3 Business Model (Distributor point of view)

Licences
DB

! AXMEDIS | 2
Playe <« 5
6
EndUser AXMEDIS 4 \
OBJECT A
Actions done 4 | AXCS
[
End User Site +
.. ) 7a
Administrative 2
10 Information CAMART
Integrator
9a
i <
Distributor AXDB Distributor Site

CMS

1. End User requests to perform an action on an AXMEDI'S Protected Object

2. AXMEDIS Player asks PM S to perform an Action (assuming client has been already certified)

3. PMSchecksin the LicenceDB if the Action is allowed (assuming OK)

4., PMS sends AXCS the action performed

5. AXCS gives back the key to access the content (if necessary)

6. PMSgivesthe grant to access the content and possibly the key to the AXMEDIS Player

7. CAMART retrieves from AXCS the actions performed by all the End Users on objects distributed by the
distributor

8. CAMART storesthe transactions in the AXDB

9. Adm. Integrator gets transactions performed from the DB

10. Administrative information are mapped into the Distributor CM S
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2.4 Business Model (Collecting society or creator point of view)

1 AXMEDIS » AXCS (> AXCS Sync.
TOOL
End user 2
. » AXCS | AXCS Sync.
PMS 3
4
» AXCS |+ AXCS Sync.
Collecting Society
Creator CMS
6 5
Administrative Information SuperAXCS SuperAXCS
Integrator ) | Collector |

1. End User uses an AXMEDIS tool to operate on an AXMEDIS Protected Objects that are on different
distribution channels

2. Protection Manager Support allow only authorized operations on the object

3. Objects are accessed on different channels and each AXCS stores its Action-Logs

4. Viathe AXCS sync genera information on objects or information that allow SuperAXCS to recover

Action-Logs from the different AXCSs are transferred to the SuperAXCS Collector

SuperAXCS collects information

Administrative reports are created

Administrative Information Integrator transfer Action-Logson CMS

No o
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2.5 Content Tracking and accounting (DSI, FUPF)

1 AXMEDIS
TOOL

Action-Logs

End user

Marketing reports [«

A

Statistical reports

Accounting reports [«

Action-Logs are stored by the AXCS

AN

different reportstype

o

AXMEDI S Project

CAMART

AXCS

Distributor performs actions on objects
Action-Logs are generated (both on line and off line) reporting actions performed on objects

A

Marketing reports, Statistical reports and accounting reports can be generated on demand

Core accounting manager and reporting tool extract information from AXCS allowing the generation of

17
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2.6 Single collection (single AXCS)

i AXMEDIS Statistics, Web !

L CAMART | Service i

Distribtor : 3 3 AXCSDB |
5 i AXMEDIS reporting, i

\ ! Web Service !
Marketing reports ! !
[ ! AXCS |

Statistical reports

A 4

Accounting reports

=

A Distributor wants to recover information on actions performed on the objects he hasrights.

2. CAMART queries the correct tool for obtaining the Action-Logs in the correct form (anonymous or not,
aggregated or not, etc)

3. AXMEDIS Statistic or reporting tools query AXCS-DB and extract the required Action-Logs

4, AXMEDIS Statistic or reporting tools communicate required Action Logs to CAMART to return results
in the desired form

5. . Different reports are generated on the basis of the information collected.
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2.7 Hierarchical collection of information from the several AXCS, the Super AXCS

: AXMEDIS Statitic analysis
1 Core accounti ng tool, Web Service SuperAX CS
manager and
; 2 3
reporting tool A
G AXEDIS oring
Collecting 6
Society - 4
A 4 5
Marketing reports
A 4 —
Statistical reports AXCS
A 4 i
Accounting reports ction
ction | ¥ |
Action-Logs

1. AnActor, that is collecting society or creator, wants to recover information on actions performed on the
objects he hasrights.

2. Core accounting manager and reporting tool query the correct tool for obtaining the Action-Logsin the
correct form (anonymous or not, aggregated or not, etc)

3. AXMEDIS Statistic or reporting tools query the SuperAXCS

4. SuperAXCS recover information from the different AXCSs

5. The different AXCSs extract the required Action-Logs and communicate them to the tools that perform
actions to return resultsin the desired form

6. Different reports are generated on the basis of the information collected.
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2.8 Object ID generation

AXMEDIS
OBJECT

S
AXCSDB

| 3 |
1 AXMEDIS 2.4 PMS i regios?i ;ﬁ"on i
ook ' | Webservice i
Object i 5
Creator i |
; AXCS ;
1. A Creator wantsto create anew AXMEDIS Object.
2. Thetool with whom the user is creating the object requests to the AXCS (viaPM S) anew object ID
3. Object registration generates anew AXOID and storesit in the AXCS database (assuming success)
4. Object registration returns back to requestor the generated 1D
5. A new AXMEDIS object is created with the assigned 1D

AXMEDI S Project



DE3.1.2.2.13 — Specification of AXMEDIS Certifier and Supervisor and networks of AXCS

2.9 Object metadata registration

AXMEDIS
OBJECT

S
AXCSDB

| 3 |
1 AXMEDIS 2.4 PMS i regios?i ;ﬁ"on i
ook ' | Webservice i
Object i 5
Creator i |
; AXCS ;
1. A Creator wants to register metadata about a new AXMEDI S object

2. The tool with whom the user is editing the object metadata requests to the AXCS (via PMS) for
registration

3. Object registration stores received metadata in the AXCS database (assuming success)

4. Object registration returns back a successful value to the requestor
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DE3.1.2.2.13 — Specification of AXMEDIS Certifier and Supervisor and networks of AXCS

2.10 Successful authorisation scenario (FUPF)

3

PME Server = AW TS ACEWE
T
5
G
Flal
[
A g A s
1 2 4 7
Authorisstion Support A2 CS DE Interface

PM S Server asks Authorisation Support to authorise an action

Authorisation Support determines that the user is granted to perform that action

PM S Server sends a supervisorlnputDatato AXCS-AXS to notify the successful authorisation
AXCS-AXS stores the supervisorlnputDatain AXCS database

AXCS-AXS notifies the successful storage of the received supervisorlnputData

PMSS Server requests AXCS-AXS the object keys or protection information

AXCS-AXS retrieves the keys or protection information from AXCS database

AXCS-AXS returns the keys or protection information

N~ WNE

AXMEDI S Project
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2.11 Unsuccessful authorisation scenario (FUPF)

PMES Server ANCE AEWE
o
) ? .
1 2 4
Authorisation S upport AXCE DB Interface

PM S Server asks Authorisation Support to authorise an action

Authorisation Support determines that the user is not granted to perform that action

PMS Server sends a supervisorlnputDatato AXCS-AXS to notify the unsuccessful authorisation
AXCS-AXS stores the supervisorlnputDatain AXCS database

AXCS-AXS notifies the successful storage of the received supervisorlnputData

grwdE

AXMEDI S Project
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2.12 Certification of Tool and User scenario (FUPF)

The scenario in the next figure represents the certification of a user and the corresponding AXMEDIS tool
on adevice, when the user is already registered in the system.

1 2

AMMEDIS Tool PM S Client PM S Server
o o
10 3 M
3 g
5
AN TS AN TN WS AN CS AS library
Fial
T
7
Final User M M
4 53

AN CS DB Interface

A Final User wants to use atool for the first time

6.
7.
8

9.

The tool uses PMS Client to send the PMS Server the following information: AXUID, AXRTID, tool
Fingerprint, etc. in order to certify the tool.

PMS Client retrieves and adds domain information and contacts PM S Server

PMS Server contacts AXCS-AXCV

AXCS-AXCV checks the user status and tool integrity and determines that the tool was not already
certified. AXCV generates AXTID, tool certificate and enabling code and creates a new entry in AXCS
RegCert database.

AXCV sends AXS a SupervisorlnputData (SID) which indicates that the user has certified a tool on a
device.

AXS stores SID in the AXCS database

AXS confirms the storage

AXCV returns the result of the operation, and if the certification is successful it also returns AXTID, tool
certificate and enabling code

PMS Server passes the received information to PMS Client

10. PMS Client gives the information to AXMEDIS Tool
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2.13 Certification of Tool and User scenario (FUPF)

The scenario represents the relationship among the different components of AXCS when a user is not
verified or tool is not certified. This scenario also shows the AXCS AXS functionality in this case.

1 2
AXMEDIS Tool PMZ Client PM = Server
10 d .
3 a
5
AWICE AN TS AWICE AN library
Fial
[
7
Final User M 0E
4 G

AN CS DB Interface

A Fina User wants to use atool for the first time

1. The tool uses PMS Client to send the PMS Server the following information: AXUID, AXRTID, tool
Fingerprint (includes only software part), etc. in order to certify the tool

2. PMSClient retrieves and adds domain information and contacts PMS Server

3. PMS Server contacts AXCS-AXCV

4, AXCS-AXCV checks the user status and tool integrity and determines that user status is not correct or
that the tool that the user is trying to certify does not match the data present in the database (the tool has
been manipul ated)

5. If the tool has been manipulated AXCV blocks the user and sends AXS a SupervisorlnputData (SID)
which indicates the reason why the user was blocked

6. AXSstores SID in the AXCS database

7. AXS confirmsthe storage

8. AXCV returns an error code that denotes the reason why the certification was not successful

9. PMS Server passes the received information to PM S Client

10. PMS Client gives the information to AXMEDIS Tool
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2.14 Verification of AXMEDIS Users using AXMEDIS Tools on a Device during

content consumption (FUPF)

The scenario represents the relation among the different components of AXCS during successful content
consumption inside a Domain

1 2
AXMEDIS Tool PMZ Client PM = Server
o o
10 3 A
3 g
5
AW TS AW NS AW TS AN library
Fial
[
7
Final User M 0K
4 G

AN CS DB Interface

A Fina User wantsto consume an AXMEDIS object on atool that has been already certified in AXMEDIS:

1

"@90.\‘.@91#90!\3

The tool uses PMS Client to send the PMS Server the following information: AXUID, AXTID, tool
Fingerprint Digest (includes software and device hardware and instalation information), list of
performed actions to be resynchronized, etc. in order to verify user and tool status and integrity

PMS Client retrieves and adds domain information and contacts PM S Server

PMS Server contacts AXCS-AXCV

AXCS-AXCV checksthe user status, tool certification in AXMEDIS and tool integrity

AXCS-AXCV sends AXCS-AXSthelist of performed actions

AXCS-AXS checks that thelist of actionsis consistent in terms of fingerprint history

AXCS-AXS notifies AXCS-AXCV the successful storage

AXCV notifies PMS Server the successful verification

PMS Server passes the received information to PM S Client

0 PMS Client givesthe information to AXMEDIS Tool
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2.15 Verification of AXMEDIS Users using AXMEDIS Tools on a Device during

content consumption (FUPF)

The scenario represents the relationship among the different components of AXCS during unsuccessful
content consumption due to a mismatch in the verification of the history of performed actions.

1 2
AXMEDIS Tool PMZ Client PM = Server

13 12 .

ANCE B YIS ANCS 2S lilrary

L

L

Final User

AN CS DB Interface

A Final User wants to consume an AXMEDIS object on atool that has been already certified in AXMEDIS:

1

oOuhkwN

10.
11
12.
13.

The tool uses PMS Client to send the PMS Server the following information: AXUID, AXTID, tool
Fingerprint Digest (includes software and device hardware and instalation information), list of
performed actions to be resynchronized, etc. in order to verify user and tool status and integrity

PMS Client retrieves and adds domain information and contacts PM S Server

PMS Server contacts AXCS-AXCV

AXCS-AXCV checksthe user status, tool certification in AXMEDIS and tool integrity

AXCS-AXCV sends AXCS-AXSthelist of performed actions

AXCS-AXS determines that the list of performed actions is not consistent in terms of fingerprint history,
marks these actionL ogs setting to “1” the histVerSuccess field and to “invalid” instantLastFPPA field of
the received actionL ogs and stores them in the AXCS database

AXCS-AXS notifies AXCS-AXCV the unsuccessful verification of the history of performed actions
AXCV blocks the certified tool and the user and sends a SupervisorlnputData to AXS that explains the
reasons why

AXS stores SID in the AXCS database

AXS confirms the storage

AXCV notifies PM S Server the unsuccessful verification

PMS Server passes the received information to PM S Client

PMS Client gives the information to AXMEDIS Tool
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3 General architecture and relationships among the modules produced

AXMEDIS Certifier and Supervisor

N —|
\\
\\ Distribution Server /
\ AXMEDIS registration
\
N portal
N
N
e
: [ ] ] [ ]
h AXCS
|
T Qé(g'\g?;tsio?]ijevcé; AXMEDIS Users Manager
| Servicé Registration, WEB Service User
| Interface
I ] ;

: Supervisor
|

_| |
|

AXMEDIS
! Supervisor AXCS Registration and
PMS ; Certification Database
|
| —|
: AXCS Database
| Interface AXCS Objects ID
| Database
|
|
|
|
t AXMEDIS Certification )
I and Verification AXCS Accounting
| Database
|
|
|
|
| -
|
. AXCS AXMEDIS AXMEDIS Statistics, WEB
: Reporting, WEB Service
| Service
|
e et
s/
s/
/

, . CAMART
2 Business partners such as Content

.~ Producers, Distributors, Integrators, etc.
/

AXMEDIS Certifier and Supervisor is the AXMEDIS certification authority that provides services for
Content Providers and Distributors and verify the correctness of the Clients (as “Clients’ are intended also
software agents, not only physics or legal people).

AXMEDIS Certifier and Supervisor database structure is designed considering the distribution of services
provided with the aim of scalable architecture capable of supporting a huge amount of transactions per
second. These transactions can be of various kinds:

e requests of key and/or protection information,

e requests of verification,

e requests of logs,

e Registrations, etc...
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The architecture of AXMEDIS Certifier and Supervisor has to be flexible enough to support centralised
Certification and Supervision as well as distributed. In the centralised version only one AXMEDIS Certifier
and Supervisor is set up for the whole network, in the other case can be present more than one Certifier and
Supervisor (one for each distribution channel). They could be connected as a hierarchical or a peer-to-peer
structure or stand aone, limiting in this case the navigation of content.

The architecture of the AXMEDIS Certifier and Supervisor has to be scaable and the internal services

should be well separable to cope with large traffic for the certification and supervision and to allow the
decentralisation of some of the servicesin an easy and reconfigurable manner.
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4 AXMEDIS Certification and Verification, AXCV (FUPF)

M odule/Tool Profile

AXMEDIS Certification and Certification, AXCV

Responsible Name

Victor Torres

Responsible Partner FUPF

Status (proposed/approved) Approved
Implemented/not Implemented
implemented

Status of the implementation

First version available

Executable or Library/module
(Support)

Library and Web service

location of the source code
demonstrator

Single Thread or Multithread | Multithread

Language of Development Java

Platforms supported

Reference to the AXFW https://cvs.axmedis.org/repos/Framework/source/axcs-axcv

Reference to the AXFW
|ocation of the demonstrator
executable tool for internal
download

https:.//cvs.axmedis.org/repos/Framework/bin/axcs-axcv/axcv.jar
https://cvs.axmedis.org/repos/WebServices/axcs-axcv/bin/wsaxcv.jar

Reference to the AXFW
location of the demonstrator
executable tool for public
download

N/A

Address for accessing to
WebServicesif any, add
accession information (user
and Passwd) if any

http://193.145.45.173:8080/axis’AXCV
https.//193.145.45.173:8443/axigAXCV

http://flauto.dsi.unifi.it:8080/axis/services AXCV

Test cases (present/absent)

Present

Test cases location

http://cvs.axmedis.org/repos/Framework/doc/test/axcs-axcv
http://cvs.axmedis.org/repos/WebServicesaxcs-axcv/doc/test

Usage of the AXMEDIS
configuration manager
(yesno)

No

Usage of the AXMEDIS
Error Manager (yes/no)

No

Major Problems not solved

Major p