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IOT Main Concept

The implementation of smart services may implies the:

 acquisition of data from the field

 computation and imposition of actions/values

 Save of historical values, computer data analytics, etc. 
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IOT Main Concept

The implementation of smart services may implies the:

 acquisition of data from the field

 computation and imposition of actions/values

 Save of historical values, computer data analytics, etc. 

IOT Device

Computation

IOT Edge

IOT App

Computation

IOT App

IOE Device
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Cloud vs Fog/Edge Computing
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Edge Computing, Fog Computing
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IOT Context Broker

Context Broker operations: create & pull data
 Context Producers publish data/context elements by invoking the update operations on a Context 

Broker. 

 Context Consumers can retrieve data/context elements by invoking the query operations 

on a Context Broker

Context Consumer

query

Context Producer

update

Context Broker
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architettura

IOT broker

dev

dev

dev

IOT broker

dev
dev

dev

IOT Gateway

dev

Wrapper

IOT Server/Directory

Edge

dev dev

IOT Discovery
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Conceptual architecture

IOT Device Management

IOT Broker IOT Discovery

SensorsActuators

IOT Broker IOT Discovery

SensorsActuators

IOT Edge

IOT Context Broker

Wrapper

RabbitMQ

Sensors

Actuators

IOT Auth.

Support

Cloud

Field
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IOT 
Device IOT 

Device IOT 
Device

receiver

IOT Broker/
IOT Gateway

subscribe
Subscribe

Publish

IOT Application

IOT 
Device

IOT Broker/ 
IOT Gateway

Sensors

Actuator

Publish

• IOT Application are data driven functional programs for data 
transformation.

• The IOT Application can subscribe to some  IOT Brokers to receive data 
in Push from a specific IOT Device (sensor)

• The IOT App can publish some message toward some IOT Device 
(Actuator), passing via an IOT Broker.

• Continuous lines are messages via TCP/IP
• Dashed lines are message via some radio channel (Lora, BT, Wi-Fi, …)
• IOT Brokers and IOT Gateway can be distinct servers
• IOT Brokers can be on cloud
• IOT Gateway performs the SW update, the business management, 

access in Push and Pull

• Sensors are programmed to send data (i) periodically, 
or (ii) when a relevant change occurs in the sensor 
value, or (iii) when events occur (for example a 
change of status of something), etc.

• Actuator perform some action on the field: change of 
status, reset, turn on something, change setting 
value, etc.
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IOT Gateway IOT Edge

Adapter/
WrapperIOT 

Device IOT 
Device IOT 

Device

IOT 
Device IOT 

Device IOT 
Device

IOT Broker

IOT Gateway

IOT 
Device IOT 

Device IOT 
Device

IOT 
Device IOT 

Device

IOT 
Device

IOT Gateway

receiver

IOT Broker IOT Broker

subscribe

• IOT Edge may include IOT 
Applications

• Missing knowledge about 
the semantic of IOT devices

• Lack of capability for IOT 
Discovery: value type, 
location, etc., which could 
be used by IOT App

• Lack of Storage of data 
values over time

IOT Application

• IOT Brokers can be connected each other
• Adapters / Wrappers transcode one 

message from one protocol to another
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IOT Gateway IOT Edge

Adapter/
WrapperIOT 

Device IOT 
Device IOT 

Device

IOT 
Device IOT 

Device IOT 
Device

IOT Broker

IOT Gateway

IOT 
Device IOT 

Device IOT 
Device

IOT 
Device IOT 

Device

IOT 
Device

IOT Gateway

receiver

IOT Broker IOT Broker

subscribe

• IOT Edge may include IOT 
Applications

• Missing knowledge about 
the semantic of IOT devices

• Lack of capability for IOT 
Discovery: value type, 
location, etc., which could 
be used by IOT App

• Lack of Storage of data 
values over time

IOT Directory

IOT Discovery
Knowledge 

Base

Registration

Discovery requested data

IOT Application
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IOT/IOE Protocols

MQTT

HTTP(s)

AMQP

COAP

NGSI

OneM2M

WebSocket

s

…….. 

Etc.

IOT on Big Data Architecture, 2019 15

Registration Push Bulk action
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IOT Brokers

AMQP STOMP JMS COAP NGSI MQTT

OASIS

RabbitMQ X X X X X

Mosquitto X
ActiveMQ X X X X
StormMQ X
HIVEMQ X X
ORION

BROKER
X X X

http://www.hivemq.com/wp-content/uploads/pub-sub-broker-1.png
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https://www.cse.wustl.edu/~jain/cse570-15/ftp/iot_prot/

IOT stack protocols

https://www.cse.wustl.edu/~jain/cse570-15/ftp/iot_prot/
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IOT Brokers

AMQP STOMP JMS COAP NGSI MQTT

OASIS

RabbitMQ X X X X X

Mosquitto X
ActiveMQ X X X X
StormMQ X
HIVEMQ X X
ORION

BROKER
X X X

http://www.hivemq.com/wp-content/uploads/pub-sub-broker-1.png
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Comparison high level IOT protocols

Protocols UDP/TCP Architecture 
Security and 

QoS 

Header Size 

(bytes) 

Max 

Length(bytes)

MQTT TCP Pub/Sub Both 2 5

AMQP TCP Pub/Sub Both 8 -

CoAP UDP Req/Res Both 4 20 (typical)

XMPP TCP Both Security - -

DDS TCP/UDP Pub/Sub QoS - -

NGSI TCP/IP
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MQTT: Message Queue Telemetry Transport

❑ security obtained with SSL/TLS since it is over TCP

❑ ISO/IEC PRF 20922

❑ Over TCP/IP, Async, pub/subscribe, 

❑ payload agnostic (can be encrypted)



Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018 23

MQTT QoS
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AMQP Advanced Message Queuing Protocol

❑Over TCP, binary wire protocol 

❑Exchange decoupling
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CoAP: Constrained Application Protocol

❑ OMA LWM2M over IETF CoAP (Internet Engineering Task Force)

❑ security obtained with DTLS, Datagram TLS

❑ HTTP like over UDP with fixed header, no TCP



Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018 26

Other protocols

STOMP: Streaming Text Oriented Messaging Protocol 

 Similar to HTTP

XMPP: Extensible Messaging and Presence Protocol

 Based on XML, proposed by IETF

 Over TCP, can use HTTP

WAMP: Web Application Messaging Protocol 

 WebSocket protocol by IANA

 Over level 6

SNMP by IETF, level 7

 Over UDP, or IP

 Monitoring status of servers

SigFOX

OneM2M AIOTI

 a strategic enabler for IoT applications and companies developing IoT solutions
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Comparison of lowlevel IOT prot.
Protocolli

IoT

Standard Frequenza Range Data Rates

Bluetooth Bluetooth 4.2 2.4GHz (ISM) 50-150m (Smart/BLE) 1Mbps (Smart/BLE)

ZigBee ZigBee 3.0 based on 

IEEE802.15.4

2.4GHz 10-100m 250kbps

6LoWPAN RFC6282 (adapted and used over a variety 

of other networking media 

including Bluetooth Smart 

(2.4GHz) or ZigBee or low-power 

RF (sub-1GHz)

Vedi protocollo di 

supporto

Vedi protocollo di supporto

WiFi Based on 

802.11n (most 

common usage in 

homes today)

2.4GHz and 5GHz bands Approximately 50m 600 Mbps maximum, but 150-200Mbps is 

more typical, depending on channel 

frequency used and number of antennas 

(latest 802.11-ac standard should offer 

500Mbps to 1Gbps)

Cellular GSM/GPRS/EDGE 

(2G), UMTS/HSPA 

(3G), LTE (4G)

900/1800/1900/2100MHz 35km max for GSM; 

200km max for HSPA

(typical download): 35-170kps (GPRS), 120-

384kbps (EDGE), 384Kbps-2Mbps (UMTS), 

600kbps-10Mbps (HSPA), 3-10Mbps (LTE)

NFC ISO/IEC 18000-3 13.56MHz (ISM) 10cm 100–420kbps

LoRaWAN LoRaWAN Various (europe, 868Mhz) 2-5km (urban 

environment), 

15km (suburban 

environment)

0.3-50 kbps



IOT Data Driven
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Snap4City 
IOT Brokers

Snap4city Platform
Data Shadow

Towards any IOT Device 
and/or Dashboard

Managing Public and 
Private IOT/IOE Devices

Sensors

Snap4City 
IOT Brokers

Dashboards also provide
rendering for sensor values

Actuator
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IOT Architectures 

Comparison
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Market Solutions
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Snap4City Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y Y
KAA [53] Y Y Y Y Y Y N Y Y Y Y N Y N (Y) N N Y Y
Thingsboard [55] Y Y Y Y N Y N Y Y Y Y N N N N N N Y MQTT,coap,  http
IOT eclipse.org [56] N N N (Y) N Y N N N Y Y N N N Y N N N Y
IOT IGNITE [57] N Y N Y N Y N Y Y Y Y Y N N N N N Y MQTT
FIWARE [47] N Y N Y N N N Y N Y (Y) (N) Y N Y N N Y Y
ARM mbed IoT [48] Y Y Y Y Y N (N) N Y Y Y N N N Y N N Y Limited
Airvantage [51] Y Y Y Y N Y N Y Y Y Y N N N N N N Y MQTT, HTTP
AWS [43] Y Y Y Y N Y (N) Y Y N Y N N N Y Y (Y) Y Limited
Azure IOT [44] Y Y Y Y Y Y Y Y Y N Y N N N Y Y (Y) Y Limited
PTC ThingWorkx [59] N Y Y Y Y Y N N Y N Y Y N N Y N N Y Y
Bosch IoT Suite [58] Y Y Y Y Y (Y) (N) Y Y N Y Y Y N Y N Y Y Y
CISCO Jasper [55] Y Y Y Y N (Y) (N) N Y N Y N N N N -- (Y) Y N
Siemens MindSphere
[60]

Y Y Y (Y) N Y (N) Y Y N Y Y N N Y N Y Y Y

Carriots [54] Y Y Y (Y) N Y N N Y N Y N N N -- N N Y MQTT
Google IOT [45] Y Y Y Y Y Y N Y Y N Y N N N N N (Y) (Y) MQTT, HTTP
Homekit Apple [50] Y Y Y Y N Y N N Y N (Y) N N N N Y N Y Limited
Smarthing Samsung [52] Y Y Y Y Y Y (Y) Y Y N (Y) N N N N N N Y Limited
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Snap4City 
Architecture

IOT on Big Data Architecture, 2019 37

TOP
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Knowledge base
Semantic reasoners

Data 
Sources

PULL 
Data

Data 
Sources, 
Brokers, 
External 
Services

Data 
Driven, 

Real Time

Data Ingestion, 
aggregation, 

regularization, 
reconcile

ETL, NIFI, 
DISCES

Big Data Cluster
HDFS, Hbase, Phoenix Search and 

Query, 
Smart City API
Facet, semantic 

search Indexing and aggregating
Elastic search

Data Analytics
R, Tensor Flow, Python, MapReduce, …

Visual 
Analytics

Special 
dash/
tools

Rendering
Acting, 

Widgets, 
MicroApps

User 
interface,
Interactive 
Dashboard,
Drill down, 

maps, 
heatmaps

Inform, announce, Act!, warning, alarms, What-IF, ..

IOT Applications
Node-RED + Snap4City MicroSrvs

Snap4City as a Lambda Architecture



Snap4Industry as a Lambda Architecture

Knowledge base
Semantic reasoners

Data 
Sources

PULL 
Data

Data 
Sources, 
Brokers, 
External 
Services

Data 
Driven, 

Real 
Time

Data Ingestion, 
aggregation, 

regularization, 
reconcile

ETL, NIFI, 
DISCES

Big Data Cluster
HDFS, Hbase, Phoenix Search and 

Query, 
Smart API

Facet, semantic 
search Indexing and aggregating

Elastic search

Data Analytics
R, Tensor Flow, Python, MapReduce, …

Visual 
Analytics

Special 
dash/
tools

Rendering
Acting, 

Widgets, 
MicroApps

User 
interface,
Interactive 
Dashboard,
Drill down, 

maps, 
heatmaps

Inform, announce, Act!, warning, alarms, What-IF, ..

IOT Applications
Node-RED + Snap4City MicroSrvs
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Smart City Functional Architecture
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Public Services, 
Govern, events, …

Sensors, IOT Cameras, 
Wi-Fi ..

Environment, Water, 
energy

Social Media

Transport systems
Mobility, parking

Shops, services, 
operators

Social Media 
Crawler and 

Manager
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IOT Device Registration
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Standards and Interoperability

IOT on Big Data Architecture, 2019 44

Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call, 
SMTP, TCP, UDP, NGSI, LoraWan, TheThingsNetwork, SigFOX, DATEX II, SOAP, 
WSDL, Twitter, FaceBook, Telegram, SMS, OLAP, MySQL, Mongo, HBASE, SOLR, 
SPARQL, EMAIL, FTP, FTPS, WebSocket, WebSocket Secure, ModBUS, OPC, GML, 
RS485, WFS, WMS, ODBC, JDBC, Elastic Search, Phoenix, XML, JSON, CSV, db, 
GeoJSON, Enfuser FMI, Android, Raspberry Pi, Local File System, ESP32, 
Libelium, IBIMET, OBD2, SVG, XLS, XLSX, TXT, HTML, CSS, etc.

https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8


Level 3 user: add personal devices and create Dash
• With Smart city data and information + 

• Personal IOT/IOE, which can be registered and created

IOT on Big Data Architecture, 2019 45

My DashboardIOT and City data World

Registration of My IOT Devices



Sentient Solutions
Dashboards with data driven IOT Applications enforcing intelligence

Dashboards and AppsIOT and data World IOT Applications

My IOT Devices Big Data Analytics, Artificial Intelligence

IOT on Big Data Architecture, 2019 46



IOT Data Driven
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Snap4City 
IOT Brokers

Snap4city Platform
Data Shadow

Towards any IOT Device 
and/or Dashboard

Managing Public and 
Private IOT/IOE Devices

Sensors

Snap4City 
IOT Brokers

Dashboards also provide
rendering for sensor values

Actuator



To Start we are going to use Direct Dashboards
Dashboards accessing data available on Platform, including your
own data coming from Mobile App, already registered!!!

IOT on Big Data Architecture, 2019 48

Dashboards
Applications

IOT and data World
My IOT/IOE Devices

OBU

IOT Devices



IOT Architecture 
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IOT Orion Broker

IOT Device AMQP

COAP

SIGFOX

TheThingsNetwork

IOT Device

IOT Device

IOT Device

One M2M

……

Knowledge Base, 
Km4City

Registering
Discovery

Browsing
Discovering

ServiceMapIOT Directory

Advanced Smart City API

Data Shadow, 
Elastic Search

Elastic Management of IOT Applications Dashboard

Snap4City MicroServices Node-RED



HLT: Sensors-Actuators
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• Complex Event
• Dashboard-IOT App
• External Service
• Heatmap
• KPI (Key Performance Indicator)

• MicroApplication
• My Personal Data
• MyKPI
• MyPOI
• POI (Point of Interest)

• Sensor
• Sensor Actuator
• Special Widget
• Wfs (GIS)

DashboardsIOT Application

From IOT App 
to Dashboard

From Dashboard to 
IOT App



IOT/IOE on the field

IOT on Big Data Architecture, 2019 51
IOE Devices

IOT Edge
With IOT App distributed

Sensors/
Actuators

Sensors/
Actuators

Sensors/ Actuators

Sensors/
Actuators

Sensors/
Actuators

Sensors/Actuators

Raspberry pi

-- PC: Win, 
Linux

IOT Directory

(1) Registration

(0) Sensors &
Actuators

In
te

rn
et

On Cloud

IOT Brokers
IOT BrokersIOT Button

Mobiles

(2) Discovery

(1) Registration



IOT Network Manager vs Final User
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IOT Broker
IOT Broker

IOT Broker
IOT Broker

Network of IOT Brokers

Knowledge Base, 
Km4City

Knowledge and Storage
Data from the Field and 
City

Discovering

IOT Network 
Manager

Registering
B

ro
w

si
n

g

ServiceMap
Knowledge Base

Discovering

IOT Application

Dashboard Wizard

IOT Directory

Final user
Manager

My IOT Device

Register
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Main Features of the IOT Directory
• Registers IOT Brokers

– Different kind of Brokers, different kinds of authentications and protocols
– Registered IOT Orion Brokers can be queried for collecting their managed devices, so that 

those IOT Devices are registered

• Registers IOT Devices: singularly or at groups (in Bulk)
– Registration can be custom or based on IOT Device Model
– IOT Edge are registered as special IOT Devices
– Registered IOT Devices are saved into local Data base and Knowledge Base

• Provides support for security aspects:
– Generation of Certificates, Keys, etc. 
– Collection of keys when IOT devices are on some IOT Gateway or Second Level IOT Broker.

• Manages Ownership and Delegation for 
– IOT brokers, IOT devices, IOT Device Values

IOT on Big Data Architecture, 2019 53
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IOT Directory Features vs Users Roles

IOT on Big Data Architecture, 2019 54

Entities what By using Manager AreaManager ToolAdmin/RootAdmin

IOT Sensor/Actuator Browse, use Several Tools X X X

Delegate IOT Directory X X X

Discovery KB, API, MicroServices X X X

IOT Devices Browse, use Several Tools X X X

Add/change/Delete IOT Directory, API, .. X X X

Add in Bulk IOT Directory, API, .. X

Delegate IOT Directory X X X

Discovery KB, API, MicroServices (MS) X X X

IOT Device Model use IOT Directory X X X

create IOT Directory X X

IOT Broker Browse, use IOT Directory use Browse, use X

Add/change/Delete IOT Directory X

Delegate IOT Directory X

Periodic Update IOT Directory X



Add IOT/IOE Devices
Just Buy an IOT Device and 
register: SigFOX, MQTT, 
FiWare, …

– Attach them by 
• Models

– A range of protocols, 
formats, approaches

Create your own devices: 
– Arduino, 
– Raspberry, 
– Android, 
– LoraWAN + Arduino, 
– etc.

IOT on Big Data Architecture, 2019

Secure Communication: HTTPS, 
TLS (K1, K2), Certificates
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IOT Device

IOT Broker

a) Registered
IOT Device on Broker

i) Registered IOT Broker on Snap
ii) Registered IOT Device on Snap

IOT Device

IOT Broker

a) Registered
IOT Device on Broker

IOT Device

IOT Broker

i) Registered IOT Broker 
on Snap4City

IOT Device

IOT Broker Case B2

Case B1

Case A1.2

Case A2

https://www.snap4city.org/drupal/node/474
In

 w
h

ic
h

ca
se

 y
o

u
ar

e
?

https://www.snap4city.org/drupal/node/474


IOT Directory
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IOT Discovery on IOT Application Development
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Exercitations
• Create a flow and app that:

– when you press a button on the screen 
– provides you the arrival time of your preferred bus at your preferred busstop

• Create a flow and app that 
– When you press a button on the screen 
– provides you the list of the final destinations of the bus lines that pass from the bus stop:

• 1)  near to you at that moment or 
• 2) one that you chose. 
• 3) Or a fixed one

• Create a flow and app that 
– When you press a button on the screen 
– provides you the list of the final possible POI that you can reach 

• 1) at a reasonable walking distance of 500 meters
• 2) using the bus lines that pass from the bus stop, and that can allow you to reach the places within 20 minutes max

• Create a flow and app that:
– Keep you informed any way, every 3 minutes 
– Providing you the next time of arrival of your preferred bus at your preferred busstop

• presenting information on mobile screen
• sending information via telegram

• B
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Proprietary IOT Devices as well as
Open Hardware / Open Software
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IOT Devices                 IOT Edge Devices
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LoraWAN + 
Arduino + 
I2C, NGSI

IOT Edge 
NodeRED:
Raspberry Pi, 
NGSI, WiFi, 
RJ45,..

Sensors/
Actuators

Arduino, 
Wi-Fi, NGSI

Snap4All 
IOT Button 
ESP, NGSI, 
Wi-FI, BT

IOT Edge 
NodeRED:
Android, LINUX, 
Windows, …

Snap4All PAX 
Counter
LoraWAN
WIFI, NGSI, 
GPS

LoraWan
Gateway:
IOT Edge, NGSI, 
WIFI, RJ45, GPS

Any Sensor / Actuator
Open to other protocols
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LoraWAN Dragino
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LoraWAN Dragino (Arduino)
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IOT Management

IOT on Big Data Architecture, 2019

IOT Orion 
Broker

IOT Gateway

IOT Gateway

WiFi, RJ45
3G/4G

LoraWan
Gateway

NGSI

NGSI over IP

IP Gateway

NGSI

NGSI
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Dragino…………   
Piattaforma di sviluppo per LoraWan

IOT on Big Data Architecture, 2019 66
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SigFOX Server Side

Proprietary Protocol

Final users, consumers may buy SigFox devices and subscribe to network to register

their devices

Limited number of msg per day, per year
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SigFOX
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SigFOX piattaforma di sviluppo



IOT Dev Management: activities
• IOT Devices can be open or proprietary
• IOT Devices: a large range of protocols, formats and kind

– IOT Devices (single or in bulk) are registered on IOT Directory and thus according to Knowledge base 
are registered to be used in IOT Applications, Dashboards, etc. with Shadow values, etc.

– IOT Models are saved on IOT Directory for shortening the registration process
– IOT Device healthiness is monitored automatically

• IOT Devices can be public or private
– Full support of Proprietary protocols and devices
– Providing Open Hardware and Open Software IOT Devices/IOT Edge: NGSI fully secure

• IOT Edge are devices with some computing capability, realized by using: Raspberry, Android, 
Linux, Windows, etc. 
– Release as: OS images on SD, APK for Android, Virtual Machine, Docker Container, etc.

• IOT Devices are connected via Secure Encrypted Mutual Authenticated channel of 
communication 
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Lora IOT Device, Arduino
• Arduino Uno, Mega

• LoraWan Connection

• Any sensor, + I2C

• Fully Customizable

• Open Source

• NGSI or any other protocols

• Gateway: Dragino

IOT on Big Data Architecture, 2019 71
https://www.snap4city.org/drupal/node/216

https://www.snap4city.org/drupal/node/216


LoraWan Gateway out of the Box

• Raspberry Pi Based LoraWan Gateway

• Physical UpLink as: Wi-Fi, RJ45

• Logical UpLink: LoraWAN TheThingsNetwork, 
NGSI V2 (mutual authenticated Snap4City)

• Powered 5V

• GeoLocated GPS Antenna

• IOT Edge Snap4City Included if needed

IOT on Big Data Architecture, 2019 72



IOT on Big Data Architecture, 2019 73

SigFOX
Any and
Arduino



IOT Device with Arduino
• Arduino Uno
• Wi-Fi shield, standard
• Mutual Authentication with 

certificates, or K1,K2,sha
• Secure encrypted connection, 

NGSI
• Open Source
• Fully Customizable

– Any sensor
– NGSI or any other protocol
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Snap4All IOT Button

IOT on Big Data Architecture, 2019 75

• Multi Wi-Fi 

• Ready to use BLE

• ESP based, cheap & easy

– low/no energy consumption/ standby

• Mutual Authentication with 
certificates, or K1,K2,sha

• secure encrypted connection, NGSI

• Open Source, Fully Customizable

• HW extensible to sensors

version: 3 

https://www.snap4city.org/drupal/node/276
https://www.snap4city.org/drupal/node/297 help config 

Squared Short
Squared Double
Squared Long
Round Short
Round Double
Round Long

https://www.snap4city.org/drupal/node/276
https://www.snap4city.org/drupal/node/297


IOT Edge on Raspberry Pi
• Raspberry Pi
• Mutual Authentication with 

certificates
• Secure encrypted connection
• IOT Application inside
• Any sensor
• Any protocol from IOT devices
• NGSI or any other protocol
• Fully Customizable
• Local and Cloud Dashboard
• Special MicroServices

IOT on Big Data Architecture, 2019 76

MicroServices:
- DHT
- ModBus
- any shield
- etc….



Raspberry for Edge
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IOT Edge Computing

IOT on Big Data Architecture, 2019

City user
Would like to:
- Monitor and exploit  

temperature and humidity 
- Manage sensors 
- Perform edge computing
- Using these data for 

multiple applications

Steps:
1. Registering the device and sensors 
2. Create flow on edge device using NodeRed with Snap4City, 

sending data to Broker
3. Use data from Broker on Snap4City IOT App

IOT Broker

Click 
here
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Reading Data from device
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Rendering Data from device
a

b
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Altro device: distanza, temperatura, attuazione
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IOT Edge Snap4All App for Android
• Android, any version, App from: 

https://www.snap4city.org/download/video/Snap
4All.apk

• Mutual Authentication with certificates
• Secure encrypted connection, NGSI
• IOT Application inside
• Any sensor + Local device sensors
• Any protocol from IOT devices
• NGSI or any other protocol
• Fully Customizable
• Local and Cloud Dashboard
• Special MicroServices

IOT on Big Data Architecture, 2019 83
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IOT Edge Snap4All App for Android
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MicroServices:
- Snap4City
- Termux Snap4City specific
- etc.



Sii-Mobility: Dynamic Signage and Street Mng
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Control 
Room

Local Control 
Dashboard

Safe and resilient solution 
manging Degradated conditions



IOT for Mobility Infrastructure
• C. Badii, P. Bellini, A. Difino, 

P. Nesi, "Sii-Mobility: an 
IOT/IOE architecture to 
enhance smart city services 
of mobility and 
transportation", 
Sensors, MDPI, 2019

• https://www.mdpi.com/14
24-8220/19/1/1/pdf
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PaxCounter devices
• Fixed PaxCounter LoraWan

– Based on Wi-Fi- Bluetooth

• Mobile PaxCounter LoraWan
• Based on Wi-Fi- Bluetooth

• Fixed 
PaxCounter(LoraWan+Wifi
out)
– Based on Wi-Fi- Bluetooth

IOT on Big Data Architecture, 2019 87
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Programmable PAX counting
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Iot app behind
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IOE – Vehicle Monitoring
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Capabilities
• Creating IOT Applications for:

– Controlling industrial/local processes locally and globally

– Exploiting IOT Edge for local IOT Applications
• Local smartness, limited computational capabilities, limited dashboarding

• Resilience wrt lack of power and connectivity: autonomous

– Sending data on Cloud via secure connection and for: 
• business intelligence, data analytics, machine learning

• Global scale and local scale analytics

• Dashboarding at global scale

• remote control and actions on industrial processes

• Logging of the activities
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IOT Devices and IOT Edge (Self Training)
• A large range of Devices can be used on Snap4City: 

– Proprietary or Open HW/SW. 
– Devices of/for makers on which we provide Open source code

• Documentation  and instructions:
– TC9.4 - IOT application exploiting Edge computing with Raspberry
– TC9.7 - Connection from LoraWan Dragino/arduino to Orion broker
– Snap4City: Arduino & ESP8266 IOT Device NGSI
– Snap4City IOT Devices Registration
– Snap4All IOT Button: based on ESP32, NGSI compliant secure connection
– IDE Setup for Snap4All IOT Button, and source code
– Registering IOT Edge: example of Raspberry Pi, total security
– Creating: IOT Device, Raspberry Pi based, totally compliant with Snap4City

IOT on Big Data Architecture, 2019 93
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End-to-end security on IOT 

infrastructures
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Complexity in Smart City IOT Platforms
End to End security

– From IOT Devices to Dashboard (user interface)

IOT on Big Data Architecture, 2019 95

Data
Visualization

Virtual 
Devices

Cloud 
Processor

Data
Injection

Device 
Management

Edge
Processor

Data
Sources

IoT Devices
(sensors, actuators)

Security and Privacy Management

Context
Brokers

IoT
Broker

IoT App

IoT Context
Brokers

IoT App

IoT Edge IoT
Directory

Registries 
and storage

Dashboards



End 2 end security
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[IOT Edge]       IOT Broker        [IOT Application]

Intranet

In
te

rn
et

WSs
HTTPS

Sensors/
Actuators

User interface
On Browser

Shadow
MicroServices
Ext-Services
…….

WSs, HTTPSWSs, HTTPSWSs, HTTPS…….…

Dashboard 
Engine

IOT 
Devices

Making IOT 
data more 
availableExecuting local

computation
Executing permanent
computationSmart City 

Knowledge 
Base and RT 

data

Grouping on 
Data Lake

Parallel
Computing

Ext
Services

Cloud

100



Industry 4.0 Application

IOT on Big Data Architecture, 2019 101

Sensors/
Actuators

Sensors/
Actuators

Sensors/
Actuators

IOT Broker

IOT Gateway

[IOT Application]

MicroServices
Ext-Services
…….

Executing 
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computation
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-- predictions
-- suggestions
-- Anomaly 
detection

IOT Edge
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Actuators

Sensors/
Actuators

Energy 
Providers

Data 
Analytics

IOT Broker

On the field

IOT Devices



The secure stack
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User InterfaceData
Shadow

Sensors, 
actuators

storage

IoT 
Devices
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On premise computing
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Cloud computing
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IOT Infrastructure on cloud

Real World

Context 
Broker

Sensors and
actuators

Dashboards (cloud)

Dashboard 
Engine

Microservices

KB

Anaytics

cheduling

SmartCity API

Anaytics

Schedulig

Anaytics

Scheduling

Firewall

IOT Directory

Off-grid solution

IOT Edge
(aggregators,  
distributors)

IOT App

Dashboards (local)

SSO Login
MyPersonal

DataOwnership & Delegation

IOT App

Snap4City Solution (User-Data)
• User data protection (by 

design)
• Encryption on _any_ personal 

data and storing in an isolated 
environment

• Ownership and delegation (user 
access control and consent 
management)

• Accessible remotely via APIS 
with authentication and 
authorization (LDAP and 
OpenIDconnect)

• Description of user 
credentials Roles / Groups / 
Organization

• In an encrypted way (TSL/SSL)

• Elapsing time (by default)
• Deleting by temporally marking 

(investigative authorities audits)

• Tracking any activities →
monitoring and auditing
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Establishing Protected connections
• For example:

– From IOT Broker to IOT Applications: sending data

– From IOT Applications to

• IOT Brokers: registering, subscribing, sending, etc. 

• MyPersonalData: save and reload (key + personal data + personal KPI)

• Dashboards

• etc.
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Creation of 

Dashboards and Applications

105



IOT on Big Data Architecture, 2019 106



IOT on Big Data Architecture, 2019 107

https://main.snap4city.org/view/index.php?iddasboard=NjQ=https://main.snap4city.org/view/index.php?iddasboard=Nzc= 

https://main.snap4city.org/view/index.php?iddasboard=ODM=https://main.snap4city.org/view/index.php?iddasboard=MTAw

https://main.snap4city.org/view/index.php?iddasboard=NjQ=
https://main.snap4city.org/view/index.php?iddasboard=Nzc=
https://main.snap4city.org/view/index.php?iddasboard=ODM=
https://main.snap4city.org/view/index.php?iddasboard=MTAw
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Green Impact 
Capacity (GIC)
Altair Control room

Chemical Plant Dashboard 
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Smart City 
data from 
many
sources



Dashboards and Apps
IOT Applications
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GIDA set up
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Smart City 
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Demo UC5 GIDA

https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MjIyNg==

https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MjIyNg==
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Development Life Cycle
for IOT Applications

IOT on Big Data Architecture, 2019 113
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High level life cycle
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Major of Florence City
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Snap4City (C), November 2019

https://www.snap4city.org/dashboardSmartCity/view/index.php?iddasboard=MTQzOA==
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Smart City Control Room 
a set of dashboards and tools

Snap4City (C), November 2019 124
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Data Protection, Personal 

Data vs GDPR
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GDPR: General Data Protection Regulation 
• Users are going to decide to: 

– provide access to who, for do what, until we consent

– accept terms of use by signed consent for each data 
management service, before was a simple informed consent

• from each service, the user has to be capable to
– See what the provider collect in terms of its Data Type: traces, logs, paths, 

profiles, accesses, IOT devices, sensors, maps, etc.

– Download, delete, inspect each single Data Type

– Auditing and Revoke access or grant access right to each single Data Type

– Delete all Data Types in single shot or singularly (forget all about me)

IOT on Big Data Architecture, 2019

• Correctness
• Transparency
• Security
• Integrity
• Privacy
• Auditing
• ….
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GDPR: General Data Protection Regulation 
• If personal data are published by the owner

– the data have to be released anonymously, 
→ also in this case they can be revoked at any time: 

– Complexity reside on: distributed vs centralized control, revoke of 
Votes/scores, comments, …. If they are saved singularly or they already 
exploited in processing

• GDPR also imposes Technical Constraints such as:
– Secure connection in any private data exchange

– Encrypted data store for all private data

– Decoupling data and personal IDs

– Allow the Auditing of private data usage

• Relevant taxation is foreseen when rules are violated, % of turnover
IOT on Big Data Architecture, 2019
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• Manage Profile and MyPersonalData

• For each Data Type:
– Start as private →making them public 

(anonymous) and revoke

– The Owner is the only one that can: (1) modify 
values; (2) change the ownership

– Define/revoke Delegation to Access

– Delete/forget per Data Type and “me all!”. 

– Auditing 

GDPR Compliant
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Managing MyPersonalData in secure manner

IOT on Big Data Architecture, 2019

Examples:
• 1) Social IOT: A group of friends share some data with other according to GDPR: GPS 

position, Medical parameters as Glucose, etc. 
• 2) saving and retrieve personal sensitive information. 
The users manage their Personal data via personal mobile Dash and IOT App, and 
configuration on the portal and/or Mobile App
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Managing MyPersonalData in secure manner

IOT on Big Data Architecture, 2019

Example:
• Piero shares some data with 

selected friends according to 
GDPR: GPS position

• He managed the data via 
personal mobile Dashboard 
and IOT Application

Encrypted
Data Storage

Smart City 
Services and 

IOT/IOE
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Some Consideration on GDPR
• Complexity of GDPR with end-to-end secure connections

– IOT Platforms as AWS, Microsoft Azure, Google IOT, etc. are not 
compliant yet.

– Smart city GIS platforms as ESRI ArcGIS are not compliant yet.

– Many Smart City platforms are not compliant yet. 

• Limitations are usually applied to simplify the solutions
– Limiting the number of supported protocols

– Selling proprietary devices that may be attached on that secure chain

• Snap4City is resulting platform developed for Helsinki and 
Antwerp to satisfy the above described requirements in Open 
Source
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Further Reading
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references
• Https://www.snap4city.org

– It contains about 30 articles, 20 video and 150 Tutorials about the 
platforms

• Https://www.km4city.org

– If contains about video and a number of technical manuals
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