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|IOT Main Concept

h@ The implementation of smart services may implies the:
& acquisition of data from the field
& computation and imposition of actions/values
& Save of historical values, computer data analytics, etc.

DISIT

ISTRIBUTED SYSTEMS

Computation

Standard API

\
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10T Main Concept

T The Implementation of smart services may implies the:
& acquisition of data from the field
& computation and imposition of actions/values
& Save of historical values, computer data analytics, etc.
IOE Device

DISIT

DIPA ENTO DI

RTIM
NGEGNER

IOT Edge
IOT App IOT App
) Computation Computation

f\/\

-
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777 n Context Broker operations: & data
« Context Producers publish data/context elements by invoking the operations on a Context
operations

Broker.
% Context Consumers can retrieve data/context elements by invoking the

on a Context Broker
query

r// ' \ update
y >
o o B el
Context Broker

Context Producer
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Conceptual architecture
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|OT Application

IOT Application are data driven functional programs for data

The 10T Application can subscribe to some 10T Brokers to receive data

Subscribe
--------------- &8 subscribe
“““““““ receiver
"
|OT Broker/
IOT Gi\teway Publish |
=71 |OT Broker/ Publish
|IOT Gateway
1
L=’ transformation.
/
IOT Actuator in Push from a specific IOT Device (sensor)
Device

Sensors

Sensors are programmed to send data (i) periodically,
or (ii) when a relevant change occurs in the sensor
value, or (iii) when events occur (for example a
change of status of something), etc.

Actuator perform some action on the field: change of
status, reset, turn on something, change setting
value, etc.

The 10T App can publish some message toward some I0T Device
(Actuator), passing via an IOT Broker.

Continuous lines are messages via TCP/IP

Dashed lines are message via some radio channel (Lora, BT, Wi-Fi, ...)
IOT Brokers and IOT Gateway can be distinct servers

IOT Brokers can be on cloud

IOT Gateway performs the SW update, the business management,
access in Push and Pull

IOT on Big Data Architecture, 2019
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* 10T Brokers can be connected each other

» Adapters / Wrappers transcode one P =
message from one protocol to another A ! subscribe
“““““ ¢ receiver

IOT Application

|OT Broker IO_T Broker—_/
4 "« 0T Edge may include 10T
= 0T Gatewa 0T Edge Applications
I0T Gateway |OT Broker Y z * Missing knowledge about
- ,/7T |OT Gateway \/\\ i s the semantic of |OT devices
! 3 Adapter/ “\ / IR * Lack of capability for |IOT
' _ ’j" Wrapper Discovery: value type,
"™ D'O_T % location, etc., which could
s e | be used by 10T App

Device

e Lack of Storage of data
values over time

/
\
10T
Device 10T
Device

IOT on Big Data Architecture, 2019



unvirss | DINFO | DISIT . ;
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEM . - : . : ' — o
FIRENZE | R | RENEREL e erinictions SNAp4CITV “’i

/\ . el —;‘__========_ _zz===z==za_
Discovery requested data
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Y > |OT Application
KnOWInge ',‘{’/’ ------------------ u Subscribe \“““
Base |OT Directory | .~ <+ receiver
v ““““ "”

|OT Broker

7

* |0OT Edge may include 10T

Applications
|OT Gateway IOT Broker IOT Gateway 0T Edege * Missing knowledge about
T ;;T 0T Gateway \/\\ . - ,?\ the semantic of |OT devices
- - A Adapter/ SN / \I\\\ * Lack of capability for 10T
l e Wrapper Discovery: value type,
y Y DIO'T % location, etc., which could
S s e | be used by IOT App

Device

e Lack of Storage of data
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/
\
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Device 10T
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Telemety

Information Fows
From device to
another system for
conweying status
changes in the
device

Push

Inquines
Requests from
devices looking to
gather required

information or asking

to initiate activities
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Commands

Commands from
other systems o a
dgevice or a3 group
of devices to
perform specific
activibies

Bulk action

|OT/IOE Protocols

Communication Patterns

NOtifi i
Information fiows
from other
systemsto a
device or a ggoup
for conveying
status changes in
the worid

O O O O Oo O 0O

O

MQTT
HTTP(s)
AMQP
COAP
NGSI
OneM2M

WebSocket
S

Etc.
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INTERNETof " g
% THINGS 7.
AMQP STOMP JMS COAP NGSI MQTT
OASIS
RabbitMQ X X X X X
Mosquitto X
ActiveMQ X X X X
StormMQ X
HIVEMQ X X
ORION X X X
BROKER
}—— 1:Subscribe
2:Publish —§» MQTT Broker Ah

RaspberryPi
Wwith sensors

BhRabbIt

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018

Control Center



http://www.hivemq.com/wp-content/uploads/pub-sub-broker-1.png

UNIVERSITA
DEGLI STUDI

F [ RE N Z E DEL_LINFOHMAZ IONE

S, |OT stack protocols
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359

Session MQTT, SMQTT, CoRE, DDS, Security Management
AMQP , XMPP, CoAP,
_ TCG, IEEE 1905,
Network | Encapsulation| 6LowPAN, 6TiSCH, 6Lo, Oath 2.0, IEEE 1451,
Thread, ... SMACK,
SASL,
Routing RPL, CORPL, CARP, ... ISASecure,
Datalink WiFi, Bluetooth Low Energy, =y
Z-Wave, ZigBee Smart, Dice '

DECT/ULE, 3G/LTE, NFC,
Weightless, HomePlug GP,
802.11ah, 802.15.4¢e, G.9959,
WirelessHART, DASH7,
ANT+, LTE-A, LoRaWAN, ...

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018 17
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% THINGS 7.
AMQP STOMP JMS COAP NGSI MQTT
OASIS
RabbitMQ X X X X X
Mosquitto X
ActiveMQ X X X X
StormMQ X
HIVEMQ X X
ORION X X X
BROKER
}—— 1:Subscribe
2:Publish —§» MQTT Broker Ah
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]

mparison high level IOT protocols
= HiliNess:
: Security and Header Size Max
Protocols UDP/TCP Architecture Q0S (bytes) Length(bytes)
MQTT TCP Pub/Sub Both 2 5
AMQP TCP Pub/Sub Both 8 -
CoAP UDP Reg/Res Both 4 20 (typical)
XMPP TCP Both Security - -
DDS TCP/UDP Pub/Sub QoS - -
NGSI TCP/IP
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DISIT
DISTRIBUTED SYSTEMS

0 Over TCP/IP, Async, pub/subscribe,
0 payload agnostic (can be encrypted)

~

Publishers

Publish

Subscribe

~

Broker

Cluews or Topic End point

MQTT: Message Queue Telemetry Transport

~

Subscribers

1
AN

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018

~

22



univirsita | DINIFO | DISIT

DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS
F I RE N Z E INGEGNERIA AND INTERNET
DELLINFORMAZIONE TECHNOLOGIES LAB

Ll o Sl
¥ INTCDMKLECT -°

PUBLISH [QoS = 0]

MQTT QoS
QoS 0: At mt once (fire and forget)

PUBLISH

Delete message

QoS 1 : At least once

Store message

PUBLISH [QoS = 1]

Store message
PUBLISH

QoS 2 : Exactly once

Store message

PUBLISH [QoS = 2]

PUBREC

PUBACK

Delete message

Delete message

Store message
PUBLISH

PUBREL

PUBCOMP

Delete message
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AMOQP Advanced Message Queuing Protocol

dOver TCP, binary wire protocol
dExchange decoupling

4 ™ -~ 5

Publishers PUbl'Sh/’ Broker \ =ubaceie Subscribers
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- -"-J-F-----
Exchange -~
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“ECoAP: Constrained Application Protocol

0 security obtained with DTLS, Datagram TLS
0 HTTP like over UDP with fixed header, no TCP

Client sServers Client Servers i hent Servers Client Servers
| :

CON message . CON message :
COMN message et LSeRes —a - Lasag -
- ACK message - ACK message
| NOMN message I
g ACK message CON message | P ET— K

- AWCK message ACK message

]
-

Confirmable MNMon- Confirmable

Piggyvback

Separate
Message Messapes

Messages

Messages
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STOMP Streaming Text Oriented Messaging Protocol
& Similarto HTTP

0 XMPP: Extensible Messaging and Presence Protocol
% Based on XML, proposed by IETF
% Over TCP, can use HTTP

0 WAMP: Web Application Messaging Protocol
% WebSocket protocol by IANA
& Over level 6

0 SNMP by IETF, level 7
% Over UDP, or IP
& Monitoring status of servers

0 SigFOX
0 OneM2M AIOTI
& a strategic enabler for IoT applications and companies developing IoT solutions

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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F[RENZE e TINFORMAZIONE TECHmoosesﬁomparlson Of Iowlevel I OT prot
5 _1IProtocoII| Standard Frequenza Range Data Rates
oT

Bluetooth  |Bluetooth 4.2 2.4GHz (ISM) 50-150m (Smart/BLE)  [1Mbps (Smart/BLE)

ZigBee ZigBee 3.0 based on 2.4GHz 10-100m 250kbps
IEEE802.15.4

6LOWPAN [RFC6282 (adapted and used over a variety [Medi protocollo di \edi protocollo di supporto

of other networking media supporto
including Bluetooth Smart

(2.4GHz) or ZigBee or low-power

RF (sub-1GHz)

WiFi Based on 2.4GHz and 5GHz bands Approximately 50m 600 Mbps maximum, but 150-200Mbps is
802.11n (most more typical, depending on channel
common usage in frequency used and number of antennas
homes today) (latest 802.11-ac standard should offer

500Mbps to 1Gbps)

Cellular GSM/GPRS/EDGE [900/1800/1900/2100MHz 35km max for GSM,; (typical download): 35-170kps (GPRS), 120-
(2G), UMTS/HSPA 200km max for HSPA  [384kbps (EDGE), 384Kbps-2Mbps (UMTYS),
(3G), LTE (4G) 600kbps-10Mbps (HSPA), 3-10Mbps (LTE)

NFC ISO/IEC 18000-3 [13.56MHz (ISM) 10cm 100-420kbps

LoRaWAN |[LoRaWAN \/arious (europe, 868Mhz) 2-5km (urban 0.3-50 kbps

environment),
15km (suburban
environment)

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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Snap4city Platform

Data Shadow

Actuator

Snap4City Sensors
|OT Brokers

Managing Public and
Private I0OT/IOE Devices

Sensors |OT on Big Data Architecture, 2019

Dashboards also provide
rendering for sensor values

Lavagnini Statuto

S

Towards any 10T Device
and/or Dashboard
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JOT Archnitectures
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*

*

.
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MindSphere

PTC ThingWorkx [59]
Bosch loT Suite [58]
Smarthing Samsung [52]

CISCO Jasper [55]
Homekit Apple [50]
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Snap4City
Azure I10T [44]
Siemens
Carriots [54]
Google 10T [45]
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Azure IoT AWS Google ToT
Data di Rilascio Febbraio 2016 Dicembre 2015 Febbraio 2018
(Out of Beta)
Documentazione Ottima Molto Buona Sufficiente
Certificazione Ottenibile inviando Ottenibile Ottenibile
I'applicazione sostenendo sostenendo
sviluppata esami relativi esami relativi
a specifici ambiti a specifici
ambiti
Tipologia Non definita Per Cloud
Certificazione specializzazione Architect,
(Big Data, Data
Security ecc) Engineer,
oppure per ruolo Suite
(Architect, Administrator
Developer ecc)
Vantaggi Logo, crediti, Accesso alla Non previsti
sottoscrizioni, community, logo,
consulenze, accesso merchandise,
allacommunityed  accesso ad eventi

eventi

Azure 10T AWS Google IoT
Architettura Hub che I dati vengono Core che
comunica con raccolti dal Rules comunica con
tutti gli altri Engine e dal Device Funzioni,
servizi. Shadows. A partire Pub/Sub e
da questi si attivano  Dataflow. Questo
ivari servizi. si interfaccia agli
altri servizi
API REST REST REST
Protocolli MQTT, AMQP,
MQTT on
Wﬁ%ﬁf Lc";;t MQTT, MQTT on MQTT, HTTP
WebSocket, HTTPS
WebSocket, '
HTTPS, (1)
Sicurezza TLS TLS (mutual) TLS
Autenticazione  SAS Token, IAM, X.509, TAM, Amazon JSON Token,
X509 Cognito, Federated, [AM, X509
(2)
SDK .NET, Java, C, Javascript, Java, Go, Java, .NET,
Node.js, C, Python, I0OS, Javascript, I0S,
Python, (3) Android, Arduino Android, PHP,
Yun Ruby, Python
Starter Kit Intel. Raspberry Broadcome, Marvell, Microchip,
Pi, Freescale, Renesas, Texas Adafruit,
Texas Instruments, Intel, Marvell,
Instruments, Microchip, Seeed, TechNexion,
Seeed, resin.io, Mediatek, Grove, Realtek,
MinnowBoard, Qualcomm, Allwinner,
BeagleBoard BeagleBoard MangOH.

QL



Azure IoT AWS Google IoT
Edge Azure IoT AWS Google IoT
Storage Blob, CosmosDB, Protocolli MQTT, AMQP, MQTT, MQTT MQTT, HTTP
SQL MQTT on on WebSocket,
WebSocket, HTTPS
Big Data HTTPS,
AMOQP on
Data Visualization Power Bi WebSocket
Artificial Intelligence Communication  Telemetry, Query, Telemetry, Query, Telemetry, Query,
Patterns Notification, Notification, Notification,
] Command Command Command
Intelligence API Language, Speech,
Vision, Knowledge
Azure IoT Gooele IoT Azure IoT AWS Google IoT
o
Prezzo  Diverse fasce di prezzo Costo unitario per Costo basato Scalability Scaling da Servizio di Servizio di scaling
in base al numero di messaggio e per tempo di sul volume di Conﬂgural'e sc allng_ automartico
messaggi scambiati connessione del dati scambiati medl_ante automatico
dispositivo funzione
Azure IoT Google IoT Rimborsi 10% di 10% di 10% di rimborso fino al
rimborso finoal rimborso fino al 09%, nella fascia fino al
. 99%, al di sotto 99%, al di sotto 05% viene restituito il 25%
Sicurezza TLS TLS (mutual) TLS Viene Viene e al di sotto di questa il 50%
rimborsato il rimborsato il
Autenticazione SAS Token, X.509, IAM, Amazon Cognito, JSON Token, 25% 30%
IAM, x.509 Federated Identities [IAM, X.509
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AWS loT DEVICE SDK

Set of client libraries to connect,

authenticate and exchange messages -

@

REGISTRY

Assign a unique identity
to each devices

/\ /
I N
MESSAGES MESSAGES
"~ TR P D q - >
z s
AUTHENTICATION DEVICE GATEWAY
& AUTHORIZATION Communicate with devices via
Secure with mutual MQTT, WebSockets, and
authentication and encryption HTTP11

4

AWS loT API @

101 On BIg Data Architecture, ZUlY

TSN

/ \
(@D goosee, §

AWS SERVICES

RULES ENGINE With these endpoints you

can deliver messages to
every AWS service.

Transform device messages -
based on rules and route to
AWS Services

\)  MESSAGES
2 q ......... D

. APPLICATIONS
DEVICE SHADOWS Applications can connect to
Persistent device state shadows at any time using an AP
during intermittent : A
connections
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Azure loT Suite remote monitoring

Azure :m

Active Eoner b Bing Maps

Directory

Web App
hosting

Solution

Console
Storage blob DocumentDB

Devices

Back-end

systems and

loT Hub Stream Event Hubs  \weh Job hosting Logic App prOCQSSQS

Analytics EventProcessorHost

CH simulator
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SCALABLE SMART ANALYTIC APPLICATION BUILDER FOR SENTIENT CITIES
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URBAN PLATFORM: SMART CITY IOT AS A SERVICE AND ON PREMISE

: &y
> " w 10T APPLICATIONS - INSTANT APPS DASHBOARDS & APPLICATIONS MOBILE & WEB APPLICATIONS

¥ DATA DRIVEN APPLICATIONS + REAL TIME CONTROL ROOM + SITUATION ROOM * OPERATOR DEVELOPMENT KIT * SUGGESTIONS * MOBILE APPS
PROCESSING = BATCH PROCESSING * ANY DASHBORDS * BUSINESS INTELLIGENCE * WHAT-IF ANALYSIS * MONITORING PANELS * PLATFORM UTILITIES
PROTOCOL & FORMAT * DECISION SUPPORT * SIMULATIONS * RISK ANALYSIS READY TO USE SMART APPLICATIONS
RESILIENCE ANALYSIS

MICROSERVICES & ADVANCED SMART CITY API

APPLIANCES
CONTAINERS

LIVING LAB - DEV TOOLS - COWORKING BIG DATA - DATA ANALYTICS DATA ANALYTICS TOOLS - MICRO-APPLICATIONS

* GDPR &7+ OPEN IOT DEVICES =
* SECURITY + |OT EDGE
* PRIVACY + |OT GATEWAY
o ASSESSMENT + PAX COUNTERS
* AUDITING + |OT BUTTONS
* PENTESTED |OT DIRECTORY * SERVICE MAP » PREDICTIONS * ANOMALY DETECTION * WHAT-IF ANALYSIS * TRAFFIC FLOW RECONSTRUCTION * ORIGIN-
RESOURCE MANAGER * DATA GATE DESTINATION MATRICES » SOCIAL MEDIA ANALYSIS = OFFER VS DEMAND ANALYSIS » ENVIRONMENTAL DATA ANALYSIS
R STUDIO + ETL AND PREDICTIONS * REAL TIME HEATMAPS * ROUTING * ALERTING » EARLY WARNING * PERSONAL AND VIRTUAL
ASSISSTANTS * SMART SOLUTIONS * SMART SHARING * PARTECIPATORY
+ TEST CASES, SCENARIOUS, VIDEOS, HACKATHONS
 OFETSOUR S TOMGURITY OF Tl KMACITY DATA AGGREGAT KNOWLEDGE BASE - EXPERT SYSTEM OF THE CITY - BIG DATA STORE

* TRAINING TUTORIALS, COMMUNITY MANAGEMENT

IOT MNG - DATA MNG - DATA INSPECTOR - PROCESS MNG - USER ENGAGEMENT - GDPR MNG ...

LEGACY & PERSONAL
CITY UTILITIES OPEN DATA EXTERNAL DATA 10T / I10OE BROKERS KPI INDUSTRY 4.0 SOCIAL MEDIA
SERVICES
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Snap4City as a Lambda Architecture

HDFS, Hbase, Phoenix

Semantic reasoners E‘i“", 50

Facet, semantic User

search interface,
ETL, NIFI, Elastic search Interactive

DISCES Dashboard,
Drill down,
R, Tensor Flow, Python, MapReduce, ... _ maps,

Special
dash/ heatmaps

Node-RED + Snap4City MicroSrvs
Data e

--
-—
L.
--

Driven ~~~~~~

Inform, announce, Act!, warning, alarms, What IF, ..
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Snap4indusiry as a Lambda Architecture

HDFS, Hbase, Phoenix

Smart City Data Overview

Semantic reasoners ¥

Facet, semantic

User
search

interface,

ETL, NIFI, Elastic search Interactive

DISCES Da§hboard,
Drill down,
R, Tensor Flow, Python, MapReduce, ... maps,

Special heatmaps

Node-RED + Snap4City MicroSrvs

Data
Driven,

Inform, announce, Act!, warning, aIarms, What-IF, ..
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smart City Function

Transport systems
Mobility, parking

Firenze Oggi

. Data Data Ingestion,
Sources a ggregation’
. . ““FHas
£ regularization, ! o~
Environmen reconcile Semantic reasoners 7255 Facet, semantic User
search interface, =
7 , Data Elastic search S LA D/ s Interactive § —— - Www « -
e ?M - Dashboard, : e
Shops, services, Sources, vti ¥ Visus e | [
operrs - Brokers, R, Tensor Flow, Python, MapReduce, ... e maps, :
= ecia
External P heatmaps
Services Node-RED + Snap4City MicroSrvs

Social Media

Social Media

'i“{ Crawler and

Manager

]
Inform, announce, Act!, warning, alarms, What-IF, ..
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WWW.shap4city.org

Home Howand WhyTo Useit v Tools v Tutorials and Videos v

LOGIN

@ Dashboards (Public)

¥ Knowledge and Maps «
W Service Map (Toscana)
W Service Map 3D (Firenze)
W Helsinki Service Map
M Garda Lake Service Map
M Cagliari Service Map
W Service Map 3D {Helsinki)

Micro Applications Login

External Services Snap4City - scalable Smart aNalytic APplication builder for sentient Registration
Data Set Manager: Data Gate Cities . _

*s Resource Manager
* Request a new password

Z@Z g @ Search

Development Tools ¥

o — ?ﬁb@ e

" am:
DT

<o Management ¥

LA

Help and Contacts ¥

Tutorials Scenarious Innovations Interoperability Installations What People say n

o—q - sacer
% |=%| " TR API
x Jf = : e 2 T
- ¢ )t |°""° et Y SNAPdcnry B

Mobile Apps 10T Devices |0T Applications DataAnalytics Dashboards LivingLab Smart City API rakiing Saichy
$ from Data to Sentient Cities in a Snap
¢“SNAPLcTy on

Documentation and Articles ¥

Km4City portal

DISIT Lab portal

Program and Interactive Slides

e 5= - EUROPEAN OPEN Powered by
Smart ,CIty EXPO WORLD CONGRESS ‘:—3 SCIENCE CLOUD www.kmdcity.org
Ontolo Articles 1321 Nov. 2019 '
gy See you at Stand A118 * BHLOOR P FOLA COMEDTR B
Smart Cities need to set up a flexible Living Lab to cope with the city evolution in terms of services and city users' needs and sustainability. Snap4City solution Node-RED
(httr V.SNaf .org) provides a flexible method and solution to quickly create a large range of smart city applications exploiting heterogeneous data and enabling services for
stakeholders by |IOT/IOE, data analytics and big data technologies. Snap4City applications may exploit multiple paradigms as data driven, stream and batch processing, putting co- Virtual
creation tools in the hands of: (i) Smart Living Lab users and developers a plethora of solutions to develop applications without vendor lock-in nor technology lock-in, (ii) final users Assistant

customizable / flexible mobile Apps and tools, (iii) city operators and decision makers specialized / sophisticated city dashboards and IOT/IOE applications for city status monitoring,
control and decision support. Snap4City satisfies all the expected requirements of Select4Cities challenge PCP and much more, and it is 100% open source, scalable, robust, respects
user needs and privacy; provides MicroServices and easily replaceable tools; compliant with GDPR; provides a set of tools for knowledge and living lab management, and it is compliant
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IRENZE

B

¥ “H§.e
STRIBUTED SYSTEMS
AND TERNET |
|| TGRS SNA p4C|Ty “'

Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call,
SMTP, TCP, UDP, NGSI, LoraWan, TheThingsNetwork, SigFOX, DATEX Il, SOAP,
WSDL, Twitter, FaceBook, Telegram, SMS, OLAP, MySQL, Mongo, HBASE, SOLR,
SPARQL, EMAIL, FTP, FTPS, WebSocket, WebSocket Secure, ModBUS, OPC, GML,
RS485, WFS, WMS, ODBC, JDBC, Elastic Search, Phoenix, XML, JSON, CSV, db,
GeolJSON, Enfuser FMI, Android, Raspberry Pi, Local File System, ESP32,
Libelium, IBIMET, OBD2, SVG, XLS, XLSX, TXT, HTML, CSS, etc.

@Foundation Q?'/ FI- E@ls

bee smart city
Node-RED digital ecosystem

_ EUROPEAN OPEN
" ok ¥ ckan HGIL @esri Italia “Sp - SCIENCE CLOUD

FHE LCAENCE OF WHERE

|OT on Big Data Architecture, 2019 44


https://www.google.it/imgres?imgurl=http://www.researchtuscany.com/file/foto/logo_ecm_METODI%20PER%20LA%20PROGETTAZIONE%20E%20TECNOLOGIE%20PER%20IL%20SEGNALAMENTO%20FERROVIARIO.jpg&imgrefurl=http://www.researchtuscany.com/intoscana/progetto_dett.asp?lingua%3D%26idlink%3D18%26id_progetto%3D104%26cat%3Dcat_1&docid=vFPdD5YwwTg3VM&tbnid=Uz2QphfA7MQ5nM:&vet=1&w=340&h=80&safe=off&bih=1019&biw=1633&q=ecm%20logo%20segnalamento&ved=0ahUKEwjKn_TMr6jSAhXKOBQKHdxWCbgQMwgbKAEwAQ&iact=mrc&uact=8

UNIVERSITA » ) K
orairsroni | DINEO | DS ..
INGEGMNERIA AND INTERNET

FIRENZE

DELL INFORMAZIOMNE TECHNOLOGIES LAB

Level 3 user: add personal devices and create Dash
* With Smart city data and information +

Personal IOT/IOE, which can be registered and created
IOT and City data World My Dashboard

Registration of My IOT DeViGes. e 201
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DISIT
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Sentient Solutions

Dashboards with data driven |OT Applications enforcing intelligence

IOT a_nd data World

|OT Application

_Teray

4 =
s oy 4y JOT Devicas
[ T
= e
. - g B = o
= . I =

My 10T Devices

Big Data Analytics, Artificial Intelligence
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Snap4city Platform

Data Shadow

Actuator

Snap4City Sensors
|OT Brokers

Managing Public and
Private I0OT/IOE Devices

Sensors |OT on Big Data Architecture, 2019

Dashboards also provide
rendering for sensor values

Lavagnini Statuto

S

Towards any 10T Device
and/or Dashboard
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PARTIMENTO DI
INGEGNERIA
DELLINFORMAZIONE

L C"SNANCWV S
T Start we are going to use Direct Dashboards
Dashboards accessing data avallable on Platform, including your

own data coming from Mobile App, already registered!!!

Dashboards

IOT and data World -
Applications

IOT on Big Data Architecture, 2019
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— & FI-WARE— 0T Directory _

|OT Orion Broker
|OT Device AMQP
COAP

IOT Device

'sigfox Data Shadow, e e =
Elastic Search S e |
TheThingsNetwork | Advanced Smart City API

|OT Device

A One M2M Q'WEM

IOT Device

q{*

ceMa

Servi

o
N H

]
B
6000000000

Browsing
Discovering

Registering
Discovery

=

Snap4City MicroServices Node-RED

I_ _— —— i

Elastic Management of 10T Applications

Dashboard
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Complex Event
Dashboard-IOT App
External Service
Heatmap

KPI (Key Performance Indicator)
MicroApplication
My Personal Data
MyKPI

MyPOI

POI (Point of Interest)
Sensor

Sensor Actuator
Special Widget

Wfs (GIS)

= [ e
DISTRIBUTED SYSTEMS
AND INTERNET

YeNSoOrs-Actuators

"M
4— el gl

¢“SNAP/crry

IOT Application

delay

|||||

|OT App

Node-RED

From Dashboard to

Dash boa rds

e

N

Reauest Green
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|OT/IOE on

| |

| 7o
/ I |
Nne [ / = /l ’ /

(==

¢“SNAP/ciy

=) Keégistration

(0) Sensors &

Actuators 4 ‘ 1 Raspietty pi

Sensors,
Actuators

‘*Sensors/

Actuators

IOT Edge
With 10T App distributed

Sensors/Actuators

IOE Devices

19UJ91U|

On Clouycel
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O1 Network iVianager vs Fin
Network of IOT Brokers |OT Directory
mma | B My 10T Devic
o I Py
\ |OT Broker = == 10T Network |
— : %g Manager ‘Reg'Ster
Registerin \ : .
T - '— |OT Application 9
——kmidy ___— | -' | Final user
= Manager

: | Discoverini l

ServiceMap
Knowledge Base

Browsing‘

Knowledge and Storage
Data from the Field and
City
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Registers IOT Brokers
— Different kind of Brokers, different kinds of authentications and protocols

— Registered IOT Orion Brokers can be queried for collecting their managed devices, so that
those IOT Devices are registered

Registers 10T Devices: singularly or at groups (in Bulk)

— Registration can be custom or based on IOT Device Model

— |OT Edge are registered as special IOT Devices

— Registered IOT Devices are saved into local Data base and Knowledge Base

* Provides support for security aspects:
— Generation of Certificates, Keys, etc.
— Collection of keys when 10T devices are on some |IOT Gateway or Second Level I0T Broker.

 Manages Ownership and Delegation for
— 10T brokers, IOT devices, I0T Device Values

IOT on Big Data Architecture, 2019
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01 Directory Features vs Users Roles

|OT Sensor/Actuator  Browse, use Several Tools
Delegate |IOT Directory X X X
Discovery KB, API, MicroServices X X X
|OT Devices Browse, use Several Tools X X X
Add/change/Delete |OT Directory, API, .. X X X
Add in Bulk |IOT Directory, API, .. X
Delegate |IOT Directory X X
Discovery KB, API, MicroServices (MS) X X
|IOT Device Model use |IOT Directory X X
Create |IOT Directory X X
|OT Broker Browse, use |IOT Directory use Browse, use X
Add/change/Delete  IOT Directory X
Delegate |IOT Directory X
Periodic Update |IOT Directory X
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Add IOT/IOE Devices

Just Buy an |OT Device and
register: SigFOX, MQTT,
FiWare, ...

— Attach them by
* Models

— A range of protocols,
formats, approaches

Create your own devices:
— Arduino,
— Raspberry,
— Android,
— LoraWAN + Arduino,
— etc.

My IOT Devices

Delegated Devices | Add New Device

Add My New Device

(memo

,,,,,,

Secure Communication: HTTPS,
TLS (K1, K2), Certificates
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https://www.snap4city.org/drupal/node/474

aJ ,
S |OT Broker ¢“SNAP4ciry Case B2
© .
|IOT Device
>
g |OT Broker > ¢YSNAPicy Case B1
QD |OT Device i) Registered IOT Broker
7)) on Snap4City
(1)
&) E—* |OT Broker ¢“SNAP/cry Case Al.2
; |OT Device @) Registered
(& ) |OT Device on Broker
0
L —
; |OT Broker »  ¢“SNAPlcry Case A2
: IOT Device @) Registered i) Registered 10T Broker on Snap
prow— IOT Device on Broker ii) Registered I0OT Device on Snap
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D1 Directory

Add new device

Snap4City IOT Devices Info 0T Broker Position
custom v
Name Model
snap4city
¢ |OTBroker & Protocol § Format Device Type ¢ Ownership Type Mac Address
+ o
ARDUINO_ST 4203 orionUNIM ngsi json Light public m Q Producer Freguency
+ ARDUINO_ST. 4204 arienUNIMI ngsi jéon Motien_Detection public ﬂ 0 Public .
Visibility
+ ARDUINO_ST_4205 orionUNIM ngsi json Sound_LV public m @
+ ARDUINO_ST_4207 orionUNIMI ngsi json Presence_Detection_E public m | EDIT Jll DEL Q KEY1 KEY 2
+ ARDUINO_ST 4212 arlonUNIM ngsi json Power_Meter_M public m Ei e
+ ARDUINO_ST_4213 orionUNIMI ngsi jsen Power_Meter_S public ﬂ [ EDIT | Q
Manager: Prc +
AudioButton_254_widgetOnOffButton2930  orionUNIFI o . AudioButton publie m EDIT Q
ment Tools * Snap4City IOT Sensors and Actuators
erment = + CityLamp_274_widgetOnOffButton3379 orionUNIFI ngsi json CityLamp public m  EDIT | Q =
List
fan02 mattUNIFI matt csv fancoil public m | EDIT |l DEL Q
+ Impulse] public E Eiﬂ DEL g
10T Broker & Value Name & Value Type % Healthiness Criteria & Refresh Rate $ Status
~
0. rowsped + ‘ S | 2 3|4
b
== *  GHonUNIMI  ARDUINO_ST 4203 latitude latitude refresh_rate 300 e IEE Q
\ *  orionUNIMI  ARDUINO_ST 4203 light light refresh_rate 300 = B @
*  orionUNIMI  ARDUING_ST 4203 longitude longitude refresh_rate 300 e EE e
*  oHonUNIMI  ARDUINO_ST4203  measure_units = refresh_rate 300 - e
\\E‘ +  ClionUNIMI  ARDUINOG_ST 4203 timestamp timestamp refresh_rate 300 - Q
‘ il *  GronUNIMI  ARDUINO_ST 4204 latitude latitude refresh_rate 300 " EDiT | @
: * crionUNIMI  ARDUING ST 4204 longitude longitude refresh_rate 300 = EE N Q
; *  orionUNIMI  ARDUING ST 4204  measure_units  actuator_canceller refresh_rate 300 = @
£
. Canet| © Dpataatas Trakidre orionUNIMI  ARDUINO_ST_4204 motion_detection  mation_detection refresh_rate 300 e EE @
*  oHonUNIMI  ARDUINO_ST 4204 timestamp timestamp refresh_rate 300 [ I eor [ DEL e

"
&

10 rows per page 2
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] ARDUING_ST_4204 Motion_Detecton eronUNIMI
I ARDUING_ST. Sound LV eronUNIMI
] ARDUINO_ST. Sresence_Dstection_E cronUNIMI
[] ARDUINO_ST_: Bower_Mater M erenUNIMI
O ARDUINO_ST_4213 Fower_Mater_ S crontNMl
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Create a flow and app that:
— when you press a button on the screen
— provides you the arrival time of your preferred bus at your preferred busstop

Create a flow and app that
— When you press a button on the screen
— provides you the list of the final destinations of the bus lines that pass from the bus stop:
* 1) near to you at that moment or
* 2) one that you chose.
* 3) Or a fixed one
Create a flow and app that
— When you press a button on the screen
— provides you the list of the final possible POI that you can reach
* 1) at a reasonable walking distance of 500 meters
* 2) using the bus lines that pass from the bus stop, and that can allow you to reach the places within 20 minutes max
Create a flow and app that:
— Keep you informed any way, every 3 minutes

— Providing you the next time of arrival of your preferred bus at your preferred busstop
* presenting information on mobile screen
* sending information via telegram

IOT on Big Data Architecture, 2019
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e — i LoRa = éSNAP4|NnusTRv @@;

F l RE N Z E E\IELLINFORMAZIONE
¢3 Bluetooth @
r J r ‘ J al « | r | o = | «
OT Devices =« O1 Edge Devices
Actuators
LoraWAN +  Arduino, Snap4All  Snap4All pax 10T Edge 10T Edge LoraWan
Arduino + Wi-Ei. NGSI 10T Button Counter NodeRED: NodeRED: Gateway:
12C. NGS] ’ LoraWAN Raspberry Pi,  Android, LINUX, 10T Edge, NGSI,
' ESPNGSL ik NGsi NGSIL WiF,  Windows, ... WIFI, RJ45, GPS
Wl-Fl, BT GPS RJ45,..

Any Sensor / Actuator
Open to other protocols
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IOT Gateway

IOT Gateway

5
S

LoRa N¢

&
NGS| FIWARE

|OT Orion
Broker

[Fe ]
> .
“.'d\"l g

D
08,
-
i > LoraWan
. o= Gateway
22
8 v
.,;\L. Lora Gateway
Ge A WiFi, RJ45
L T
3G/4G
OR &
o~
IP Gateway

=y

Lora Gateway

CMX | Twitt | Exam ExCA Syslo| Publi| SNM| SNM(| Netfic| Webj PubNub

delay. Subscribe mongodb
or . EI
| iol S
e | e L
Dl e - i)
e B
s N\
- |- Tt o
@l ® d ' Tweet "Somebody's Home"
S — -
o ol
7 ey ‘. {news""Hello World, from Node-RED"} (-
J v
e * . {"command"“lights_off"} (
himi
» json {"command":"lights_on"} (
i = [ inject {"command"disco’}
€ S ) ('rafficSignalState:3}
- i com (-  Twsetmenton: mtemetonego ||

msg payload) : sting
v social {"rafficSignalState":0}
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o Sroprletary Protocol
0

SigFOX Server Side

Final users, consumers may buy SigFox devices and subscribe to network to register

their devices

0 Limited number of msg per day, per year
wsigfox

DEVICE DEVICE TYPE USER GROUP BILLING alho=@® =
Device - Liskt Mew Mew series Edit series TransFer series Replace series
Id
Average SHR (all)
State Lask seen From date |
e OO0 - FILTER
Counk-2 /2
page 1
Communication stabus 1 Last seen - Mame “ Token state  Probocol version Product certificate Device bype
[ ] 2018-05-06 17-58:46 Mes _01 [C%1 V1 BIE - Pacla Mesi
[ ] 2018-05-06 17-58:49 Mesi_bib_02 ~ w1 BIB - Paclo Mesi
page 1
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[ Frame recepkion bime - J
page 1 &)
-

Base skabtion reception attribuktes

o -

28A8 -122.00 ."“ 25,40 868.1491 3/3 [
E
2018-05-06 18:03:27 =1 0000 ack reguired 24 L= D SUELRIED 1] “ 1Ee SEEEY 3/3 o0
25F2 -119.00 il “ s2.03 868.1373 3/3
T

."“ 2838 868.1357 3/3

2018-05-06 158:02:51 =1 2896 -136.00 ..I II 14,51 868.1347 3/3

D000 ack required 24 Ly

QO

ul “ 173 868.1229 3/3
T

2015/05/06 06:40: User bytes 7 Oob bytes: 56

Ill“ 4186 868.1553 143
2018-05-06 18:01:48 =1 0000 ack required 24 & 2382 SUELRLD 1] “ E= 0 EEEAIEED 3/3 oo
28Cs -139.00 alll 12e 868.1546  1/3
St

RECEIVED_MESSAGE_SHR

‘201 8/05/06 07:45: User signak 41.79 Oob signak 41 31

Average SNR (dB)
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IOT Devices can be open or proprietary

IOT Devices: a large range of protocols, formats and kind

— |OT Devices (single or in bulk) are registered on 10T Directory and thus according to Knowledge base
are registered to be used in IOT Applications, Dashboards, etc. with Shadow values, etc.

— 10T Models are saved on IOT Directory for shortening the registration process
— |OT Device healthiness is monitored automatically
IOT Devices can be public or private
— Full support of Proprietary protocols and devices
— Providing Open Hardware and Open Software 10T Devices/IOT Edge: NGSI fully secure

IOT Edge are devices with some computing capability, realized by using: Raspberry, Android,
Linux, Windows, etc.

— Release as: OS images on SD, APK for Android, Virtual Machine, Docker Container, etc.

|OT Devices are connected via Secure Encrypted Mutual Authenticated channel of
communication

IOT on Big Data Architecture, 2019



. | UNIVERSITA
z | DEGLI STUDI

FIRENZE

+ P\
A ~ m .
e ISl B : AL
DISTRIBUTED SYSTEMS m
T CITY =t
g T &

Lora 101 Device, Ar
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* Arduino Uno, Mega
* LoraWan Connection
* Any sensor, + |2C

* Fully Customizable

* Open Source |
* NGSI or any other protocols &
* Gateway: Dragino

=
S LoRa | '
= https://www.snhap4city.org/drupal/node/216
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* Raspberry Pi Based LoraWan Gateway
* Physical UpLink as: Wi-Fi, RJ45

* Logical UpLink: LoraWAN TheThingsNetwork,
NGSI V2 (mutual authenticated Snap4City)

e Powered 5V
e Geolocated GPS Antenna
* |OT Edge Snap4City Included if needed

= =
ECF LoRa @
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lOT Device with Araduino

 Arduino Uno
 Wi-Fi shield, standard

 Mutual Authentication with
certificates, or K1,K2,sha

* Secure encrypted connection,

NGSI
* Open Source

* Fully Customizable
— Any sensor

— NGSI or any other protocol
—

-

SRS oy
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DISI — / L
DISTRIBUTED SYSTEMS N @
HRNEREL oo <SS F @ CITY ==t
—p

version: 3

ndAll IOT Button
Multl Wi-Fi

Ready to use BLE
ESP based, cheap & easy

— low/no energy consumption/ standby

Mutual Authentication with o Sauared Sort

certificates, or K1,K2,sha | —— Squared Double
N/ Snapd4all Button \ SC]UEIFEd Long
secure encrypted connection, NGSI 2 Round Short
YP ’ - ' \ Round Double
Open Source, Fully Customizable Round Long

HW extensib|e to sensors https://www.snap4city.org/drupal/node/276
https://www.snap4city.org/drupal/node/297 help config
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' ‘ 1720
* Raspberry Pi e
e Mutual Authentication with
. o 3920

certificates

3550

e Secure encrypted connection

 |OT Application inside 40§ Nm——
* Any sensor
* Any protocol from IOT devices L""‘”‘: e —

ssssss

 NGSI or any other protocol - ‘J sy

* Fully Customizable THiBh. T =———— . .
- — MicroServices:

!
* Local and Cloud Dashboard = e _DHT
* Special MicroServices - \ s — - ModBus

— < st o - h H Id
‘‘‘‘‘‘‘ 5 \ iy e 5 rpi keyboard d ny shie

L =) w ledborg - EtC....
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3.3V Power - 1 2 - 5V Power .
SDA1-GPIO02 -3 O | 4 -5V Power Ll Tmperatiret - Raspberry Pi ~ storade
SCL1-GPIO03 -5 O 6 - Ground ST orariEcn P2 -
GPIO04-7 O | O 8- GPIO14 - TXD L I
Ground - 9 O 10 - GPIO15 - RxD ) Humigtyt [ rpi gpio %u [ tail %.
GPIO17 - 11 O | O 12 - GPIO18 i ¢
timestamp v a4 h Q
GPIO27 - 13 O 14 - Ground D $ X L |§ rp| gpm ] Ié file %:I
GPIO22 - 15 O | O 16 - GP1023 5 Humiatyz ¢
3.3V Power - 17 O 18 - GPIO24 _ -+ .
MOSI - GPIO10 - 19 O 20 - Ground Q| HOHECM PN © [ i mouse E}' | |
MISO - GPIO0S -21 O | O 22 - GP1025 O Temperatwez 0
SCLK - GPIO11-23 O | O 24 - GPIOS - CEO e — [ rpi keyboard [}. 'é file ]
Ground - 25 O 26 - GPIO7 - CE1 d
SD - 27 28 - SC ~ network
¥ Retrieval Map Search ~
GPIO05-29 O 30 - Ground
¥ ma
GPIC06-31 O | O 32 - GPIO12 ok /o o ‘_ o o L
GPIO13-33 O 34 - Ground + ) 5 " peran SRl - | == | — T
GPIO19-35 O | O 36 - GPIO16 s TR = :
‘)a‘g\l‘, 2
GPIO26 - 37 O | O 38 - GPIO20 * B,
Srouna 35 | © 40 —Grio e B
S
_ g
— N _ : [ ledbor ]
== Topic | rpi-ant11(BCM PIN 2)] }’ # g dashboard |
F e websocksat
= Sensor 20 _ [ Sense HAT %l
model DHT11 v 5 f
i o i l | dashboard
- 3 Leaflet | © Oper s e |§ Sense HAT ] websocket
= Pin 1 == -
numbening BCM GPIO v RaspberryPi_Environment EdgeDevice
= Pin number 2 v
& Name 1 msg.payload={"temperaturel”:{"value”:msg.payload , “"type":"Float"}};
2 return msg;

(e

jfj EJ JO!JJ C]t’ y QIJ 'F) € J})Ifj on‘B‘lg'Ea‘r\ hitecture, 101 FJ J—, Jg



City user

Would like to:

- Monitor and exploit
temperature and humidity

- Manage sensors

- Perform edge computing

- Using these data for
multiple applications

Click

UNIVERSITA DISIT
DEGLI STUDI l%nlnumfmo DISTRIBUTED SYSTEMS
FIRENZE | o&tfNStMazione | TECANOLOGIES Las

ga (A 2111 .
€ LOmputin

)

|OT Broker

here —,

)|

timestamp © [ I N RaspberryPi_Environment ) -3 event-log G =] split = - chart :=

@ Cuerying data

StepS: = Raspberry Environment
1. Registering the device and sensors o .
2. Create flow on edge device using NodeRed with Snap4City, sg AT EY RS FEmpermt T e

sending data to Broker

3. Use data from Broker on Snap4City IOT App

20

\
VALV A.\f

Y

0
21:06:00 21:26:00 22:07:00
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|

5‘;.! RaspberryPi_Environment

B Initiakzing

19/3/2018. 22:20:48 node: 1fc37579.28dbfo

msg.payload - string[459]

“[{"type":"EdgeDevice™ ,"id" : "RaspberryPi_Envirconment™,"attributes™:
[{"name”: "geoclocalization_lat" ,"type™:"Float”,"value 43 .798778" 3.,
name™ : "geclocalization_lon","type “Elont™ . "wBalueT s 1. 253522
name™ : "humidityl” ,"type™: "Float" value™:"30.00" 3,

name®™ : "humidity2™ ,"type™:"Float”,"value™”:"33.80" 3},

name *model”, “type”:“String”, “value”~:*"},

name™ : "temperaturel”™ ,"type™:"Float”, "value™":"26.90" 3,

"name”™ : "temperature2” ,"type”: "Float"”, "value”:"26.00"3>131"

1e/3/2018. 22:21:02 node: 1fc375790.28dbfo

msg payload : string[459]

"attributes™:
43 .798778" 3},
11.253522"3,

"EdgeDevice™ ,"id" : "RaspberryPi_Envircnment
"geoclocalization_lat"™ ,"type™:"Flocat”,"value
"geclocali tion_lon™,"type™
"humidityl "type™:"Float"™,
"name™ : "humidity2™,"type™:"Float™, "value
{"name™ : "model” , "type” :"String"”, "value™:" "},

{"name” : "temperaturel”™ ,"type™: "Float”, "value™:"26.00"3},
{"name™ : "temperature2” ,"type™:"Float”, "value”:"26.0©0"3>3131"

“[{"type

"name™

1fc375790.28dbfo

"EdgeDevice"™ ,"id" : "RaspberryPi_Environment™,"attributes™:
"geoclocalization_lat”,"type™: "43.798778"%},
"geclocalization_lon™,"type”:"Float"™, *11.253522"3},
“"humidity1l S ypeET s "Float”, "valuae”: "38.00"3 .
“humidity2™,"type™:"Float™, "value™:"35.80"3},

“model” ,"type” :"String”,"value™:""3},
"temperaturel”™,"type™:"Float™,"value":"26.0€"3},
“temperature2” ,"type™:"Float™, "value”":"26.20"3131"

1e/3/2018. 22:21:20 node: 1fc37570.28dbfo

msg.payload : string[459]

"EdgeDevice” ,"id" : "RaspberryPi_Envircnment™,"attributes™:
"geclocalization_lat”,"type™:"Flcat”,"value™":"43.798778" 3},
"geclocalization_lon™,"type”:"Float”,"value™:"11.253522"3},
“"humidityl™,"type™:"Float”™ value™:"30.80" 3},
“humidity2","type™:"Float™,"value™:"35.80"3},
"model”™ , "type" ", "value™ p P
"temperaturel”™, “Float™, "value™:"26.00"7},
{"name” : "temperature2”,

“[{"type~
[{"name™"

{"name"
{"name™

IOT on Big Data Architecture, 2019
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= | — — i - —
timestamp L X RaspberryPi_Environment — — event-log ™ — split - — : __ch:rt -
- Qi 5 b -
@]
Raspberry Environment

Edge Device

tem perature2

humidityl [] humidity2 [ ] temperature1

\
AL

0
21:06:00 21:26:00 21:46:00 22:07:00
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* Android, any version, App from:
https://www.snap4city.org/download/video/Snap

4All.apk
Mutual Authentication with certificates
Secure encrypted connection, NGSI

IOT Application inside

Any sensor + Local device sensors
Any protocol from IOT devices
NGSI or any other protocol

Fully Customizable
Local and Cloud Dashboard

Special MicroServices
https://www.snap4city.org/drupal/node/278
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termux-battery-
status

termux-camera-
info

termux-clipboard-
get

termux-contact-list

termux-telephony-
cellinfo

termux-telephony-
deviceinfo

termux-tts-engines

lermux-camera-
photo

termux-clipboard-
set

termux-dialeg
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termux-download

termux-location

termux-tis-speak

termux-vibrate

termux-sms-inbox

termux-toast

termux-sms-send

termux-share

termux-notification

termux-wifi-
connectioninfo

termux-wifi-
scaninfo

D
TECHNOLOGIES LAB

< > < localhost O

) Vibrte /]

@ Created on dashboard

®m m 9

e e S—
ONEE O < — S
@ Created on dashboard e \ = Aoy =
_ A staws O )
=== = ® Authenticzton Ok

¢VSNAPlcy

K7 100% B10:25

MicroServices:

- Snap4City

- Termux Snap4City specific
- etc.

¥ 4100501025

<7 locathost (6] @ m ®
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Edit impulse-button node

y - node properties

v | Create New

me BatteryStatus
Edit Dashboard | View Dashboard

You must have an account with Snapdcity to use this node. You can register for one
here

> node settings
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Sii-Mobility: Dynamic Signage and Street Ving

Control

Room
Video

Decisor

S

loT Edge <
||—-| .
&) °

Local Control
Dashboard

Safe and resilient solution
manging Degradated conditions
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Seénsors

an Open Access Journal by MDPI

O1 Tor IViobility Intrastructure |

» C. Badii, P. Bellini, A. Difino,
P. Nesi, "Sii-Mobility: an —= =
IOT/IOE architecture to B s
enhance smart city services —
of mobility and ; ===
transportation", E
Sensors, MDPI, 2019 =

* https://www.mdpi.com/14
24-8220/19/1/1/pdf
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PaxCounter devices

 Fixed PaxCounter LoraWan
— Based on Wi-Fi- Bluetooth

e Mobile PaxCounter LoraWan
e Based on Wi-Fi- Bluetooth

* Fixed
PaxCounter(LoraWan+Wifi

out)
— Based on Wi-Fi- Bluetooth

https://www.snap4city.org/drupal/node/456
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Mon 23 Sep 18:39:46

s4cmobpaxantOl - wifi (H24)

s4cmobpaxant0l ¥

s4cmobpaxantO] - wifi (1 Week)

19. Sep 20.Sep 21.Sep

Begin 3:00

Finish 5:30 > :
: S rader-Tiend

Cumulative Mode Active from 2019- C SR .
Pt bt it oey Device in Cumulative
CUMULATIVE MODE OFF 23T0530:00.000Z Mode OFF

23.5ep

@ |5 oo | 282 ¢snAPAcny
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Creating IOT Applications for:
— Controlling industrial/local processes locally and globally
— Exploiting 10T Edge for local IOT Applications

* Local smartness, limited computational capabilities, limited dashboarding
* Resilience wrt lack of power and connectivity: autonomous

— Sending data on Cloud via secure connection and for:
business intelligence, data analytics, machine learning
Global scale and local scale analytics

Dashboarding at global scale

remote control and actions on industrial processes

Logging of the activities
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* A large range of Devices can be used on Snap4City:
— Proprietary or Open HW/SW.
— Devices of/for makers on which we provide Open source code

 Documentation and instructions:
— TC9.4 - 10T application exploiting Edge computing with Raspberry
— TC9.7 - Connection from LoraWan Dragino/arduino to Orion broker
— Snap4City: Arduino & ESP8266 IOT Device NGSI
— SnapA4City IOT Devices Registration
— Snap4All 10T Button: based on ESP32, NGSI compliant secure connection
— IDE Setup for Snap4All 10T Button, and source code
— Registering IOT Edge: example of Raspberry Pi, total security
— Creating: 10T Device, Raspberry Pi based, totally compliant with Snap4City
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On the field

I On Cloud / On premise
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e User data protection (by
design)

* Encryption on _any_ personal
data and storing in an isolated
environment

* Ownership and delegation (user
access control and consent
management)

* Accessible remotely via APIS
with authentication and
authorization (LDAP and
OpenlDconnect)

* Description of user
credentials Roles / Groups /
Organization

* In an encrypted way (TSL/SSL)

* Elapsing time (by default)
* Deleting by temporally marking
(investigative authorities audits)
* Tracking any activities 2
monitoring and auditing
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* For example:
—From IOT Broker to 10T Applications: sending data

—From 10T Applications to
 |OT Brokers: registering, subscribing, sending, etc.

 MyPersonalData: save and reload (key + personal data + personal KPI)
e Dashboards

* etc.
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Florence data overview

A table based overview over city main data

Servizi agli Utenti

Wed 18 Jan @ 19:19:10

Air Quality Index Weather stations

Florence events 2017 overview
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Smart City Data Overview 2
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* Users are going to decide to: -
— provide access to who, for do what, until we consent

— accept terms of use by signed consent for each data Y
management service, before was a simple informed consent

* from each service, the user has to be capable to .

Correctness
Transparency
Security
Integrity
Privacy
Auditing

— See what the provider collect in terms of its Data Type: traces, logs, paths,

profiles, accesses, |IOT devices, sensors, maps, etc.
— Download, delete, inspect each single Data Type

— Auditing and Revoke access or grant access right to each single Data Type
— Delete all Data Types in single shot or singularly (forget all about me)

IOT on Big Data Architecture, 2019
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* |f personal data are published by the owner

— the data have to be released anonymously,
- also in this case they can be revoked at any time:

— Complexity reside on: distributed vs centralized control, revoke of
Votes/scores, comments, .... If they are saved singularly or they already
exploited in processing

 GDPR also imposes Technical Constraints such as: SO
— Secure connection in any private data exchange GG
— Encrypted data store for all private data Data Storage

N—

— Decoupling data and personal IDs
— Allow the Auditing of private data usage

 Relevant taxation is foreseen when rules are violated, % of turnover

IOT on Big Data Architecture, 2019
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My Personal Data Types

 Manage Profile and MyPersonalData

e My profile data and Blog

* Mypersonaldatat "7{’3 2 e For eaCh Data TypeZ

o My IOT sensor data servidss UR

e My IOT sensor data service GraphID — Start as private 2 making them public

+ My Annotation data (anonymous) and revoke

e Mv IOT Device

+ My IOT Applications — The Owner is the only one that can: (1) modify
» My Dashboards values; (2) change the ownership

o Auditing Access to My Data

— Define/revoke Delegation to Access
— Delete/forget per Data Type and “me all!”.
Forget me all — Auditing
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Person...(&m) * 2018-06-22

] 18:09: 05 V lu

; > 50 - Io
Humidity too high

DINFO

e 1) Social IOT: A group of friends share some data with other according to GDPR: GPS
position, Medical parameters as Glucose, etc.

e 2)saving and retrieve personal sensitive information.

The users manage their Personal data via personal mobile Dash and IOT App, and

configuration on the portal and/or Mobile App

IOT on Big Data Architecture, 2019 131
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 Complexity of GDPR with end-to-end secure connections

— |OT Platforms as AWS, Microsoft Azure, Google IOT, etc. are not
compliant yet.

— Smart city GIS platforms as ESRI ArcGIS are not compliant yet.
— Many Smart City platforms are not compliant yet.

* Limitations are usually applied to simplify the solutions

— Limiting the number of supported protocols
— Selling proprietary devices that may be attached on that secure chain

* SnapA4City is resulting platform developed for Helsinki and
Antwerp to satisfy the above described requirements in Open
Source

IOT on Big Data Architecture, 2019
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Https://www.snap4city.org

— |t contains about 30 articles, 20 video and 150 Tutorials about the
platforms

Https://www.km4city.org

— If contains about video and a number of technical manuals
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