srersom | DINFO | DISE
FIRENZE | REayo 0 A
F I R_E N Z E DELLINFORMAZIONE TECHMOLOGIES LAB

+  an|
SNAPicity =
Powered by

Sistemi Distribuiti, Arcnitetture e Soluzioni IOT

https://www.snap4City.org  https://www.Km4City.org
A -

https://www.disit.org/
Paolo Nesi, paolo.nesi@unifi.it

P

11
)

@060

EY  MZ MO ,ZEiI]h'IE RIEHTS RESERVED
A 4

.))

b
;;



https://www.disit.org/
mailto:paolo.nesi@unifi.it
http://creativecommons.org/licenses/by-nc-nd/3.0/
http://creativecommons.org/licenses/by-nc-sa/3.0/
https://www.km4city.org/
https://www.snap4city.org/

loT HARDWARE
Technology Guide

D)

loT
LONG RANGE
DEVICES

loT
SMARTPHONE +
DEVICES

SAFETY

7

WEARABLE®

REMOTES
Sistemi Distribuiti, Archittetture e Soluzioni 10T, 2020



+ |1 - Nascondi Menui

B

H o & 1€ vicaiLce
- Fermate Firenze | Comuni in Toscana | Ricerca Testuale

‘0 Seleziona una provincia:

- FIRENZE v

Seleziona un comune:
((4 FIRENZE v

—Actual Selection

COMUNE di FIRENZE

- Nascondi Menu °

izt
‘z

Giovedi Venerdi sabato *
°
[ ]
poco e — ijCO nuvoloso poco nuvoloso velato
| osecior°C schiarite 20°C 1 33°C / /

aner | aner

E °
http://servicemap.kmdcity.org Hj | o

Basilica

Road Graph (Tuscany region)
132,923 Roads , 389,711 Road Elements
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Info on: points, paths, areas, etc.
Services (20 cat, 512 cat.)

16 Public Transport Operators

» 21.280 Bus stops & 1081 bus lines
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Dynamlc/real time in Tuscany Region

Real time bus lines: 144 updates X day X line

1081 Transport Pub Lines: 1-2 up per day, time-path
>210 parking lots status: 76 updates X day X sensor
>796 traffic Sensors: 288 updates X day X sensor
285 weather area: 2 updates X day X area

>12 hospital Triage status: 96 updates X day X FA

22 Environmental data: 20 updates X day X sensor
39 Bike Sharing data: Pisa and Siena

12 Pollination data

140 recharging stations

Smart benches, waste mng, irrigators, lighting,...
Florence ent.events: about 60 new events X day
Different kinds of Florence traffic events,

[1600 Fuel stations: 1 update X day X station]

Wi-Fi: > 400.000 measures X day

App mobiles: >50.000 measures X day

more than 40.000 distinct users X day

From 600.000 to 4.5 M Tweets X day

many IOT sensors
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[E What is enabling and providing smart services
t « Smart Parking, in Tuscany
Smart First Aid in Tuscany
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Smart Fuel pricing in Tuscany
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Smart search for POl and public transport srv.

Public Transportation in Tuscany

Routing in Tuscany

Social Media Monitoring and acting

Traffic events and Resilience in Florence

Bike Sharing in Pisa and Siena

Recharge stations for e-vehicles

Entertainment Events in Florence

Traffic Sensors in Tuscany

Weather forecast/condition in Tuscany

Pollution and Pollination in Tuscany

People Monitoring Assessment in the City, in
| Florence via WiFi

w0 | * People Monitoring, in Tuscany via App
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All Point of Interests, cultural activities, 10T, ...
Over than 1.2 Million of complex events per day!
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IOT Main Concept

K -»-u@ The implementation of smart services may implies the:
& acquisition of data from the field
& computation and imposition of actions/values
&« Save of historical values, computer data analytics, etc.

DINFO |DISIT

ISTRIBUTED SYSTEMS

Computation

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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|OT Main Concept

=0 The Implementation of smart services may implies the:
& acquisition of data from the field
& computation and imposition of actions/values
&« Save of historical values, computer data analytics, etc.
| IOE Device

o7 dge
IOT App IOT App
Computation Computation
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Edge/Fog Layer Gatewa
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Edge Computing, Fog Computing

=3 "Web Browser
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Channel - sink
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event

Turrme
e et a0

— T notifyContext | "“5"‘“’
~ 7] notifyContest 5] registerContext
. 10T Broker loT Discovery

f

\E} subscribeCantext

T . e — —

Backend Device
Mianagene nt

e

&), 8] discoverContaext
Availability

P
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6} subscribeCorprext
r .l"r?l notifyContext
-~ 3) registerContext
_-_2} registerComntext
|
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Other Protocols: ULZ.0/HTTP,
MOTT, LWMZM/CoAR, ete.
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Handling
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loT Device and

Management
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Management Chapter
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|OT Context Broker

0 Context Broker operations: & data
% Context Producers publish data/context elements by invoking the
Broker.

& Context Consumers can retrieve data/context elements by invoking the
on a Context Broker

update

/7§§

Context Broker

LN

operations on a Context

operations
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IOT Discovery
._ .
IOT Server/Directory

IOT broker

N,/

1 kl Q
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PP 0T Gatzway Wrapper/adapter | | Edge 77|
0TE7) T S
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Conceptual architecture

Cloud

IOT Context Broker

IOT Auth.

Support Q Q\ Q

Field

IOT Device Management
IOT Broker IOT Discovery ' Q Q
N N~
Wrapper/adapter N Ve
\ S
RabbltMQ \\ \\\\
N A} '\ S~
\ ~
’l \\ \\\ \\\
1 S S
| \ S
v - A |OT Edge
IOT Broker |IOT Discovery \
Actuators /
Sensors Actuators Sensors Actuators Sensors
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[mum-r

T
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Basic C(' SNAPcrty

"L
-------
.
.

|OT Broker/
|IOT Gateway

subscribe

|OT Application

receiver

)

~-="Nn \
/7 f \

I \

Device

Sensors ﬁl

|OT Broker/
|OT Gateway

1
7/

-

~

IOT
Device

Actuator

* Sensors are programmed to send data (i) periodically,
or (ii) when a relevant change occurs in the sensor
value, or (iii) when events occur (for example a
change of status of something), etc.

* Actuator perform some action on the field: change of
status, reset, turn on something, change setting

value, etc.

Publish

|IOT Application are data driven functional programs for data
transformation.

The IOT Application can subscribe to some 10T Brokers to receive data
in Push from a specific 10T Device (sensor)

The IOT App can publish some message toward some IOT Device
(Actuator), passing via an |OT Broker.

Continuous lines are messages via TCP/IP

Dashed lines are message via some radio channel (Lora, BT, Wi-Fi, ...)
|IOT Brokers and 10T Gateway can be distinct servers

|IOT Brokers can be on cloud

IOT Gateway performs the SW update, the business management,
access in Push and Pull

Sistemi Distribuiti, Archittetture e Soluzioni I0T, 2020
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* 10T Brokers can be connected each other - e
» Adapters / Wrappers transcode one o
message from one protocol to another IR I subscribe

|OT Application|

receiver

-
.
el
.
.
PR
. 2
R P
*
.
.
.
.
.
o
-

g _-z>

|OT Broker IOT Brokeru
7 10T Edge may include 10T
= |OT Gateway |OT Edge Applications
|IOT Gateway |IOT Broker 3 * Missing knowledge about
ol ,/;T 0T Gateway \/./‘\\ ‘A i the semantic of |OT devices
A ) Adapter/ S /AN * Lack of capability for IOT
? : L= :'\ Wrapper Discovery: value type,
“ A location, etc., which could
VI
Device — be used by IOT App

\

Lack of Storage of data
values over time

Device

Device
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D OT DI Discovery requested data
N~ iscover b ,
Y NN = 10T App'lic‘éltiéonl
Knowledge £ e I subscribe 5
Base , iR | :
|OT Directory |  _.© o receiver
10T | vy ;
Re
|OT Broker
1T
7 * |OT Edge may include IOT
= qo) |OT Gateway |OT Edge Applications
IOT Gateway |OT Broker 3 * Missing knowledge about
e ,/7? IOT Gateway \/'A\ i 7 the semantic of |OT devices
/7 ) Adapter/ ~§ /AN * Lack of capability for 10T
? I - ::\ Wrapper Discovery: value type,
R A location, etc., which could
VI
Device ? - 2% be used by IOT App
Lack of Storage of data

values over time

Device Device

Sistemi Distribuiti, Archittetture e Soluzioni I0T, 2020



UNIVERSITA
DEGLI STUDI

FIRENZE

NFO

DIPARTIMENTO DI
INGEGNERIA
DELLINFORMAZIONE

Cg‘nmumcatlon Patterns

%ﬁﬁ

Y S

Discover, register
and “thrust”™ new
devices on the
network

Registration
Search and registration

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

Telemety
Information Flows

From device to
another system for
conweying status
changes in the
device

Push

Inquines
Requests from
devices looking to
gather required
information or asking
to initiate activities

Sistemi Distribuiti, Archittetture e Soluzioni IOT, 2020

Commands

Commands from
other systems to a
gevice or a goup
of devices to
perform specific
activities

Bulk action

|OT/IOE Protocols

Notufications
Information fiows
from other
systems to a
device or a gFoup
for conveying
status changes in
the worid

O O O O O O 4@

(-

MQTT
HTTP(s)
AMQP
COAP
NGSI
OneM2M

WebSocket
S

Etc.

18
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* Not all Communication Patterns are supported by all Protocols
* Protocols implement Patterns, + formats, + sequences, etc.

* They are referred at level of communications
— |OT Device €< =2 10T Gateway < —2> |OT Broker

* |OT Protocols mostly used at level of IP are:
— NGSI V1/2, MQTT, COAP, AMQP, OneM2M, WS, ModBUS, ....

* Radio protocols are: Lora, ZigBee, 3G, Wi-Fi, etc.
 Formats: JSON, Geo-JSON, Linked Data, XML, CSV, ...
* Coding and compression: ZIP, baseb64, etc..

Sistemi Distribuiti, Archittetture e Soluzioni I0T, 2020
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|OT Brokers

NGS®.

: /\ AMQP STOMP IMS COAP NGSI MQTT
OASIS

RabbitMQ \ X X X X X

Mosquitto | X

ActiveMQ X X X X

StormMQ X

HIVEMQ / X X

ORIONE/ X X X

BROKE

f ™ 'I
uhs:ﬂhe
Fublish —§» MQT oker 3: MEEEEQE

b Rabbit

\_/———'\—\__\

RaspberryFi
with sensp

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018


http://www.hivemq.com/wp-content/uploads/pub-sub-broker-1.png

UNIVERSITA
DEGLI STUDI

DINFO

D STRIBU ED SYSTEMS

ST | FIRENZE DE&.NFOHWONEI COT k I
S THINGS == p
Session MQTT, SMQTT, CoRE, DDS, Security Management
AMQP , XMPP, CoAP, ...
| TCG, IEEE 1905,
Network | Encapsulation| 6LowPAN, 6TiSCH, 6Lo, Oath 2.0, IEEE 1451,
Thread, ... SMACK,
SASL,
Routing RPL, CORPL, CARP, ISASecure,

Datalink IM Y, e

-Wave ee Smart, @
DECT/ULE, NFC, i
Weightless, Ho lug GP,

802.11ah, 802.15.4e, G.9959,

WirelessHART, DASH7,

ANT+, LTE-A, LoRaWAN,
N —
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DISTRIBUTED SYSTEMS

http GET vs POST

GET

POST

Data will be re-submitted (the browser should alert the user

BACK button/Reload Harmless that the data are about to be re-submitted)
Bookmarked Can be marked Cannot be bookmarked
Cached Can@ached)

Encoding type

application/x-www-form-urlencoded

Notcached>
Notcache«

application/x-www-form-urlencoded or multipart/form-data.
Use multipart encoding for binary data

History

Parameters remain in browser history

Parameters are not saved in browser history

Restrictions on data length

Yes, when sending data, the GET method
adds the data to the URL; and the length
of a URL is limited (maximum URL length
is 2048 characters)

No restrictions

Restrictions on data type

Only ASCII characters allowed

N@trictionsi?,inary data is also aIIowed/\

T N — e

GET is less secure compared to POST
because data sent is part of the URL

N— ES———

POST is-alittle safer than GET because the parameters are

Security Never use GET when sending passwords |not stored in browser history or in web server logs
or other sensitive information!
Visibility Data is visible to everyone in the URL Data is not displayed in the URL

- T ~—

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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IOT Brokers

NGSE:
AMQP STOMP JMS COAP NGSI MQTT
" OASIS
RabbitMQ X X X X X
Mosqitto X
ActiveMQ X X X X
StormMQ/ X
HIVE X X
ORION X X X
BROKER
T M s——

}—— 1:Subscribe
&E:Pu blish —» MQTT EBroker 3:Message

RaspberryFi Control Center

with sensors E R a b b | _t
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°”“%E°“°Fﬁ]5arison high level 10T protocols
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: Security and Header Size Max

Protocols UDP/TCP Architecture 00S (bytes) Length(bytes)
MQTT TCP Pub/Sub Both 2 5

AMQP TCP Pub/Sub Both 8 -

CoAP UDP Reg/Res Both 4 20 (typical)
XMPP TCP Both Security - -

DDS TCP/UDP Pub/Sub QoS - -

@ TCP/IP 9 — o
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DISIT

WIQTT Message Queue Telemetry Transport

" securlty obtained with SSL/TLS since it is over TCP

0 ISO/IEC PRF 20922

0 Over TCP/IP, Async, pub/subscribe,
0 payload agnostic (can be encrypted)

' )
Publhishers

Publish

Subscri

-

1T

N

T
. T

Broker

Cluewe or Topic Endpoint

f,f

Subscribers

/I

,/*
R
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W Gio= g
L1 INTCDMET -7

PUBLISH [QoS = 0]

MQTT QoS
QoS 0: At mt once (fire and forget)

PUBLISH

Delete message

QoS 1 : At least once

Store message

PUBLISH [QoS = 1]

Store message
PUBLISH

QoS 2 : Exactly once

Store message

PUBLISH [QoS = 2]

PUBREC

PUBACK

Delete message

Delete message

Store message
PUBLISH

PUBREL

PUBCOMP

Delete message

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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DISIT
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AMQP Advanced Message Queuing Protocol

dOver TCP, binary wire protocol
dExchange decoupling

' ™ e 5

Publishers Publlsh/' Broker \ SHhacHDe Subscribers

= -
- L
£
~
-~
"
-~
S
-
-___,.a-f’ e
-
¥ -~
-
- l .I'H--
Exchanose -
— LN N
\ teteagy
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S COoAP: Constrained Application Protocol

IPARTIMENTO DI

Di
INGEGNERIA
DELLINFORMAZIONE

0O security obtained with DTLS, Datagram TLS
0 HTTP like over UDP with fixed header, no TCP

Client Servers Client Servers i hent Servers Client Servers
, i

_ CON message . CON message

COMN message . —. -
- ACE message - ACK message
NOMN message
ACK message
|- COMN message COMN message &l

ACK message MACOCK message

il -

Piggvback

Confirmable Non- Confirmable

Separate

Message

Messages

Messages

Messages

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018 29
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- " STOMP Streaming Text Oriented Messaging Protocol
& Similar to HTTP

0 XMPP: Extensible Messaging and Presence Protocol
&% Based on XML, proposed by IETF
& Over TCP, can use HTTP

0 WAMP: Web Application Messaging Protocol
% WebSocket protocol by IANA
& Over level 6

0 SNMP by IETF, level 7
% Over UDP, or IP
& Monitoring status of servers

0 SigFOX

0 OneM2M AIOTI
& a strategic enabler for 10T applications and companies developing IoT solutions

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018
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= Comparison of lowlevel 10T prot.

IIIIIIIII

o _l'iIProtocoIIi Standard Frequenza Range Data Rates
~loT S~
Bluetooth  |Bluetooth 4.2 2.4GHz (ISM) 50-150m (Smart/BLE) ([1Mbps (Smart/BLE)
ZigBee ZigBee 3.0 based on 2.4GHz 10-100m 250kbps
IEEES02.15.4 T T
6LOWPAN |[RFC6282 (adapted and used over a variety |Vedi protocollo di \edi protocollo di supporto
of other networking media supporto

including Bluetooth Smart
(2.4GHz) or ZigBee or low-power
RF (sub-1GHz)

WiFi Based on 2.4GHz and 5GHz bands Approximately 50m 600 Mbps maximum, but 150-200Mbps is
802.11n (most 1 e ~Sjoretypical, depending on channel
common usage in frequency used and number of antennas
homes today) (latest 802.11-ac standard should offer
500Mbps to 1Gbps)
Cellular GSM/GPRS/EDGE [900/1800/1900/2100MHz 35km max for GSM; (typical download): 35-170kps (GPRS), 120-
(2G), UMTS/HSPA 200km max for HSPA  [384kbps (EDGE), 384Kbps-2Mbps (UMTYS),

(3G), LTE (4G) 600kbps-10Mbps (HSPA), 3-10Mbps (LTE)

NFC ISO/IEC 18000-3  [13.56MHz (ISM) . 10cm 100_420Kbps

LoRaWAN [LoRaWAN \/arious ceu/rop\@)ﬂz) <m \/5 @ 0.3-50 kbps
N—— nvironment) %9/’/"7(/
M@ /\/m/‘/ 15km (suburban
A environment)

Sistemi Distribuiti, Univ. Firenze, Paolo Nesi 2017-2018 31



"Gn“.m,

UNIVERSITA *
§¢ [ | DINFO | DISIT , ey
FIRENZE | BSieiamaone | SENGSES as CITY

g

Rea\ T\me : SRS OSDUNOS - aifepee

Snap4city Platform
Data Shadow

. H b, ) b —, p
4 H \Stor\c .- \ 2 l\‘__'_/’_‘\t_ ‘,/'_k\\‘ ' . *\\\‘ / b, 4 hy A
. -

Dashboards also provide
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MindSphere

PTC ThingWorkx [59]
Bosch loT Suite [58]
Smarthing Samsung [52]

10T eclipse.org [56]
IOT IGNITE [57]
CISCO Jasper [55]

FIWARE [47]
Homekit Apple [50]

Snap4City
Thingsboard [55]
ARM mbed loT [48]
Airvantage [51]
Azure IOT [44]
Siemens

[60]

Carriots [54]
Google 10T [45]




Azure IoT AWS Google IoT

Data di rilascio (Out of beta) Febbraio 2016 Dicembre 2015  Febbraio 2018

Quota di mercato 31.21% 51.82% 18.79%

0%

E0%
50%
40%
30%,
20%
10%

0%

A

=
- & o

B2.61%
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Azure [oT AWS Google IoT
Data di Rilascio Febbraio 2016 Dicembre 2015 Febbraio 2018
(Out of Beta)
Documentazione Ottima Molto Buona Sufficiente
Certificazione Ottenibile inviando Ottenibile Ottenibile
I'applicazione sostenendo sostenendo
sviluppata esami relativi esami relativi
a specifici ambiti a specifici
ambiti
Tipologia Non definita Per Cloud
Certificazione specializzazione Architect,
(Big Data, Data
Security ecc) Engineer,
oppure per ruolo Suite
(Architect, Administrator
Developer ecc)
Vantaggi Logo, crediti, Accesso alla Non previsti
sottoscrizioni, community, logo,
consulenze, accesso merchandise,
allacommunityed  accesso ad eventi

eventi

Azure IoT AWS Google IoT
Architettura Hub che I dati vengono Core che
comunica con raccolti dal Rules comunica con
tutti gli altri Engine e dal Device Funzioni,
Servizi. Shadows. A partire Pub/Sub e
da questi si attivano  Dataflow. Questo
i vari servizi. si interfaccia agli
altri servizi
N
@ REST REST REST
Protocolli MQTT, @
MQTT®
WebSocket, MQTT, MQTT on MQTT, HTTP
AMQP on WebSocket, H'ITI@
WebSocket, -
HTTPS, (1)
Sicurezza TLS TLS (mutual) TLS
Autenticazione  SAS Token, IAM, X.509, IAM, Amazon JSON Token,
X.509 Cognito, Federated, [AM, x.509
(2)
SDK .NET, Java, C, Javascript, Java, Go, Java, .NET,
Node.js, C, Python, I0S, Javascript, I0S,
Python, (3) Android, Arduino Android, PHP,
Yun Ruby, Python
tarter Kit Intel. Raspberry Broadcome, Marvell, Microchip,
Pi, Freescale, Renesas, Texas Adafruit,
Texas Instruments, Intel, Marvell,
Instruments, Microchip, Seeed, TechNexion,
Seeed, resin.io, Mediatek, Grove, Realtek,
MinnowBoard, Qualcomm, Allwinner,
BeagleBoard BeagleBoard MangOH.

2V



Azure IoT AWS Google IoT
Edge Azure IoT AWS Google IoT
Storage Blob, CosmosDB, Prot i MQTT, AMQP, MQTT, MQTT MQTT, HTTP
SQL MQTT on on WebSocket,
A - WebSocket, HTTPS
Big Data /) / / HTTPS,
C_\,_\ AMOQP on
4
Data Visualization @er Bi 'D </_> WebSocket
C
Artificial Intellizence >( Communication | Telemetry, Query, Telemetry, Query, Telemetry, Query,
& ?( —>< Notification, Notification, Notification,
. Command Command Command
Intelligence API Language, Speech, .
Vision, Knowledge X P \
Azure IoT AWS Google IoT Azure IoT AWS Google ToT
Prezzo  Diverse fasce di prezzo Costo unitario per Costo basato Scalability Scaling da Servizio di Servizio di scaling
in base al numero di messaggio e per tempo di sul volume di conﬂgura[e sC almg_ automatico
messaggi scambiati connessione del dati scambiati medl_ante automatico
dispositivo funzione
Azure IoT AWS Google IoT Rimborsi 10% di 10% di 10% di rimborso fino al
rimborso finoal rimborso fino al 09%, nella fascia fino al
. 99%, al di sotto 09%, al di sotto 05% viene restituito il 25%
Sicurezza TLS TLS (mutual) TLS Viene Viene e al di sotto di questa il 50%
rimborsato il rimborsato il
Autenticazione SAS Token, X.509, IAM, Amazon Cognito, JSON Token, 25% 30%
IAM, x.509 Federated Identities [IAM, X.509
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/ AWS SERVICES
W s ,

MESSAGES

AWS loT DEVICE SDK

Set of dient libraries to connect,
authenticate and exchange messages -

— T T

N i

. Tha

AUTHENTICATION DEVICE GATEWAY
& AUTHORIZATION Communicate with devices via
\—Seesawithrmutdsl_— MQTT, WebSaockets, and

authentication and encryption HTTP11

| MESSAGES
2 q ......... D

: APPLICATIONS
sk f DEVICE SHADOWS Applications can connect to

U Persistent device state shadows at any time using an AP
@ during intermittent ; ™
: <

REGISTRY

Assign a unique identity
to each devices

connections

. AWS loT API @
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Azure loT Suite remote monitoring

Azure 2
Active m b Bmg Maps

. Power B
Directory

— &
Web App
hosting

O\

Devices

’—> Solution
Conere
Storage blob OocumentDB
: Back-end
2 RuG __.@_4[__,@ systems and
L -

rocesses
C# simulator P

loTHub  Stream . EventHubs e Job hosting LogicApp
Analytics FventProcessnrHost
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https://www.snap4city.org/

URBAN PLATFORM: SMART CITY IOT AS A SERVICE AND ON PREMISE

DASHBOARDS & APPLICATIONS MOBILE & WEB APPLICATIONS

EN APPLICATIOPNS « PTAL TIME
NG * BATCH PROCISSING =~ ANY UASHBORDS «{¢

APPLIANCE v, R PROTACOL S FORMAT * DECIZON JP
CONTAINERS J@Ssiisie 50, MICROSERVICES & ADVANCED SMAR' CiTY 4Pl

* SITUATION ROOM * OPER/ (O« DEVELOPMEN SUGGESTIONS * MOBILE APPS
SS INTELLIGENCE * WHAT-IF ANALYSIS * MCAIITOR ANELS * PLATFORM UTILITIES »
T + SIMULATIONS * RISK A:4ALYSIS REAOWAIDUSE SMART APPLICATIONS
RESILIENCE ANALYSIS

LIVING LAB - DEV TOOLS - COWORKING BIZ TATA - DATA AMNALYTICS DATA ANALYTICS TOOLS - MICRO-APPLICATIONS

+ IOT EDGE

* PRIVACY + 10T GATEWAY
* ASSESSMENT + PAX COUNTERS
* AUDITING + 10T BUTTONS

* ATIOMALY DETEZTION < W [1AT-IF APALYSIS « TR

“EAL TIME HEATMAPS ~ I'OUTING * ALERTING
ASSISSTANTS * SMART SC'LUT?ONS * SMART SHAR * PARTECIPATORY

DATA AGCREGAT KNOWLEDGE BASE - EXPERT SYSTEM OF THE CITY - BIG OATA STORE
IOT MNG - DATA MNG - DATA INSPECTOR - PROCESS MNG - USER ENGAGEMENT - GDPR MNG ...

' PERSANAL
Ea Bad B2 BN BN B WY B B

TEST CASES, SCENARIOUS, VIDEOS, HACKATHONS
+ OPEN SOURCES, COMMUNITY OF CITIES
* TRAINING TUTORIALS, COMMUNITY MANAGEMENT

©]
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WWW.shap4city.org

Home Howand WhyTo Useit v Tools v Tutorials and Videos v

LOGIN

@ Dashboards (Public)

¥ Knowledge and Maps «
W Service Map (Toscana)
W Service Map 3D (Firenze)
W Helsinki Service Map
M Garda Lake Service Map
M Cagliari Service Map
W Service Map 3D {Helsinki)

Micro Applications
External Services

Data Set Manager: Data Gate

*s Resource Manager

o — ?ﬁb@ e

" am:
DT

Development Tools ¥

<o Management ¥

LA

Help and Contacts ¥

Tutorials Scenarious Innovations Interoperability Installations What People say

o—q - sacer
d% |=%| R, TR API
x Jf = : e 2 T

- ¢ )t |°""° et Y SNAPdcnry B

Mobile Apps 10T Devices |0T Applications DataAnalytics Dashboards LivingLab Smart City API rakiing Saichy

- é.SNAp4CITy on rom Data to Sentient Cities in a Snap
SMARTCITY EUROPEAN OPEN

Documentation and Articles ¥

Ay
-Any- v

Km4City portal

DISIT Lab portal

Program and Interactive Slides

- = == : Powered by
Smart ,CIty EXPO WORLD CONGRESS ‘:—3 SCIENCE CLOUD www.kmdcity.org
Ontolo Articles 1321 Nov. 2019 '
gy See you at Stand A118 * BHLOOR P FOLA COMEDTR B
Smart Cities need to set up a flexible Living Lab to cope with the city evolution in terms of services and city users' needs and sustainability. Snap4City solution Node-RED
(httr V.SNaf .org) provides a flexible method and solution to quickly create a large range of smart city applications exploiting heterogeneous data and enabling services for
stakeholders by |IOT/IOE, data analytics and big data technologies. Snap4City applications may exploit multiple paradigms as data driven, stream and batch processing, putting co- Virtual
creation tools in the hands of: (i) Smart Living Lab users and developers a plethora of solutions to develop applications without vendor lock-in nor technology lock-in, (ii) final users Assistant

customizable / flexible mobile Apps and tools, (iii) city operators and decision makers specialized / sophisticated city dashboards and IOT/IOE applications for city status monitoring,
control and decision support. Snap4City satisfies all the expected requirements of Select4Cities challenge PCP and much more, and it is 100% open source, scalable, robust, respects
user needs and privacy; provides MicroServices and easily replaceable tools; compliant with GDPR; provides a set of tools for knowledge and living lab management, and it is compliant
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Compliant with: AMQP, COAP, MQTT, OneM2M, HTTP, HTTPS, TLS, Rest Call,
SMTP TCP, UDP, NGSI LoRa, LoRaWan @ngiNng SigFOX, DATEX I,
SOAP WSDL, TW|tter FaceBook Telegram, SMS, OLAP, MySQL, Mongo, HBASE,
SOLR, SPARQL, EMAIL, FTP, FTPS, WebSocket, WebSocket Secure, ModBUS, QPC,
GML, RS485, WFS, WMS, ODBC, JDBC, Elastic Search, Phoenix, XML, JSON, CSV,
db, GeoJSON, Enfuser FMI, Android, Raspberry Pi, Local File System, ESP32,
Libelium, IBIMET, OBD2, SVG, XLS, XLSX, TXT, HTML, CSS, etc.

\—’_\—'

@F"""dati"" E Fl- E@15 bee smart city

Node-RED digital ecosystem

| EUROPEAN OPEN
47 sigfox ¥ kan HGIL @ esri italia My . SCIENCE CLOUD

partner network it scmes orunmne
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Level 3 user: add personal devices and create Dasi

* With Smart city data and information +

* Personal IOT/IOE, which can be registered and created
|IOT and City data World My Dashboard
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T T 7 = ==| / Manager(§ . =B
Registerin \ ‘ :
|OT Application 6

| gl

—4 l Discoverin; I

~—_  Knowledge Base,
\

VMomn A2
NTTI=rCiLy

i *
\ .
Tt g

Final user
Manager

0.0 HIREE |
!

ServiceMa
Knowledge Base

Browsing‘

Knowledge 4hd Storage
Data from the Field and
City

Dashboard Wizard
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Registers 10T Brokers
— Different kind of Brokers, different kinds of authentications and protocols

— Registered IOT Orion Brokers can be queried for collecting their managed devices, so that
those IOT Devices are registered

Registers IOT Devices: singularly or at groups (in Bulk)

— Registration can be custom or based on |IOT Device Model

— |OT Edge are registered as special 10T Devices

— Registered IOT Devices are saved into local Data base and Knowledge Base

Provides support for security aspects:

— Generation of Certificates, Keys, etc.

— Collection of keys when IOT devices are on some |0OT Gateway or Second Level IOT Broker.
Manages Ownership and Delegation for

— 10T brokers, IOT devices, |I0T Device Values
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JQTDJFfCEQf/rjr ures vs Users Role

|OT Sensor/Actuator  Browse, use Several Tools
Delegate |OT Directory X X X
Discovery KB, API, MicroServices X X X
|OT Devices Browse, use Several Tools X X X
Add/change/Delete |OT Directory, API, .. X X X
Add in Bulk |IOT Directory, API, .. X
Delegate |OT Directory X X
Discovery KB, API, MicroServices (MS) X X
|OT Device Model use |OT Directory X X
create |IOT Directory X X
|OT Broker Browse, use |IOT Directory use Browse, use X
Add/change/Delete |OT Directory X
Delegate |OT Directory X
Periodic Update |OT Directory X
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In IOT Directory of Snap4City:
— Each Sensor Value, 10T Device, I0T broker can be private or public

— Private Entities
* Are accessible only for the Owner in edit/change/delete
e can be delegated in access to: single user, group, or to organizations

Sistemi Distribuiti, Archittetture e Soluzioni I0T, 2020

62



. P
DINFO | DISIT ;
W
DIPARTIMENTO DI DISTRIBUTED SYSTEMS
INGEGNERIA AND INTERNET
DELLINFORMAZIONE | TECHNOLOGIES LAB .
o

o https://www.snap4city.org/drupal/node/474

@ ,.
S |OT Broker ¢“SNAP/cry Case B2
4y
IOT Device
o/ |
g E |OT Broker ’l ¢“SNAP/ciry Case B1
0 |OT Device i) Registered 10T Broker
(7)) on Snap4City
&) ﬁ =2 |OT Broker ¢YSNAP/crry Case A1.2
L |OT Device 2] Registered
@ |OT Device on Broker
o o=
N ;
; { |OT Broker - ¢YSNAPcrry Case A2
: IOT Device @) Registered i) Registered IOT Broker on Snap
pro— IOT Device on Broker ii) Registered IOT Device on Snap
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Managers/AreaManagers:

1. Register the 10T Broker you want to
use.
— If you do not have one, you can ask
one to Snap4City
2. Register the IOT Device you want to
use.

— Ifitis only one Device to reg, you can
do it manually,

— if they are many, we suggest you to
create an IOT Device Model, then
register the device (only
AreaManagers)

3. UselT

¢V SNAPcrry B

Administrators:
1. Register the IOT Broker you want to use,
or use one already registered.

— If the IOT Orion Broker has I0T Devices
registered in you can use the procedure
for automated registration (from your
Broker to the 10T Directory and KB),
with rule for transformation, etc.

— If not see points 2 and/or 3
2. Register a single IOT Device manually
3. Register a group of IOT Devices

— create a 10T Device Model

— Create a CVS file for Registering devices
in Bulk

4., Use T
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Snap4City

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

LoGouT
My Snap4Cityorg
Dashboards
My boards in All Org.
Dashboards of My Organization
My boards in My Organization
Notificator
Data Inspector
My a, KPI, POI
10T Applications
rand Devices =
OT Devices
@ 10T Sensors and Actuators
& 10T Devices
& |OT Devices Management
HE 10T Brokers
& 10T Device Models
& 10T Devices Bulk Registration

& 0T Broker Periodic Update setting
& 10T Orion Broker Mapping Rules

and Maps ~
Micro Applications
External Se
Data Set Manager: Data Gate
=2 Resource Manager: Process Loader ~

# Development Tools *
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IOT Brokers

Add new context broker

Geo-Position Securiti

Name
Context Broksesene is mandatory

P

IP is mandatory

amap

Port
Port is mandatory

Protocol

Version

Add new context broker

Geo-Position

Security

Access Link

Private

Latitude

Access Port

Ownership
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Add IOT/IOE Devices

Just Buy an |OT Device and

My IOT Devices

register: SigFOX, MQTT, —
FiWare, ... |
— Attach them by
* Models

— A range of protocols,
formats, approaches

Create your own devices:
— Arduino,
— Raspberry,

— Android, . . ]
BT e MR Secure Communication: HTTPS,

— etc. TLS(K1, K2), Certificates
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D1 Directo

Add new device

custom v
Name Model
4 IOTBroker § Pr | ¢ Form: ] rshij
¢ IOTBroker § Protocol § Format % Ownership Tpe e Aiitres
. a
ARDUINO_ST_4203 orionUNIM ngsi json Light public m (EDIT Il DEL | Q Producer Freguency
- + ARDUINO_ST_4204 orionUNIMI ngsi Json Motion_Detection public B m g Public v
Visibility
+ ARDUINO_ST_4205 orionUNIM ngsi json Sound_LV public ﬂ EDIT EE! g
+ < s i
ARDUINO_ST_4207 orionUNIMI ngsi json Presence_Detection_E public EDIT |l DEL | KEY1 KEY 2
+ ARDUINO_ST_4212 orionUNIM ngsi json Power_Meter_M public “ Egﬂ EE! Q
+ ARDUINO_ST_4213 orionUNIMI ngsi Json Power_Meter_S public E m g
+ t
AudioButton_254_widgetOnOffButton2930 orionUNIFI ngsi json AudioButton public EDIT EE!
Snap4City IOT SenSOrS and ACtuators _
+ CityLamp_274_widgetOnOffButton3379 orionUNIFI ngsi json CityLamp public m EDIT EE! G -
( ) List
fan02 MGUUNIFI mat fancall public “ (eoir Il DEL | Q
Visualizzazioni * 1L}
+ ImpulseH public m [ oim |l DEL 0
IOT Broker # Value Name  # Value Type 4 Healthiness Criteria 4 Refresh Rate 4 Status
10a rowspeld + I S | 2 3|4 5|8
5 ~
!_Jm = F  oHonUNIMI  ARDUINO_ST 4203 latitude latitude refresh_rate 300 - e
=
. *  orionUNIMI  ARDUING_ST 4203 light light refresh_rate 300 = B @
+*  orionUNIMI  ARDUINO_ST 4203 longitude longitude refresh_rate 300 e EE e
*  oronUNIMI  ARDUINO_ST_4203  measure_units = refresh_rate 300 - e
\ +  srionUNIMI ARDUINO_ST_4203 timestamp timestamp refresh_rate 300 - Q
‘ *  orionUNIMI ARDUINO ST 4204 latitude latitude refresh_rate 300 " EDiT | @
: *  orionUNIMI  ARDUING_ ST 4204 longitude longitude refresh_rate 300 o FE C= e
j *  orionUNIMI  ARDUING_ST_4204  measure_units  actuator_canceller refresh_rate 300 - e
P + . - e aon - o
: L oNel 10 OpenStosiMas Sttt rs orionUNIMI  ARDUINO_ST 4204 motion_detection  motion_detection refresh_rate 300 - @
*  orionUNIMI  ARDUINO. ST 4204 timestamp timestamp refresh_rate 300 [ o [ DEL | @
10 a rows per page 2 3 4 5 38
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* Registration of
— an |OT Device
— a Set of 10T Devices with the same model: loading in Bulk
* The registration implies the automated production of the model
into the Knowledge Base, which implies:
— Activation of the DataShadow memory for historical data access
— Activation of Discovery mechanisms
— Activation of Dashboard Wizard
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HOW TO: add a device to the Snap4City Platform
HOW TO: add data sources to the Snap4City Platform
HOW TO: add IOT Device data source from external broker to the

platform.
TC9.13: How to upload a local file into your IOT Application

TC9.2. Managing heterogeneous File Ingestion, protocols, formats via
|OT applications, and open standards

TC2.25. Registering external MicroService calling RestCall services,
using it on |OT applications
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* |OT device registration can be performed by all kind of users.
* Higher level users can register large sets of I0T devices, reg. in Bulk

e Suggested training:
— HOW TO: add a device to the Snap4City Platform

— SnapA4City 10T Devices Registration

— TC2.15 - 10T device registration
— TC2.11 - Search on IOT Directory for Devices and Sensors, IOT Device

Registration
— TC2.30 - Bulk Load for loT Devices Registration

— TC10.9 - 10T Directory and Multiple Brokers
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SMART CITIES REFERENCE

ARCHITECTURE

Is open to the Development of Applications
leaving large space to developers

Is cantered on the Orion Broker that result
central in the architecture: any Broker or data
source is sending data to Orion

Security level is not clear, partially demanded
to developers

Visual Flexible 10T processing is not clearly
provided

Limited API for IOT data access

Knowage Bl presents several limitations in
showing Smart City Data

Market place on Open Data

Support of Developers via Fi-Ware
Deployed as VM and Dockers

open source, not the application parts

“L=> Do

(P T

ﬁ

¢YSNAP/crTy
Is open to the Development of Applications leaving large
space and providing a large set of ready to use

applicative tools and solutions to build their solutions on
top or aside. V=0 %/
s fully distributed, any kind of data source-can be ~ /1

ingested, automatically.

Orion Broker is only one of the Brokers that can be used.
It can be also protected by Snap4City tech, with Mutual
Authentication

Visual Flexible IOT processing is provic{e@ﬂN@f;ﬁD

and Snap4City MicroServices suites

Advanced Smart City API are provided on top of
Knowledge Base

Dashboard Builder has been designed for Smart City Data
and automat shkhoards’ production

Market Place on Open Data, tools, processes, experiences
Full Support for Living Lab of the city, coworking, tutorials
Deployed as VM and Dockers

100% open Source

(01 /QW
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o | Pirenze | . (mmae (& FI- C"SN APlcity @
* Snap4City is an official Fi-Ware Solution via r—/\
[ B0\

— NGSI V1, V2 The IOT Orion Broker

\ \/—\
— |OT Orion Broker can connect JSON, MQTT, Lightweiglﬁ@l\/l,’[j\ \

. ° _/
LoraWAN, OPC, SigFOX, etc. see Fi-Ware Https://www.ﬂware.org)

* SnapA4cCity is compatible with all the aboveWols Lozwtn,

— via IOT Orion Broker,

— via direct connection on ETL processes on their corre%cidmg IOT
brokers, and/or L/W

— via |OT Applications.

_—’—\—/_\/\-—
* Snap4City is also compatible with many other prot
the table reported in page: https://www. snap4utv@
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n Snap4City you can chose to connect your devices at Snap4City
Platform in different manners: =z 1Feo G

— (a) directly to Snap4City, ot /o7 —=~ \-> /7y b P
— (b) via an IOT Orion Broker (external IOT Broker or those provided by
Snap4City), or R —

— (cmy third party I0T Brokers in any protocol you have.
* Snap4City has

— Improved 10T Orion Broker with the so called Orion Broker Filter (Orion
Broker Filter, NGSI Security Wrapper) which is a secure wrapper for NGSI V1
and V2 protocol for enforcing Mutual Authentication, Security, roles, etc.

— Produced open hardware and open software NGSI Compliant: as

* 10T Devices with mutual authentication and security based
for NGSI on: Android, Arduino and ESP32, IOT Button, etc.

* |OT Edge devices with mutual authentication and security based
for NGSI on: Raspberry Pl, Windows, Linux.
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€3 Bluetooth

()| ( a) J of =L~ Sensors
J J f LI /J g Actuators
LoraWAN +  Arduino, Snap4All Snap4All PAX
Arduino + Wi-Fi, NGSI 10T Button Counter
12C, NGSI ESP, NGS|, CraWAN

WIFI, NGSI,

Wi-Fl, BT ‘

LoRa ___

p

-

Vi@
T Ec

{0

|OT Edge
NodeRED:
Raspberry Pi,
NGSI, WiFi,
RI45,..

¢V SNAP/woustay [ %@é

f T -

i
a Dea
}/J/
_J

|OT Edge
NodeRED:

Android, LINUX,

Windows, ...

JICES
- 02
§ O . W

LoraWan
Gateway:
|OT Edge, NGSI,

WIFI, RJ4
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http://www.disit.org

©

FIWARE

IOT Orion
Broker

Temparaias [
s wmm onm | W
‘ 2380 5

Humatey

WiFi, RJ45
3G/4G

LoRaWAN

CMX | Twitt | Exam ExCA Syslo| Publi| SNM| SNM(| Netfic| Webj PubNub

Subscribe . mongodd

e
[t
P,
@ - Tl o =
© . json ~  Filter Messages ‘\‘ {"trafficSignalState":2}
| ] B
A =[]
il 5 ~_ Tweet "Somebody's Home"
L b = I
T e
? fanpe TNy ‘. {news"Hello World, from Node-RED"} (-
sp | . =
e & G {"command""lights_off"}
O
=R f 5 {'command"lights_on"} (-
Y — P
=D OF et ¢ 5 Commanddisco’)
= o
e \ {trafficSignalState®:3)

B0 b e S

o Liiancianai g payload) : sting
social {"rafficSignalState":0}
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- i sigfox
N Sroprletary Protocol
0 Final users, consumers may buy SigFox devices and subscribe to network to register

their devices
0 Limited number of msg per day, per year
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A
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* |OT Devices can be open or proprietary
* |OT Devices: a large range of protocols, formats and kind

— 10T Devices (single or in bulk) are registered on IOT Directory and thus according to Knowledge base
are registered to be used in IOT Applications, Dashboards, etc. with Shadow values, etc.

— |OT Models are saved on IOT Directory for shortening the registration process
— |OT Device healthiness is monitored automatically

* |OT Devices can be public or private
— Full support of Proprietary protocols and devices
— Providing Open Hardware and Open Software 10T Devices/IOT Edge: NGSI fully secure

* |OT Edge are devices with some computing capability, realized by using: Raspberry, Android,
Linux, Windows, etc.

— Release as: OS images on SD, APK for Android, Virtual Machine, Docker Container, etc.

* |OT Devices are connected via Secure Encrypted Mutual Authenticated channel of
communication
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ora 101 Device, Araull

LoRaWAN

* Arduino Uno, Mega
* LoraWan Connection
* Any sensor, + |2C

* Fully Customizable

* Open Source |
e NGSI or any other protocols & ..
* Gateway: Dragino

—_—
(S Fl LoRa | '
= https://www.snap4city.org/drupal/node/216
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e Arduino Uno

* Wi-Fi shield, stand y
e Mutual Authentication with
certificates, or K1,K2,sha =

e Secure encrypted connection,
NGSI

* Open Source

* Fully Customizable
— Any sensor

— NGSI or any other protocol

Nl
P o
-

O" Fl
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W
4 on:
J“ /‘/ H Qf &} W/ﬁ/.ﬁvem 3

. Multl Wi-Fi

 Ready to use BLE W/%

 ESP based, cheap & easy
— low/no energy consumptj by

\

* Mutual Authentication
certificates, or K1,K2,sha | — Squared Double

\_/ Snap4all Bution o Squared Long

* secure encrypted connection, NGSI | E’Mf" §Round Short

Round Double

* Open Source, Fully Customizable Round Long CQ

e HW EXtenSible to sensors https://www.snap4city.org/drupal/node/276
https://www.snap4city.org/drupal/node/297 help config
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* CNR developed a circuit board C'rl
"AirQuino", Arduino Shield compatible, Condiclic Rerziondle

integrated with low cost and high resolution iehe
sensors, dedicated to the monitoring of
environmental parameters and air
guality pollutants

— Noise, Humidity, Temperature,
— CO, CO,, 0,, NO,, CH,),

— road pavement quality (accelerometer) and the
indices of well-being (globethermometer to
calculate the index of thermal comfort) in an
urban environment.

 The board integrates a microprocessor unit
that acquires all the sensors installed and
analyses fast data from accelerometer and
noise sensor.

https://www.snap4city.org/drupal/node/508

https://www.snap4city.org/download/video/tn/ARQuino-CNR.pdf
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https://www.snap4city.org/drupal/node/216
https://www.snap4city.org/drupal/node/413
https://www.snap4city.org/drupal/node/508
https://www.snap4city.org/download/video/tn/ARQuino-CNR.pdf

UNIVERSITA
DEGLI STUDI DINFO DISIT

PARTIMENTO DI DISTRIBUTED SYSTEMS

FIRENZE g‘EGuE_cl;hTEOlIRAMAZIONE PECHNOLOGIES LAB (ﬂ

delle Ricerche

—— — — —

L

1

lug.

|

|

Ras i R

|
|
|

= E
[~

o

It

]

)

P
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] Processing

Slsteml Distribuiti, Archittetture e Soluzioni 10T, 2020

3 L

SENSORWEBHUB ;.m

atu oo\-:—

uuuuu m ) A =

User
Query

.ﬁ

(D)
!a

(@)

Sensor Web Interface

Server
Respons

(Data)

93



(P T

e
fat— P & I/"

UNIVERSITA DINF DISIT .
DEGLI STUDI | SBaarivento Dlo DISTRIBUTED SYSTEMS
FIRENZE | 08\ S kmazione | TECHNOLOGIES LaB CI Ty

¥ Libeliurn Sensors
lLibelium
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B Témgj

DISIT C(.
LT A 1 Tl SNAPicity
Libelium

% * PM10
libeli%n e Temp
* Humidity
* Pm2.5
* NO
b ik * NO2

@ gy S U~
e g

* Etc.

g
.
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* Logical UpLink:
NGSI V2 (mutual authenticate

* Powered 5V | @ot
* Geolocated GPS Antenna @77 |
* 10T Edge Snap4City Included if needed | 17059 ﬁé N

&F LoRa @ m 1 pfof /"
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e Raspberry Pi

e Mutual Authentication with
certificates

* Secure encrypted connection
* |OT Application inside
* Any sensor
* Any protocol from 10T devices
* NGSI or any other protocol
e Fully Customizable
* Local and Cloud Dashboard
e Special MicroServices
~

-

SRR o

1650
1720
1720 &

3920 -

¢“SNAP4ciry

~ Raspberry_Pi

rpi gpio
rpi gpio
rpi mouse
rpi keyboard

ledborg

(
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MicroServices:
- DHT

- ModBus

- any shield

- etc....
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3.3V Power - 1

2 - 5V Power

SDA1 - GPIO02 -3 O

4 - 5V Power

l mperaturei

SCL1 -GPIO03 -5 O

6 - Ground

rpl-dnt11(BCM PIN 2)

GPIO04 -7 O

O 8 - GPIO14 - TxD

Ground - 9

O 10 - GPIO15 - RxD

GPIO17 - 11 O

O 12 - GPIO18

GPIO27 - 13 O

14 - Ground

GPIO22 - 15 O

O 16 - GP1O23

Humidiy2 ()

3.3V Power - 17

O 18 - GPIO24

MOSI - GPIO10 - 18 O

20 - Ground

mi-dht11(BCM PIN10) O

MISO -

GPIO0S - 21 O

O 22 - GPIO25

Temperature2

GPIO11-23 O

O 24 - GPIO8 - CEO

' SCLK -

Ground - 25

SD - 27

O 26 - GPIO7 - CE1 /

28 - SC

GPIO05 -29 O

30 - Ground

© ffetrieval

Map Search ~

GPIO06 - 31 O

O 32 - GPIO12

GPIO13-33 O

34 - Ground

GPIO19-35 O

O 36 - GPIO16

GPIO26 - 37 O

O 38 - GPIO20

P
] Parchedqls
+ | £ =
4 o-.rm r
} pagamer m )

Ground - 39

O 40 - GP1021

&= Topic

= Sensor
model

= Pin
numbering

W NMame

rpi-dht11(BChM PIN 2)

—__

BCM GPIO

= Pin number 2

Leaflet | © Oper

RaspberryPi_Environment EdgeDevice

¢VSNAP/crry £

~ Raspberry Pi

( . 1
|~ rpigpio () [

lj'l i gpio | I%l
T rpi gp |

( . 1
| rpi mouse () e

rpi keyboard ¢|/

dashboard Ill
websocket T

Sense HAT ¢|

|J:| dashboard
'|' websocket

|1J:| Sense HAT

1 msg.payload={"temperaturel”:{"value”

2 return msg;

SNa 01

u

:msg.payload ,

“type":"Float™}};

\/ \)IJ J . r-JSl;te_f: Dlszrlbtf?)/irﬁru(ureéri Jonlj;\ZJZOJ—'

o [

2
C)x_"
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City user

Would like to:

- Monitor and exploit
temperature and humidity

- Manage sensors

- Perform edge computing

- Using these data for
multiple applications

Click
here Il  umestampu :”CL.Ssziir?FL Environment
StEpS: = Raspberry Environment
1. Registering the device and sensors Eclge Device
2. Create flow on edge device using NodeRed with Snap4City, e Emahs H Empastiet H Enpeates
sending data to Broker RN

3. Use data from Broker on Snap4City IOT App

. . . . - . . . 21:06: 21:26: 21:46:00 22:07:
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IE\J RaspberryPi_Environment

B Initiakzing

19/3/2018. 22:20:48 node: 1fc37579.28dbfo
msg.payload - string[459]
"EdgeDevice™ ,"id" : "RaspberryPi_Environment™,"attributes™:
“type™:"Float”™ , "value "43.798778" %,
“Float”™,"value™:"11.253522"},

"geclocalization_lat"™
geoclocalization_lon™,"type
humidityl” ,"type™: "Float”,"value™:"30.00"},
“humidity2","type™:"Float™, "value "33.20"3,
model™ , "type" retrivag" .. Tvalue™::"");
temperaturel”™,"type™:"Float”, "value™":"26.00"3},

:"temperature2” ,"type”:"Float","value":"26.00"3131"

1/3/2018. 22:21:02 node: 1fc37579.28dbfo

msg_payload - string[459]
"attributes™:

*43.798778" 3,

11.253522"3},

"EdgeDevice™ ,"id" : "RaspberryPi_Environment
"geoclocalization_lat"™ ,"type™:"Float”,"value
geclocali tion_lon™,"type™ Float™,"value™:
humidityl
humidity2™,"type™:"Float"™,
“model”™ , "type” g e b ey TR VT Ll Sk T

“temperaturel”,"type™:"Float"”,"value":"26.9€"3},

“[{"type

:"temperature2” ,"type™:"Float”, "value™:"26.08"3>3131"

1e/3/2018. 22:21:08 node: 1fc37579.28dbfo

imsg.payload - string[459]
"EdgeDevice"™ ,"id" : "RaspberryPi_Envircnment™
"geoclocalization_lat”,"type™:
geclocali tion_lon","type™
“"humidityl “tyvpe”:"Float"
“humidity2” ,"type™: "Float"
model™ , "type” :"String”, “value™:""3},
:"temperaturel”™ ,"type™:"Float™, "value”:"26.00"},
:"temperature2” ,"type™:"Float™, "value™:"26.00"3131"

“attributes™:
"43.798778" %,
*11.253522"3,

“[{"type~
[{"name™
r " name™

name™
name™ :
"name™

“"wvalue™ F>

"name™

1/3/2018. 22:21:20 node: 1fc37570.28dbfo

msg. payload : string[459]

"EdgeDevice” ,"id" : "RaspberryPi_Envircnment™,"attributes™:

“[{"type"
[{"name™: "geclocalization_lat™,"type™:"Flcat" "43.798778" %,
{"name" : "geclocalizatiocon_lon","type”:"Float™,"value™:"11.253522"},
{"name™ : "humidityl”,"type”:"Float”,"value”™

humidity2","type™:"Float™,"valu
"name™ model”™ , "“type" "String”, "value™:
name”™ : "temperaturel” ,"type”:"Float”™, "value"™
"name” : "temperature2” ,"type™:"Float”, "value”™

name™ :

~26.2€"3331"
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timestamp L o/ RaspberryPi_Enviromment — — event-log A split — — :__ch:rt Ll
B Querying data
la | % ol {\ )
Raspberry Environment

ele[SHBIViTalS

temperature2

humidityl [] humidity2 [7] temperature1

\
.'\A._‘\,_'\_-V\,,.

0
21:06:00 21:26:00 21:46:00 22:07:00
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d’ SNAP/crry

ratura, attuazion

Altro devic

Sistemi Distribuiti, Archittetture e Soluzioni IOT, 2020 106



UNIVERSITA
DEGLI STUDI DINFO

) o — *
-\ L DIPARTIMENTO DI DBTNBUTEDSYSTEMS
FIRENZE INGEGNERIA AND INTERNE
DELL INFORMAZIONE TECHNOL OGIES LAB CI Ty

—
]}
]}

0 kg& .“‘-

-
-
-
e

=\ )<
7\
® O-o <}J Ry
/‘\ (o]
@ -

///,
P— = _N

Sistemi Distribuiti, Archittetture e Soluzioni IOT, 2020 107




UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

PARTIMENTO DI
INGEGNE
DELL INFORMAZIONE

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

Android, any version, App from:
https://www.snap4city.org/download/video/Snap
4All.apk

Mutual Authentication with certificates

Secure encrypted connection, NGSI

IOT Application inside

Any sensor + Local device sensors

Any protocol from IOT devices

NGSI or any other protocol

Fully Customizable

Local and Cloud Dashboard

Special MicroServices
https://www.snap4city.org/drupal/node/278

sssssss
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DEGLI STUDI D|PAerlMENTO DI DISTRIBUTED SYSTEMS e‘ ¢ m
GEGN AND INTERNET

FIRENZE | BSeiazone | SENGESS s CITY

termux-battery- termux-download SRR Microse rViCES:
atatus < > % localhost (6] an m 9 .
- Snap4City

termux-location

termux-camera- - Termux Snap4C|ty SpECiﬁC
info i
termux-tis-speak I= - etc.
termux-clipboard- L e
get termux-vibrate

=
termux-contact-list darmusms-inkoo 7S Speck

L Tosst 1|1 X1'S.1100 1025
7 localhost (6] @ o0 o
termux-telephony- 5

termux-toast

cellinfo

Edit impulse-button node

termuzc-telephony- termux-sms-send

deviceinfo { 5
termux-share

termux-tts-engines

! - node properties

termux-notification

lEermux-camera-
photo .
termux-wifi-
- connectioninfo
termux-clipboard-
zal
termux-wifi-
termux-dialeg scaninfo
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ly: Dynamic-signage and Street Ving

Control
Room

ideo
Decisor ®

]:Local Supervisor
e e
qﬂ @@!f

. =

' AR j Rva
"' < 6
A >
o

)

Local Control

loT Edge <
o — of
Dashboard
Safe and resilient-salution /§

manging Degradated conditions
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2.677

Sensors

an Open Access Journal by MDPI

[

)1 tor (Viobility InTrast

* C. Bad.u,"P.”Bellml., .A. Difino, RN
P. Nesi, "Sii-Mobility: an HE= am e TUCO O,
IOT/IOE architectureto =~
enhance smart city services - s
of mobility and ==
transportation”,
Sensors, MDPI, 2019

e https://www.mdpi.com/14
24-8220/19/1/1/pdf AL 2
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* Fixed PaxCounter LoraWan

— Based on Wi-Fi- Bluetooth
~— —_—

e Mobile PaxCounter LoraWan
e Based on Wi-Fi- Bluetooth

* Fixed
PaxCounter(LoraWan+Wifi

out)
— Based on Wi-Fi- Bluetooth

‘N/ ¥ PaxCounter devices

e

|
T S -

https://www.snap4city.org/drupal/node/456
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Mon 23 Sens 100

s4cmobpaxantO1 - wifi (H24) (om) ‘ : - == |

s4cmobpa; ant0l ¥

23.Sep 04:00 08:00

s4cmobpaxantO] - wifi (1 Week)

Begin

Finish

Device in Cumulative
Mode OFF

| oo 28 €sNAPcry
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b = NN
JL dPP DEening

- = Node-RED ] —
User: roottooladmin, Org: DISIT =<, Node-RED - & =
Role: RootAdmin, Level: 7
a s4cmobpaxant0ds sdcmobpaxantl3 sd4cmobpaxant0 1 sdcpaxanil4 sdcpaxantd7 sdcpaxant13 | S
LoGouT
-
~ input
My Snap4City.org
| inject [ https.#github comicybermanS4/ESP32-Paxcounter

@& Dashboards

L )
My Dashboards in All Org. catch |]_| | timestamp

OFF ADR for mobil

&
@ Dashboards of My Organization | status u’]j
@& My Dashboards in My Organiza | link |]1:| fimestamp = —— Display OFF
L DeiEz | maqtt .]1:. [ fimestamp = —— Display ON
Data Inspector ———
| hitp =]
My Data, KPI, POl i § . v
| websocket .11:. fimestamp = —— Short range
10T Applications — )
| tep u] timestamp =—— MID range
10T Directory and Devices * -a 2 7 !
_ ’ -
K dedge and Maps ¥ | udp ] | fimestamp  —— Long range

M y Applica E amgp

External Services * .11:'. amapZ .]1:. [ fimestamp = —+— WIF1 Scan for S00r

Data Set Manager: Data Gate

timestamp —— WIFI Scan for 1000

w
o
=
o

Resource Manager: Process Loader ~

¢ Development Tocls *

% Management *

L .
T =
— il tart C
User Management and Auditing * i | i s
o matt | ;
J— at 15:00:imestamg
5 | | — TesmEwsE]
|Thtlo response | .
Documentation and Articles ~ P — i activate cyclic cour

.#. wabsorket |

My Prerie — [ atteo0s

Kmé&City portal Ifil = | .

DISIT Lab portal # — | fimest payload every 5 mi timestamp  —— = 1 o
'#ED . fimest payload every 8.5 1 ¥
T )
ce=_ll | GEEES masoons

request config from

~ function . /
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S U7 1T *
SN, | UNIVERSITA DlNFO ‘
Sl Iff: DEGLI STUDI PARTIMENTO DI DISTRIBUTED SYSTEMS e‘ '
f—_ \ V= FI RE N Z E INGEGNE AND INTERNET

5y S DELL INFORMAZIONE TECHNOLOGIES LAB

Iﬁ“f\

Creating 10T Applications for:
— Controlling industrial/local processes locally and globally
— Exploiting 10T Edge for local IOT Applications

* Local smartness, limited computational capabilities, limited dashboarding
* Resilience wrt lack of power and connectivity: autonomous

— Sending data on Cloud via secure connection and for:
* business intelligence, data analytics, machine learning

Global scale and local scale analytics

Dashboarding at global scale

remote control and actions on industrial processes

Logging of the activities

Sistemi Distribuiti, Archittetture e Soluzioni 10T, 2020



UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELL'INFORMAZIONE

YT~ x c m
DISTRIBUTED SYSTEMS
AND INTERNET NAp m
TECHNOLOGIES LAB =t =) o

* A large range of Devices can be used on Snap4City:
— Proprietary or Open HW/SW.
— Devices of/for makers on which we provide Open source code

 Documentation and instructions:
— TC9.4 - 10T application exploiting Edge computing with Raspberry
— TC9.7 - Connection from LoraWan Dragino/arduino to Orion broker
— Snap4City: Arduino & ESP8266 IOT Device NGSI
— SnapA4City IOT Devices Registration
— Snap4All 10T Button: based on ESP32, NGSI compliant secure connection
— IDE Setup for Snap4All IOT Button, and source code
— Registering IOT Edge: example of Raspberry Pi, total security
— Creating: 10T Device, Raspberry Pi based, totally compliant with Snap4City
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UNIVERSITA
DEGLI STUDI

FIRENZE

DISIT

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELLINFORMAZIONE

¢VSNAP/arr

Dashboard with intelligence App
Dashboards with 10T Appllcatlons for enforcing smart and

intelligence into them Dashboard-10T App

IOT and Clty data World

|OT Applications Dashboards

_ v Applications
My IOT Devices
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D EG LI STU D I PI PAH!A%TEDI %%FA%%SYS’I‘EMS
F l RE N Z E gEGLEﬁ;NIEOFIMAZIONE TECHNOLOGIES LAB

|OT Applications Development

Generating IOT App

MicroServices collections My (0]} Appllcatlons
o I 2 —T — With Dashboard
-q:) mmmmmmmm
>
o
A
2
|_
O
Sharing/saving
IOT App
SERTEEh T IOy Dashboard Collection =
___Knowledge Base, Km4City Editor and Wizard BB =

Resource Manage
\/\_\/\—\
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Snap4City

User: roottooladmini, Org: DISIT
Role: RootAdmin, Level: 7

& Dashboards
#@ My Dashboards
A Notificator
O |OT Applications
My Personal Data
= 10T Directory and Devices *
W Knowledge and Maps ~
Micro Applications
I External Services *
Data Set Manager: Data Gate
=2 Resource Manager: Process Loader ¥
@ Dewvelopment Tools ¥
Management *
& Ssettings ~
User Management and Auditing ¥
Help and Contacts *
[J Documentation and Articles ~
My Profile ¥
¥ snap4City portal
¥ Kma4City portal

' DISIT Lab portal

IOT Applications

1i Prev 12 3 .. 9 Next Filter Q.

©® 2018-09-14T04:44 ©® 2018-09-21T03:19

= .
E@’@) | @.f .' @.f .‘ @.f .‘

|IOT Edge A IOT Edge App IOT Edge App IOT Edge App

owner: badii owner: panesi owner: pb3 owner: pb3

l. l. Management l. Management l. Management l. Management

© 2018-10-19T16:07

© 2018-10-19T17:17

® 2018-10-22TN:57

) & e@ ‘
IOT Appllcatlon

owner: semolarudy owner: testers

= ® O0_06
Y 0. le %0
IOT Application

owner: semolarudy owner: comunedashres

Management Management Management l. Management

® Deprecated - SliMobiIityContmIHoom

7

® SamsungGalaxyS4BarCode

® |ot-App

S ’Q
b @ ®
IOT Appllcation

owner: tester2 owner: testerl4

IOT Appllcation

owner: badii

Management Management Management
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FIRENZE

DISIT

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELLINFORMAZIONE

¢“SNAP/ciry

JOT Applications

— — Basic / Advanced

== — On IOT Edge Raspberry

EDIT 10T APP — On IOT Edge Android
— On |IOT Edge Win/Linux

® Localhost

2,51 | 1orapp
@."@ I title

Click the icon to
edit the IOT A|

~f T ~ . e
owner; badii A R Ownefshlp of

nununnni the IOT App
: .............................. E Click to open Click to edit 10T
the Node-RED App properties
10T App
dashboard Click to edit the
Snap4City
- Dashboard
Dashboard
Sistemi Distribuiti, Archittetture e Soluzioni 10T, 2020
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UNIVERSITA
DEGLI STUDI DBF!,,M”ED,O

FIRENZE | S&ENSRMazione

|JOT Applicati

* Properties

— Name, Type, Creation date

-

DISIT

Al \ 2NAce) =Y F | loT Application Management
On Vianagement e

e Control MEAPPWQW::W .,,
— Restart
— Delete
loT Application Management
* Change of ownership P comol | ownenn
— Toward another Snap4City User New owner usernarne Confirm

New owner username can't be empty
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Snap4City i

o =< Node-RED - - =

N—
X Q flow1 Flow 1 + info debug |dashk
reottooladmini
RootAdmin | Idap v input Flow
@& Dashboards inect O 9 show micro web app Name flow1
- ID 49271220 .b297b4"

catch D) Status Enabled

= ! T

service-search-near-marker

& Notificator

Information

status

T

() transform results

7\
foortt map

orld map ] <

-

O 10T Applications

link 0

My Personal Data

maqtt

= |OT Directory and Devices ¥

M Knowledge and Maps v htp

Micro Applications websocket ()

I External Services ¥ top

Data Set Manager: Data Gate

udp

¢ Resource Manager: Process Loader ~
amgp

Development Tools v

amqp?2
francesco.

& Mahagement v

¢ Settings ~ v output

User Management and Auditing v

Help and Contacts v

0 link

S pl ara !
[J Documentation and Articles v o] last temperature [ Je——{ D) get value ( temperature ‘ 4
]\ J L J
0 matt @ connected

& My Profile ~

. Chtty
&' Snap4City portal Presponse

&' DISIT Lab portal s tep
® udp

amqgp

() amgp2

4
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Snap4City

o Node-RED

rocttoccladmini

RootAdmin | Idap
Clipboard

@ Dashboards Inject show Library
y Import S4C
& My Dashboards catch h Search flows
"y e service-search-near-marker Examples
otificator
status ” [~ | : - 0 " Configuration nodes
© 10T Applications ‘ world map ransform results world map
link \\ 0 point — Flows
My Personal Data : Subflows
a (7
. . matt / event-log
|IOT Directory and Devices v [G==.|

Manage palette

opupopen
Knowledge and Maps v PR R

p Settings
Micro Applications msg.payload E

External Services « / Keyboard shortcuts
Node-RED website
v0.17.5

Data Set Manager: Data Gate

7 vehicle flow (car/h) ‘ x

vehicleFlow —
<> ser
Management v - switch ferfrancesco.
N : / P
o Settings v : sensor ‘

User Management and Auditing

(=)
<3 Resource Manager: Process Loader v p . .
timestamp service-infe

Development Tools v

Help and Contacts ¥

=7

[ Documentation and Articles v timestamp | —— last temperature (e get value temperature

—
W J
& My Profile v ) @ connected /
: ) G

&' Snap4City portal

event-log

psocket @ connected to ws://192.168.1.185:9000/se
&' Km4City portal websocke

Z' DISIT Lab portal tep

4 v 128

https: //iot-app.snapdcity.org/nodered /nr1/7# =/ O+



UNIVERSITA
DEGLI STUDI

FIRENZE
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Node-RED

In the |OT Application of Snap4cCity, it is possible to:
— Create multiple concurrent Flows for each 10T Application

— Execute flow that process data as: Event Driven, Batch (periodic or not)
— Load other libraries of MicroServices/Nodes/Blocks /I/M/j

* The loading is allowed only for Administrators for security reasons 477 /75

— Save/load, share, Flows, and applications with other users via the

Resource Manager or with JS Foundation 504/ M
— Ask a limited number of 10T Applications.

* The Limit may depend on the organization or on personal authorization
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- msg.payload

UNIVERSITA
DEGLI STUDI

DINFO

DIPARTIMENTO DI DISTRIBUTED SYSTEMS
F I RE N Z E INGEGNERIA AND INTERNET
DELLINFORMAZIONE TECHNOLOGIES LAB

Import sdc

Public flow: RecommendationsForyou2
Public flow: SuggestionsForyou
Public flow: TC2.T (b) - 10T protocol Telemetry
Public flow: TC2.T (a) - 10T protocol Telemetry
Public flow: TCZ2.5 - 10T application; 10T Discovery of sen
Public flow: TC9.2 (JSON) - Managing heterogeneous
Public flow: TC9.2 (XML) - Managing heterogeneous
Public flow: TC9.2 (RDF) - Managing heterogeneous

{

{

Public flow: TC9.2 {(HTML) - Managing heterogeneous
Public flow: TC9.2 (C5V) - Managing heterogeneous

[{"id":"99d0cebk 66a7" "type" "json","z""18bbf2b5.57d68d", "name"
o™ Mpretty"-false,"x"-343.00002286618,"y": 110.0000095367 4, "wires"
[["a65d77fc.50fees" ]},

{"id":"3d04d6a4 g0e6ea", "type""inject","z""18bbf2b5.57d68d","na
me":"™ "topic™"™ "payload""[\"contacts\": [{\"contact\"

Importto | current flo

Clipboard
Library
Import 54C

Examples

&

SNAPiciry

View

Import

Search flows

Configuration nodes
Flows

Subflows

Manage palette

Settings

Keyboard shortcuts
Node-RED website
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¢YSNAP/ciTy

Control Room Operator

Would like to:

- Monitor traffic flow,
Environment, Car parking,
Cycling, First aid, temp., ..

- Act and monitor Dynamic
Plates

- Act and monitor red lights

~ / Traffic Sensors|

Driver, Policeman

Would like to:

- Monitor traffic,
Parking, env., speed
limit, ...

- Act and monitor red
lights
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ey Q
‘Ylm 1 A

Snap4City - Mobility Operator
Fri 23 Feb 203858

Demo
Speed lisnit

Sensors:
[ ]
»
g o - L&
— Va I u es Traffic sensors |1y | % G ¢ sps4 B
\ Vil La Last iesole
‘ / \&) \
First aid 7

— Status
ACt U ato rs . “ | Metet') seAnsor

€ \ ;
) "’ 71 = N\
T — @
— Buttons e
- # : ’," <
/ % V7 [
4 é & e o i
ity parkings ::
{ & i sran 8
3 i IT -
agno | [ C 38+ Parcheggio S. Lorenzo X
o 7. . s
u 22 disponibili 55
3

L]
D I e rS g
Smart bench
& / ¢ ervizi: 22 "
4 T £ ¥ m
£ ) A = & N / :
55741 Y S \ 1 Qui Intorno
5 e Firenzeisud Pite aEma. ; St N
Firenze Sud el
s > oS8 Tempo reale
© OpensStreetiap contributo Farcole g 23022018 20:26
o : N ndamento Giornaliero

Cycle paths

[}
f
Galluzzo A ascine del g
425 Park free Station - 4 hours

Virtual Sensors
and Actuators

5.1
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http://www.disit.org

¢VSNAP/crry

Dashboard vs |I0T Devices

"" A M/ Dashboards also provide rendering

— for actuator-sensor values
Snap4city Platforn

City - Mobility Operator

Europa Morgagni

&S

>

Actuator device on Dashboard
are regarded as Virtual Sensors

Lavagnini Statuto

SRS

SnapdCity
|OT Brokers

vlanaging Public and
Private I0T/IOE Devices Towards any IOT Device
and/or Dashboard

Actuators
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é*SNAp4CITY IOT Application with City De

simple development

= Snap4City - App

dashboard

airHumidity

\/ Traffic Sensors| ™ fmesta a senvice-info = sirTemperature
A Firstaid | >, .
)

A Parking Status

A Meteo Sensor

N
/\
3

k\., Fiware Crion json _— get Limit

N_—

event-log

12:00 15:00

e updateStateCount | ———————— extractStateCount —

Morgagni

s updateStateTime

cvsasutie SR

1 setTrafficlig
delay 1s _ Off
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\/ Traffic Sensors| ”

A First aid

® OpenStreetMap contribttors

Free parking

60
45
30
15
0
18. Mar

12:00 15:00

O Air temp €O Air Humidity [i]

82.4%

Request Green

Morgagni

/
R

A
A
A

A
A

5.1

Traffic sensors

First aid

Meteo sensor

Smart bench

Cycle paths

Humidity
80,
=0
x

-4 Parcheggi
Piu vicini @ Posti liberi

Garage Oriuoio SRL.
 Parcheggio auto

Fiware Cren /

el

pn

—

ol Limit

Oeliy
™~ ez &
|
N elay &
[
N ey

selimi Yargagn
N ey

setlimit Lavi,
NI g

selimit ~ Sta
I T ety

@it (———  Eus
{
N eentog

135



Reporting Critical Events C("SNANcny

Control Room Operator

Would like to:

- Monitor events vs services in the
city and receive critical event
notifications from on the road
operators.

- Assess contextual condition,
services status

On the road operator

Would like to:

- Monitor traffic, Parking,
env., speed limit, services,

- Send critical event ”
notifications via coded :
description e

Taxi Park

136

Sistemi Distribuiti, Archittetture e Soluzioni 10T, 2020



|OT Application with City Dash
simpler development

= a . a

- 3 - -_———u

Servizi: 50 su 7768 disponibili|" |

e
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R i
: ° | . azza .
WM Strozzi @epu P .
+ pple Stor bzl
o
-_— : o
R I8 R WP 5 s @ © Openttrestuss comrmuces
== Risultati x
~
Taxi Park
-> Taxi park
M E
o PeopleNumber
Poma L :-rq;)ne
7 8
— 5
1 2
O
Confirm
ol |-
.-i'%gg:_ [

@ connecte

dashboard.kmdcity.c

servicesSearch

setFlowLastPosition

setFlowPeopleMumber

generateOperatorEvent

SendOperaftorEvents
@ connected
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input

output

function D%

Node-RED

social
storage
analysis

advanced

Iwm2m

S4C SearchDew
sS4CMapping
S4CManagement
S4CDataAnalytic
sS4CBigData

S54C Search
S4CData
S4CDashboard
s4C sigfox
S54CIloT
S4ClLogDev
S4CView

S4C Social

location

dashboard

MicroServices
Areas

Storage Services:
Services maps, searci, /Access

| discovery Services
Applicatio

De ent
and Managemen

€o
Management
ervices

/

G
il

7 Dashboard
X Services g

automating data
ingestion and

Services

APlcity.
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Basic Node.js Blocks on NodeRed on our Advanced I0OT Apps
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UNIVERSITA DINFO

DEGLI STUDI PARTIMENTO DI

FIRENZE | BSSERcone

It is provided with a minimum set of
functionalities (the building
blocks/nodes) while other blocks can
be easily added loading them from a
large library made available by the
JS Foundation.

Despite to its diffusion, for the usage
in the context of Smart City it was not
powerful to cope with the basic
requirements of the domain.

The classical nodes provided in the
standard version can be classified as:
input, output, function, social, storage,
analysis, advanced, and dashboard.

DISIT

DIST'RhI‘_BrUTED SYSTEMS
TECHNOLOGIES LAB

Node-RED Basic Blocks

¢“SNAP/crry

Ilm'r
4— e ey O €
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Basic Node.js Blocks on NodeRed on our Advanced IOT Apps
=
- function N“e.
« Input - output function social ~ dashboard
tampiats
inject dobuy o mat button + on |OT Edge Raspberry
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e
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F l RE N Z E %:’)\IE?_IE_CI;#FESIIRAMAZIONE TECHNOLOGIES LAB

UNIVERSITA DIcIT .
NS | oo |piorr ¢“SNAP/crry

alal-1T™M 7,

|
/

J J > J ‘

. http://developer.optozz.com/hod
started/node-red-hello-world/

- r Y laldl. r
-

, OV . D%
ered/general/getting- wedere

. =5
/ &= Node-RED x N
€ ¢ : W=
Q Flow 1 debug
~ output -
debug E Type debug
D 2d930e35.482d92
link .
» Properties
Hello, world!
miqtt
The Debug node can be connected to thg
hitp response Ega output of any node. It can be used to digplay
" msg.payload E i the output of any message property in the
websocket — debug tab of the sidebar. The default is to
display msg.payload .
ey
? Each message will also display the tighestamp,
udp msg.topic and the type of propefyrehest ‘ ’
to output. ‘
+ function The sidebar can be accessed under the
options drop-down in the top right corner.

function The button to the right of the node will toggle
» its output on and off so vou can de-clutter the
141



http://developer.opto22.com/nodered/general/getting-started/node-red-hello-world/

UNIVERSITA DlNFO

DEGLI STUDI | SpartimenTo DI

FIRENZE | &N Savazone

Node-RED is a flow-

based development tool for visual
programming proposed by JS
Foundation

The Node-RED approach is a mix
of visual composition of
nodes/blocks to compose the so-
called flows that are concurrently
executed by an engine Node.js.

It is quite diffuse being also directly
provided into official releases of
IOT devices as Raspberry Pi
family

Based on Node.js I"I\Egd@

100% open source

DlSTR|BUTED SYSTEMS
TECHNOLOGIES LAB

I Node-RED

Node-RED

¢“SNAP/ciry

/ &2 Node-RED

b
o W

(& ¢ | [ 127.0.0.1:1880/#

=<, Node-RED

~ output
debug
link
maqtt
http response
websocket
tcp

udp

~ function

function

Hello, world!
Z Egﬂ
~ msg.payload | [ ]
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info debug

Node
Type debug
D 20930e35.482d92

» Properties

The Debug node can be connected to the
output of any node. It can be used to display
the output of any message property in the
debug tab of the sidebar. The default is to
display msg.payload .

Each message will also display the timestamp,

msg.topic and the type of property chosen
to output.

The sidebar can be accessed under the
options drop-down in the top right corner.

The button to the right of the node will toggle

its output on and off so you can de-clutter the -
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FIRE T'Z-E- GNERIA AND INTERNET

A

ITA

DISIT

DISTRIBUTED SYSTEMS

DINFO

DIPARTIMENTO DI
TECHNOLOGIES LAB

mesl;;’m@ssage into

DELY'INFORMAZIONE

i . 1
3 split G

functicn

multiple messages as indicated

templag

DR

in the configuration. If you

dela

have an array at the input, you

T A ade A

trigger

O HF

can configure it to send each

comrment

http request

element of the array

A1
(N}

tcp requeaest |

; individually at the output.

\

¢VSNAPIcny i

Split msg.payload based on type:

String / Buffer

Split using

~ & [\n

[ Handle as a stream of messages
Array
Split using Fixed length of 1

Object

. switch ) Send a message for each key/value pair
H i |l| i - I
) change 1 switch ) Treads the InpUt Property |1 [copykeyto -~ msg. topic
. e e message on possible
: spit & different outputs = vjph® o~ {@
! join & based on a | < v v % 50 ~®
: | Sl o comparison made on i '
: - & . 1 Mode manual v
| - y the InpUt message' checking all rules
: | Jsom N 7 Combine each |+ msg. payload
I f'l'\ ml { lil /gp/ ! ! A
| g \ o create an Array
| et _J.TD g on -Operatesi rse order

i
0
]
=
0
o
E
&l

to the spl

incoming

mode i

config

AR AR am aw an sk an am sk am A5 AR Al AR Al alm

T 90° ° ¢

Sistemi Distribuiti, Archittetture e Soluzioni 10T, 2

Send the message:

« After a number of message paris
« After a timeout following the first message 3

« After a message with the msg.complete property set

¥ Name
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Smart City and 10T main needs

- Smart City Entities Search: search and access to
'™ city entities and their relationships in the city.

Historical Data: search and access to data
collected over time into the smart city data
aggregator.

~
—
‘.0\

Save and Get Personal Data: for many smart city
applications, the possibility of saving and retrieval
of personal data enables a large variety of smart
scenarios for the final users and operators.

%

@™~ | Advanced Dashboards: This means to have the

b | h0ssibility of developing a real user interface of
the IOT App (to render and produce data for the
IOT network).

ﬁ. Data Analytic: The real need in the context of smart
City is to have the possibility for a data-analysts of
creating some data analytic processes and use it into
the flow as MicroService without the intervention of a
programmer nor administrator.

4%, 3, | OT Device Connection: This means that the

‘o—Jo developers expect to have the possibility of using
nodes for connecting to a large set of IOT devices
using different protocols, and thus connecting to
different kind of 1OT brokers.

-&:}'-,- IOT Directory: It should be a single point service for

5" searching, managing and discovering all the 10T
Devices which can be connected to the infrastructure
by means of a large set of heterogenous 10T Brokers.
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St | DINFO | DISIT VSNAPlcrry B
FIRENZE | BSEione | BN, 1 . . Beoe
|OT Applications =

> input

IOT Applications = Node-RED + Snap4City Platform » outpur

> function

- Acollection of more than 150 MicroServices have been -
developed covering the above-mentioned requirements and s B
much more. » adgvanced

« The issue was not only to formalize the MicroServices, but , twm2m
also to create the infrastructure that enable their usage. In ¢ secsearenoey
many cases, the simple MicroServices hide very complex

> S4CMapping

> S4CManagement

and sophisticate tools and algorithms (Snap4city , sacomtanaiytic
Platform).  sacaigoats by
 They are formally distributed as two official libraries of > sacsearcn (@
Node-RED nodes (Snap4City Basic and Advanced) by the | =
JS Foundation portal. g
« They can be directly installed in any Node-RED tool of any |, ...... https://flows.nodered.org/?term=snap4city

Operatl ng System . > S4CLogDev node-red-contrib-snap4city- node-red-contrib-snap4city-user
developer lodes for Snapdcity project, targeted to
> S4CView standard neer (no develonary

» S4CSocial
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https://flows.nodered.org/search?term=snap4city

MYETS | DINFO | DISIT CACCaarel P

IRENZE | REesice . | REnmer S4(CSearcn C" SNAPicity
- sacuunity  ANY kind of sensors

* To Get DATA of a Service / POl /sensor

— Historical and real time

Node-RED

— Real Time

Loggia San Paolo

TPL STOP : Piazza Stazione (Fr. Cc)
Vaibus

Giardino di piazza dell Indipendenza

AURORA

LIMKED OFEM GRAPH
Tipology: CulturalAdctivity - Monument_location

Digital Location

Address: VIA DELLA SCALA, 2

LINKED OPEN GRAPH
Tipology: Entertainment - Green_sreas

Digital Location

Address: PIAZZA DELLA INDIPENDENZA, 15

LIMKED OFEM GRAPH
Tipolegy: Accommodation - Hotel

LINKED OPEN GRAPH
Lines:

Cap: 501232 5

FI-LU| FIVG il i i Cap00 128
City: FIRENZE Email; infoi@hotelaurora.info City- FIRENZE
Prow.- Fl Mo available routes Website: www hotelaurora.info Prov.: Fl

Photos:

Display Bus per page
Search: |

Time Line Direction
TOE3E00 F0T7020 | FIFLO | Fiazzale Verdi

Phone: 055210283 Note: areeverdi228

Address: VA L ALAMANNI, 5

LINKED OPEN GRAPH

— City: FIRENZE
Description: The rounded arches, the stone 081800 2017-02-20 FlLL Ei e Verdi t!' Tipology: TransferServiceAndRenting - Controlled_parking_zone
sheleton and the glazed teracotts medallions T a |szzals ! Prow.: Fl

Address: VIA GUSCIANA
Cap: 50124
City: FIRENZE
Prov.: Fl

recall the model of the Loggiato degli
Innocenti. The medallions in glazed temracotta

by Andrea della Robbia and his sons Marco

10:08:00 2017-03-20 FI-LU ' Piazzale Verdi

and Lueca contain seven polychrome figures of 11:02:00 2017-03-20 FI-LL Piazzale Verdi
Santi Francescani and two works of mercy
Cristo conforta un Giovane and Cristo conforta
un Anzianc. Beneath the portico can be

sdmired the expressive embrace betwesen San

Remove from map

12:18:00 201703-20 FI-LLY Piazzale Werdi

Domenico Guzman and San Francesco d Assisi
by Andrea della Robbis

Showing page 1 of 1

Real-time data currently not available
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FIRENZE

DINFO

DIPARTIMENTO DI
INGEGNERIA
DELLINFORMAZIONE

DISTRIBlélTED SYSTEMS
TECHNOLOGIES LAB

Street and geoinformation of the territory and
details for routing, navigation,

GeoResolution, Environmental data

Mobility and Transport: public and private,
public transport, parking status, fuel
stations prices, traffic sensors, etc.

Culture and Tourism: POI, churches,
museum, schools, university, theatres,
events in Florence

Environmental: pollution real time,
weather forecast, etc.

— Environmental data geo resolution
Social Media: twitter data

Health: hospital, pharmacies, status
of the first aid triage in major hospitals, ...

Alarms: civil protection alerts,
hot areas, ...
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FIRENZE | B&ENKuazione

A SKOS area into
the Km4City
Ontology and
Knowledge base
for modeling POI
and any element
on map

DISIT

TECHNOLOG!ES LAB

DISTRIBUT ED SYSTEMS
AND INTERNET

_oncepts or Services: Macro ar

Regular Services | Transversal Services
' : - 20 Ser

Services Categories

L4

\_

De/Select All

E Accommodation +

E Advertising +

m AgricultureAndLivestock +

u Architectural_consulting
I’ Building_construction
m Cartographers

D Civil_engineering

U Engineering_consulting
u Other_specialized_construction
E Specialized_construction

u Surveyor
@ Technical_consultants /
=

g Cultural Activity +

El EducationAndResearch +

+| +

3 +

D Environment +

ﬂ FinancialService +

E GovernmentOffice +

ﬂ HealthCare +
IndustryAndManufacturing +
g MiningAndQuarrying +
ShoppingAndService +

u TourismService |+

ﬂ TransferServiceAndRenting +
ﬁ UtilitiesAndSupply +

E Wholesale +

@ wineandFood + e e Soluzioni 10T, 2020

INARARARA IS

C" SN K/ Sn-Mobtllty >

\-4__.__—_—:_‘///

d subcathegor

vice Macro Classes

Service Class

v
=A commodation -

Agritourism

u Bepch_resort

m Bed and _breakfast
H Bodyding_house
E Camping

ﬁ Day_care_centre
u Farm_house

m Historic_residence
- W
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DINFO
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DELL INFORMAZIONE

NS *
DISTRIBUTED SYSTEMS a4 CIT—W
T S SNAP/city &
s T &

* POI: point of interest
* type: macro and subcategories —
* Position: GPS, address, telephone, fax, email, URL, ... ,,

* Description: textual, multilingual, with images, ... o

* Link to dbPedia, Linked Open Data

* Links to other services

* Real time data if any: sensors data, timeline, events,
prices, opening time, rules of access, status of
services, status of queue, etc..

e See transversal services on ServiceMap

— Reqgular and in test platform

u
)

Di
HappeningNow +
Path +

Public Transport Line
Road Sensors

Bus Stops
Tram_stops

] Train_station

Ferry_stop

= OO0O00O00O00000000no

n
=

T QQooaoeaeacanas

search text into service

results for each:
earch Range | 100 mt b

L)
b | g O ! 150
Wia e FrpT

TFETTY j

w | 2
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FIRENZE | Recs " | REReRer o r'eIGCal S CiITY

* Distance from GPS point

Node-RED

* Point Qis in Polygon ? P—

+  SR302 |
A AOQUC Ospedale Careggi 0
R Fiesole
= & Ponte Alla
Badia
(]
Cave di
Maiano
Maiano E
Poggio
Parco delle Gherardo
Cascine
3 (] §ndela Forum
2 o, Cattedrale di NO
Etruria 5
Firenze
|
Bellosguardo SS67 e
o
gv S @ Piazzale Michelangelo
. 1ardino . Giardino Via Villamagn
\,‘5; Porta Romana Q di Boboli Bardini Villamagna e g
¥
".'.\\'G’ 4794:'
o oo
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Smart City Entities Searc

Simple and Fast =<5

service event search tpl agencies
search near within circle Node-RED
marker tpl lines
event search
: within
SIS polygon tpl routes by
search within agency
circle event search

* For example to search for:

tpl routes by

se::ri;:q:;hin EVEHL:—?aFCh line - P O | S : Latitude 43710923
polygon S ipl stogs by * near a GPS position, from text, along a path, = "~
service e e route in an area, etc..
search along . . . T 5
path pre—— I stop — Public Transport information / data _ %
search near imeline S R
service info marker ot - S U gge St | O n S :
address poi recommenacatag .
fll tex within circle — Public Transport Means Routes/Paths
search near ust — .
marker value type — Eventsin the area
csearch by texb search near 3 ‘
full text near marker ke —_— Accommodation
N | Value Type (kind of data) T
circle szg:tr?sbsypt::d value type - EtC N &
within circle search within
full text i 1
e i« |+ To Get DATA of a Service / POI /sensor
Peeen Trener value type — Real Time
full text bus routes search winie 1 | sernvice info
search along search within S| polygon i A N Y kl n d Of Se n SO
path circle value type
iwe ), [ | () sschabno
search usr polygen path
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V= | FIRENZE

service:

service:

saervice
service

service
search within
gps area

service:
search within
wikt area

service
search within
stored wwki
arsa

service
search by
municipality

service:

full text
search near
marker

full text
search within
circle

full text
search within

polygon

full text
search along
path

full text
search usr

DINFO

DIPARTIMENTO DI

INGEGNERIA

DELL'INFORMAZIONE

event search
near marker

event search
within circle

event search
within
polygon

event search
along path

event search
usr

address
search near
marker

geometry
search near
marker

address poi
search by text
usr

address poi
search by text
near marker

address poi
search by text
within circle

bus routes
search near
marker

bus routes
search within
circle

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

bus routes
search within
polygon

tpl agencies
tpl lines

tpl routes by
agency

tpl routes by
line

tpl stops by
route

tpl stop
timeline

recommendatid

within circle

value type
search near
marker

value type
search within
circle

value type
search within

polygon

value type
search along
path

(3 -..m.

¢“SNAP/ciry e

For example to search for:
— POls:

T

Node-RED

* near a GPS position, from text, along a path, in an area,

etc..
— Public Transport information / data

— Suggestions

— Public Transport Means Routes/Paths

— Events in the area
— Value Type (kind of data)
— Etc.

To Get DATA of a Service / POI /sensor

— Real Time
— ANY kind of sensors

Distance from GPS point

Sistemi Distribuiti, Archittetture e Soluzioni 10T, 2020
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b | R | PR |Gmae  SACSearch Adv C"SNADAqu 2
Smart City Entities Advanced Search

full toxt + i = Flexiblity > o

~ S4C SearchDewv e _geom r-.?ar Node-RED
sewggg% { e » Similar to basic Search functions but
o r wilea + { o with more flexibility of the function T
search within SEETED r:::: .
[ | gps area weste L for programming the search Longiute |0
i | U e . . : .
:n;ﬁm% —ere | ®  Adding Dynamic behavior: Categores
-® - = fion -' . . . . Max Distance
i o e — Getting in input JSON with ) [
search exp mhby‘;:; ax Resu
—— near gos P para meters grauRReleTté? 100
dewv

event search .. To GEt DATA Of a Se rVice / POI Geometry .
=1 bus routes Language »
event search J‘j gps position

e .. — Historical and real time

E‘:.?J,‘EZT% __ — ANY kind of sensors -

event search bus routes
near gps search within
. stored wki
position area

(|
O,
L

A

| | tpl routes gj)
tpl stops
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S UNIVERSITA
::‘:j DEGLI STUDI ?ARIHMTED]O

INGEGNE
DELL" INFORMAZIONE

»TU

S r\(/oﬁ
FIRENZE

ey Q
‘Ylm 1 r\\‘\

-‘ y WL

DISTRIBUTED SYSTEMS ’ '

T CITY
g

e Search for |OT Devices in a given area, or for kind

~ S4CloT

"

iot directory

— (temperature, model, location, producer, Broker, Node-RED
= - ) . . & Service Add new orion-service. . v
it * Subscribe to one or more IOT Devices |
imk . . W Certificates Add new tls-config.. ~
ST wware oviom independently on their protocol, broker,
@ Device type
| fware orion owner, etc. . F'
® F T e . ame;n::e
el ® Send data to 10T devices NamelD I
. ™2 e Establish with 0T Devices Secure o
S| Prare orten certified Connections Okey 2
@ apikey

fivware orion
out w2

fivware orion in

S it * Please note that many other protocols can be also

S54C sigfox

S ety added, adding mode nodes, or registering 10T R
s brokers to the Snap4City |IOT Directory
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UNIVERSITA
DEGLI STUDI

FIRENZE

dashboard

button erJ

dropdown ¢|

switch ¢J

slider ()

numeric ¢n

text input ¢‘|

date picker ¢|

colour picker ¢

form ¢l

?
?
?
?
?
?
3
?
[

DINFO

ART IMFEtwO DI
DELL INFORMAZIONE

Nati

DISIT

ISTRIBUTED SYSTEMS
RNET

TECHNOLOGIES LAB —) J

ve Local
Input/output

non secure
Limited in graphics
No authentication
No HLT

No integration
Etc..

<

Local on IOT Edge

hboa
OF

ird é’SNAmcm el
J 1 /| F / v S4CDashboard

Input/output

Secure

Advanced in graphics
Single Sign On
Several HLT

Fully integrated

Etc..

Remote for IOT Edge
via WebSocket Secure
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FIRENZE

DIPAgTIMENTO DI
DELL'INFORMAZIONE

DISIT

DISTRIBUTED SYSTEMS
AND INTERNET
[ N a t u re

az!-al

[m

|OT Application
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A —= ey 1= pr——

[ uvessia | DINFO | DISIT : o=
*| FIRENZE | REsisyon | eompupswsrens &

FIRENZE | R . | RENEREL e CITY =

From Dashboard to IOT Devices

* Widgets:
— Impulse Button fg
— Button
— Switch
— Dimer/Knowb
— KeyPad
— geolocator (i PeopleNumber

* Registered on some “None
|OT brokers with 7 8 9
NGSI mutual ? ; ;
authentication — —

J‘s' r Confirm
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o\
DISIT Z LT
il ]
DIPARTIMENTO DI DISTRIBUTED SYSTEMS (kmJ4/CITY]
INGEGNERIA AND INTERNET -
DELLINFORMAZIONE TECHNOLOGIES LAB -r G]’ €
YY)

Single Content Widget (flexibility) W
From Dashboard

Editor and 10T 7 4 20.3°C 176 INSTALLATE

Applications, accepts hafm3 B

N in pUt: N Position Updated,

e Numbers Position

[ St r‘i n g Interpolation agg_g;e:(;c;\;go%ompleted 2019- = & S —— [EI
395 739

e HTML code X ecsupasuselposs K ocups e poss

LEOPOLDA (Bm) CALZA (em)

SO2average24HourFlo
o Chbibitlaachaliio 2777 446

% occupati s 300 posti % ocrupat] su J8
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UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

INGE N
DELL" INFORMAZIONE

R
-.. .

DISTRIBUTED SYSTEMS '
D INTERNET -
TECHNOLOGIES LAB = sl o

- sacKeiDats e Save and retrieve MyKPI into the safe personal data

Node-RED

get my

storage
“i o« Access to MyKPI and to those that other user have
delegated to Me

sz« MyKPI are:
m — Time series of data with GPS coordinates that can chage over
s time

— Suitable for: moving sensors, trajectories, data from OBU, data
from mobile, sensor data (if needed), etc. etc.

* MyPOl are:
— POI with full metadata description and static coordinates
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~  S4CSocial

twvitter last
channel

twvitter last
tweet

~ location
T B
worldmap

worldmap

tracks

~ S4CBigData

datagate

UNIVERSITA
DEGLI STUDI

FIRENZE

DINFO

INGE N
DELL" INFORMAZIONE

Request metrics from Twitter Vigilance
Channel service and engine of DISIT Lab

Location services
Maps and get position (raw solution)

* Getting data from DataGate/CKAN

Publishing data to DataGate/CKAN
Managing time series on DataGate/CKAN

Sistemi Distribuiti, Archittetture e Soluzioni 10T, 2020

-‘ y WL
Dl STR|BUTED SYSTEMS ‘ '
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Node-RED
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SK n\ UNIVERSITA DlNFO “ x Sngyay
S E| PTRENTE | s Sio0 | peTRUTEp SYTEMS v
\:‘,} & F I RE N Z E ORMAZIONE TECHNOLOGIES LAB CITy

SYANY

* Create a Simple IOT Application (Demo)

* Production of IOT Application (Exercitation)

e Data Processing with IOT Application (Demo)

* Processing Data with IOT Applications (Exercitation)

t“;t“; ‘ ‘ t“
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FIRENZE

DINFO

PARTIMENTO DI
INGE NERIA
DELL'INFORMAZIONE

= il & §i 5= .
DISIT . RS
Rﬁgﬁ‘llBUT E%TSYSTEMS 4
s I I Ap C v o€
TECHNOLOGIES LAB IT & D

Create a Simole
JOT Aoolication (DEVIO)

[T
LLECLCLETRELRRELELEY
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UNIVERSITA DlNFO ‘ * S
/)

= e «_ DEGLI STUDI | casmme DISTRIBUTED SYSTEMS '.“ 'y

“‘;f { \‘\ FI RENZE MAZIONE TECHNOLOGIES LAB W CITy
R

==
In this demo let's create an IOT Application
that:
* reads a realtime value of a service and
e publishes it on a dashboard
* sends email to someone
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%, | UNIVERSITA DINFO T by YL
< DEGLI STUDI RTIMENTO DI DISTRIBUTEDSYSTEMS
FIRENZE | NS cone | ABNGEELS as SNAP4C|TY @9
\ ali f . r r d r N
A" J o U J ' D%
. . . Node-RED
-~ Generates an input for the other nodes. It can be repeated at predefined intervals,

entered manually and of various types (string, number, Boolean, json etc.)

Suim.  Requests detailed information for a specific service on the platform (such
as a car park, hotel, etc.)

function Executes a Javascript code once the input message is received

json Transforms the incoming message into a JSON

Display values in different modalities on a Dashboard (or on different Dash)

The node called single content accepts strings, numbers and html.
The others only accept numbers.

Send an email to the desired recipient. You must enter the username and password of an

email 3 3 7 7
active email.
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UNIVERSITA DINF DISIT j
DEGLI STUDI | S5 arivento Dlo RTNS'TERQJE%J’;EB SYSTEMS - -
FIRENZE | 0&fNrohvazions | TECHNOLOGIES Las 1019 CITy

timestamp = ——  msg. payload E

T

Node-RED
. Inject and Debug [T JEEEIED el 4 =
info debug dashboa
T all nodes o
* ConneCt 2272018, 11:37:57 node: adaZab58 426608
msg.payoad o numesr
1563787358396
22712018, 11:35:44 node: ada?a556.4e06598
¢ Deploy msg.payoad @ numesr :‘ N
info debug dashboa 1553757395951
2272018, 11:38:48 node: adaZab5d. 4=0088
o misg.payload : numbsr
* C(Click and Observe 1553787407325
e Play with results
/“. /“.
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UNIVERSITA
DEGLI STUDI DINFO | DISIT

X )
DIPARTIMENTO DI DISTRIBUTED SYSTEMS = a o
FIRENZE | 08\ S kmazione | TECHNOLOGIES LaB ' |" ~1e J / CITy —
J b % Y/

—J —
[ :j| timestamp :;:—:n service-info -:j:—:‘.
Node-RED
info debug dashboard
1 o 1 T all nodes i
 ServiceIlnfo {1 sneeini
) 2272018, 11:54:10 node: adazas58 40628 v

msg.payload : Object

e Connect

¥ Service: j
Name || Se ce: object
predictions: arrayi@]
ServiceUri hitp:/fwww.disit.org/kmdcity/resource/CarParkPieracciniMeyer wrealtime: object
[ ]
* Configure
Language Italian v . . :
=results: obhject
http://www.disit.org/kmé4city/resource/CarParkPieracciniMeyer ¥bindings: array[1] COpV the path

*@: ohject
d Deploy b capacity: object
= freeParkinglots: object
value: "77" 3 ¥
. . .
Y Cl k d O b P measuredTime: abject
IC a n Se rve ¥ occupancy: chiject

¥ occupiedParkinglots: cbject

¥ status: object

. C he val
* Play with results opy the value

Ftrends: array84] I
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D EG L I S TU D I ER'F’!‘M E{XTEDIO DISTI;{"I‘?EUTE%?YSTEMS
F l RE N Z E bEGiLCI;NISORMAZIONE TECHNOLOGIES LAB

(e

>

|J inject -1-—:8 senvice-info | — Get Free Parking Lots ::—E

* Function ¢ e
° CO n n e Ct % Name Get Free Parking Lots|

# Function

i 1 msg.payload = msg.payload.realtime.results.bindings[@].freeParkinglLots.value

* Configure ": =im

msg.payload = msg.payload.realtime.results.bindings[0].freeParkinglLots.value

* Deploy
 Click and Observe
* Play with results

ot

info debug

2272018, 12:22:07 node: adaZa%h6 4e0608
misg.paykoad : string[2]

IIE_TI
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Node-RED

dashboard

T all nodes i
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J4% | B | DINFO | DISIT

Y
/
PARTIMENTO DI DISTRIBUTED SYSTEMS 1
FIRENZE | 8o | SN o r an 4 é SN Ap4C|'|'y
— . h - . ' . h
O timestamp | = senvice-info @— Get Free Parking Lots (= [,' jsan [ = .

Node-RED

o JSON 1w
P ConneCt INfo ﬂEhl.-Iﬂ dashboard

* Deploy Yallnodes | | @
i C|ICk and Observe 22/7I2019, 12:31:00 node: ada?a556 426508

misg.payload : number

* Play with results .

ot
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S | ettt DINFO | Diorl . e I "SNAD/ e

.w FIRENZE | 08E\Foimazione | TECHNOLOGIES Lag J[" ) (J :) CITy .,..:.me
- =

[ timestamp -;’I;—;l I service-info (2;-1'.- Get Free Parking Lots B ([ isen json

e

B connected to wsfdashboard kmdcity. org:8080/server Node-RED

* Single content @)
* Connect

SingleContent2 - PieracciniMeyer

geDashboard
Name BasicDemo23Luglio ~ || Create New
* Confi
On Igu re W Widget
Name SingleContent - Pieracciniteyer

* Deploy
 Click and Observe

* Play with results

ot

104
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UNIVERSITA DINFO | DISIT by LI
DEGLI STUDI DIPARTIMENTO DI DISTRIBUTED SYSTEMS — N f"‘
FIRENZE | R . | RENEREr e sten 6 CITY ==

- = i

-

[][ timestamp u:::—:n service-info q:—:j: Get Free Parking Lots (1 (/  json :f:z: oS

B connected to ws://dashboard.kmdcity.org:8030/server Node-RED

-

email

* Email s

[ CO NN ect = To Destination'Mail

@ Server smtp.gmail.com

* Configure ==

& Userid Userid of y

¢ Deploy apassword  Password of yo
* Click and Observe

* Play with results

d*d*
r's r's
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bt srom | DINFO (DISIT
DIPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | BSfR%huzone | S8R e

Node-RED

mpayoan [ amesam |_ vame || |

= Topic
ServiceUri hitp:/fww. disit. org/kmdcity/resource/CarParkPieracciniMeyer
C Repeat interval v

Language Italian e
every | 15 .| Mminutes -

Inject once at start?

¢ JTELTT [1] ¥ Name Get Free Parking Lots 8- - eDashboara ) ] |
. d Mame BasicDemo23Luglio ~ || Create New
1 msg.payload = msg.payload.realtime.results. " Widget
i 2 indings[@].freeParkinglots.value . . L
S r——— . A Py Name singleContent - PieracciniMeyer
] i Edit Dashboard | View Dashboard
+ +
‘- ‘-
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bront sron | DINFO | DISIT
IPARTIMENTO DI DISTRIBUTED SYSTEMS
FIRENZE | SR oo | REREREL e

Nodes connections

O EN O YRR cxreersimios -] AT
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&'..W.m,
= e
Lé'*f‘-'-"'

¢“SNAP/crry

=

Node-RED

I-_

B connected to ws:/fdashboard. kmdcity org-8080/semnver

oo o |

B connected to ws:/fdashboard kmdcity org:8080/fserver

S s

B connected to ws:/fdashboard.km4city org-8080/server

L”

B connected to ws:/fdashboard.km4city org-8080/server
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FIRENZE | O8thkmazione | TECHNOLOGIES LAB S CITy U‘,_,aalﬂ- !
Node-RED

* On Click or Every 15 minutes the timestamp node sends a message to the service-info node.

 When the message arrives, a request is sent to get details of the service URI entered in the
configuration, in this case the Pieraccini Meyer car park.

* The details are sent to the node named ”Get Free Parking Lots”, which recovers the value of the current
free places and ignores all the other data received in response.

 The values in output of node Get Free Parking Lots is a string.

 THUS ! node json may transform it into a number (for those who know JavaScript could be used

function parselnt() inside the function node). Then a number has been obtained!

* The Number can be sent to Different kinds of nodes to show it on Dashboards Widgets.

DN
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DEGLI STUDI | 5Bserimentoni DISTRIBUTED SYSTEMS alcr
FIRENZE | 08t Noamazione | TEGHNOLOGIES LaB CITy 8; ‘ ,/ )

Resulting Dashboard

BasicDemo23Luglio

Fri 19 Jul 11:00:36

SingleContent - PieracciniMeyer E) E) Time Trend - Pieraccini Meyer

i é 300

97 200

97 100

| oee | 282 ¢V sNAPAcTy Sl
":,* ":,* https://main.snap4city.org/view/index.php?iddasboard=MTk10Q==
e ~
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% -
= n\l% DEGLI STUDI ?Anlﬂmﬂfm
NV a FIRENZE BIE'ECIB_EII?FORMAZIONE

End to End security

DISTRIBUTED SYSTEMS
AND INTERNET
TECHNOLOGIES LAB

— From 10T Devices to Dashboard (user interface)

loT Devices
(sensors, actuators)

oY i

loT
GateWay

A A lIoT A
Jorhee | = [, = | T
° { Context
& Threken— (&
loT Edge loT S Registries
<: Directory — | and storage

1]

Dashboards

Security and Privacy Management
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UNIVERSITA NICE by YL
(PR | R | ¢“SNAPLcrry s
WSs, HTTPS WSs, HTTPS WSs, HTTPS
10T Dashboard /

Devices

) . :3
10T BrokerﬁfIOTAppIicatipn & Engine [@I

®

Sensors/ Making 10T
ensors, Z2a P m
Actuators data always v I O B
— available MicroServices QO oty o= ¢
oA : = -0
‘ l | Ext-Services E / e ,k
e Executing local | 49[ T T
computation 4= e ! I e —"
= | xecuting permanent \I User |nte2rfanc§_=_}_§lm
computation On Browser | =
—
Intranet = Cloud 1
-+ - >
E = ’ ’
- 4 "D B - - ' | J~ ‘
End 2 end security -
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FIRENZE | Nesenesin 0 | SBREmEr SN Ap 4 CITY ”%me
WSs, HTTPS WSs, HTTPS WSs, HTTPS
0T M ﬁ Dashboard I
Devices ‘ I

&) [IOT Edge]Q-r IOT Broker|¢=) HOTAppIicatip_n Y Engine

]
]

Shadow I

I
|
+~+|
[

Sensors/
Actuators I
p— Making 10T MicroServices Q}
‘bl | datamore Ext-Services E /
e Executing local available Q
computation 4~ I g I
| Executing permanent SI Usermtelrfa;e
- computation o S
. n Browser
Intranet o Cloud _‘
)
c. -

-
-
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WSs, HTTPS WSs, HTTPS WSs, HTTPS

10T
Devices

‘ I Dashboard o /
ﬁ[lOTEdge]Q-r 10T Broker{-MIOTAplecatlon & Engine /

e

Sensors/
Actuators

I Shadow
— Making 10T MicroServices
‘bl | data more -Servi

Ext-Services
e Executing local available '

I o : S
P -
%tz% =g -

= a

QJ o s
CI I8 m.@ .3;‘

s = |
=
computation 42 [ | < [ -
= ——— gl o SI User mtelrfa,cg =
= I mart LIty computation On Browser—==
Intranet Tl Knowledge
+ Base and RT
c
—_— data
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Sistemi Distribuiti, Archittettu£Squzioni |C'I,_§9gm—

182



UNIVERSITA @SHT
VS Z DEGLI STUDI ERII'IMNE{X‘E Dlo DISTRIBUTED SYSTEMS
& FIRENZE | B&TRFSkuazione | FECHNOLOGIES LaB
N

10T
Devices

Grouping on
Data Lake

CUSNAP4CITY

'lm?

Sensors/
Actuators

r

S

Intranet

WSs, HTTPS WSs, HTTPS WSs, HTTPS
e e ) Dashboard
= [I0T Edge]¢=p| 10T Broker|¢=) [IOT Application] ¢=»|  Engine

/

[@/

Executing local
computation

Making 10T
data more
available

Executing pe
computation

ganent
Smart City

Knowledge
Base and RT
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Devices Sy Engine
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Sensors/
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Ve Executing local available
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* Users are going to decide to: - Correctness
. . * Transparency
— provide access to who, for do what, until we consent . Security

— accept terms of use by signed consent for each data *  Integrity
management service, before was a simple informed consent ° "<

e Auditing
* from each service, the user has to be capable to

— See what the provider collect in terms of its Data Type: traces, logs, paths,
profiles, accesses, |IOT devices, sensors, maps, etc.

— Download, delete, inspect each single Data Type
— Auditing and Revoke access or grant access right to each single Data Type
— Delete all Data Types in single shot or singularly (forget all about me)
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* |f personal data are published by the owner

— the data have to be released anonymously,
- also in this case they can be revoked at any time:

— Complexity reside on: distributed vs centralized control, revoke of
Votes/scores, comments, .... If they are saved singularly or they already
exploited in processing

 GDPR also imposes Technical Constraints such as: S
— Secure connection in any private data exchange e
— Encrypted data store for all private data Data Storage

N—

— Decoupling data and personal IDs
— Allow the Auditing of private data usage

* Relevant taxation is foreseen when rules are violated, % of turnover
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My Personal Data Types

* Manage Profile and MyPersonalData
* For each Data Type:

- -
|
‘
i !
I
1
ll.'
~t
(40
N |
™ |
< | :
A [ ]
1)

o My O sereor dats cervice craphio. — Start as private = making them public

+ My Annotation data (anonymous) and revoke

e MvIOT Device

+ My IOT Applications — The Owner is the only one that can: (1) modify
* My Dashboards values; (2) change the ownership

o Auditing Access to My Data

— Define/revoke Delegation to Access
— Delete/forget per Data Type and “me all!”.
Forget me all! — Auditing
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Examples:
e 1) Social IOT: A group of friends share some data with other according to GDPR: GPS

position, Medical parameters as Glucose, etc.
e 2)saving and retrieve personal sensitive information.
The users manage their Personal data via personal mobile Dash and IOT App, and

configuration on the portal and/or Mobile App
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Example:

* Piero shares some data with
selected friends according to
GDPR: GPS position

* He managed the data via
personal mobile Dashboard
and 10T Application

Actual delegation

Motivation

Data stored for my App
Show 10 ¥ entries

My Personal Data Types

aaaaaa

ble name  latitude_longit

able name  altro

\

-~
N——

Encrypted
Data Storage

N
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 Complexity of GDPR with end-to-end secure connections

— |OT Platforms as AWS, Microsoft Azure, Google IOT, etc. are not
compliant yet.
— Smart city GIS platforms as ESRI ArcGIS are not compliant yet.

— Many Smart City platforms are not compliant yet.
* Limitations are usually applied to simplify the solutions
— Limiting the number of supported protocols
— Selling proprietary devices that may be attached on that secure chain
* SnapA4City is resulting platform developed for Helsinki and
Antwerp to satisfy the above described requirements in Open
Source
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Thanks t(? 'the European Commissi.on for founding. All slides reporting logo of Snap4Ci.ty.https://www.snapl'lc'itv.org.of d SNAD4CITY

Select4Cities H2020 are representing tools and research founded by European Commission for the Select4Cities project.
Select4Cities has received funding from the European Research Council (ERC) under the European Union's Horizon 2020 SI:I - Hortzon 2020
101 ulil“ii

research and innovation Programme (grant agreement n° 688196) lEuropean Ulr:ion Funding
or Research & Innovation

TRAFAIR is a CEF project. All slides reporting logo of TRAFAIR project are representing tools and research founded by the EC on

CEF programme http://trafair.eu/

— _ _ _ _ Pl INEA CEF-TELECOM Project
Thanks to the European Commission for founding. All slides reporting logo of REPLICATE H2020 are representing tools and ) funded by European Union
research founded by European Commission for the REPLICATE project. REPLICATE has received funding from the European
Research Council (ERC) under the European Union's Horizon 2020 research and innovation Programme (grant agreement n®
691735).

Thanks to the European Commission for founding. All slides reporting logo of RESOLUTE H2020 are representing tools and

RN Horizon 2020
E, European Union Funding

= for Research & Innovation
research founded by European Commission for the RESOLUTE project. RESOLUTE has received funding from the European REPLICATE
Research Council (ERC) under the European Union's Horizon 2020 research and innovation Programme (grant agreement n® \\j :
N PR Horizon 2020
653460) RS FQSO|UE2 % ': ESroZpoenan Union Funding

e 2= = = = = for Research & Innovation

Thanks to the MIUR for co-founding and to the University of Florence and companies involved. All slides reporting logo of Sii- “ ;
Mobility are representing tools and research founded by MIUR for the Sii-Mobility SCN MIUR project.

KmaA4City is an open technology and research line of DISIT Lab exploited by a number of projects. Some of the innovative
solutions and research issues developed into projects are also compliant and contributing to the Km4City approach and thus are
released as open sources and are interoperable, scalable, modular, standard compliant, etc.
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Installations
CONTACT .
www.snap4city.org
DISIT Lab, DINFO: Department of Information Engineering Email: snap4city@disit.org

Universita degli Studi di Firenze - School of Engineering

Office: +39-055-2758-515 /517
Via S. Marta, 3 - 50139 Firenze, ITALY Cell: +39-335-566-86-74
hitps://www.disit.org Fox.: +39-055-2758570
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