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loT Security
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Information security

* Confidentiality

* Data accessed just by permitted users
* Integrity

* Not tampered by not permitted users
* Availability

* System to access data, from authorized user

* Overflow (flooding), Spoofing (impersonate), man-in-the-middle
(listen), malware (intrusion)
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Web Application security

* Application and service exposed to user via HTTP(!!!)/HTTPS
* Communication security

. Securlty issues:
DDOS, BotNet, Post DoS (flooding)
* SQL injection
* Web Application Session hijack
e Html & Js injection

* Mobile App Targets:
* Data
* Identity
* Availability
* Attack based on SMS and MMS
¢ + Jailbreaking
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Tools for a security approach (1)

* Encryption (symmetric + asymmetric keys)
* Digital Signature
* Digital Certificate

* HTTPS (SSL/TLS)
* Authentication protocols (basic, oauth2, openldconnect)
* JWT token, SAML, LDAP, Identity Providers (Keycloak)

;j&i

'FIR[\ZE

DlIIFO

DISIT
Ly




Security & Knowledge Management — a.a. 2019/20

Tools for a security approach (2)

* Symmetric cipher (use same unique key), fast
* AES 128, AES 192, AES 256
* RC4, RC5, RC6
* DES

* Asymmetric cipher (two related keys), slow
* RSA
* DSA, Elliptic CURVE
. PKCS
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Tools for a security approach (3)

* Protection of a message
* PubKey to encrypt a MSG that just the target can understand via PrivKey

* Authentication, Non repudiation, integrity
* PrivKey to digital sign a message that everybody can verify via PubKey

* Digital Certificate (identify the client and the server)
* OU Name + Email
* Who issued the certificate (it’s signed!)
* PubKey € (i.e. to retrieve the «official» PubKey of Webserver)
* X.509 format based on ASN.1 (PEM+DER)
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Tools for a security approach (4)

* Certification Authority (organization that issue certificate)

* Self signed

* Root-of-trust 2 Who issue digital certificate
* To enforce check, i.e. Web Browser have a complete of official CA list to validate Web
Server PubKeys «for domain name»

* To create Client Certificate
* Certificate Signing request CSR with
* Signed with PrivKey of Client (to enforce Identify)

* CA return a certificate with PubKey of Client (To enforce Identity)
* + Sign with PrivKey della CA (to enforce Root-of-trust)

Tools for a security approach (5)

(5) Send dient certificate

(7) Client "finished”
(8) Server “finished’

(9) Exchange messages

(encrypted with shared secret key)

SSL Client SSL Server
* HTTPS on top of HTTP (always!!!) (1)t hell”
* Protect (almost) everything (except IP, Port, length of Cryptographic information
data) Via SSL/TLS (2) "server hello”
. . (3) ipherSuite
* Long term PrivKey/PubKey > cert X.509 server+client | vesty server o o
certificate. "client certificate request” (optional,
+ CA Check q (op! )
. cryptographic .
* Short term SESSION-ID > symmetric for any Bersfcors () Client key exchange
connection (aneryplad with server public koy) (5)

Verify client
certificate
(if required)

uNIVERS
FIRENZE

DINFOQ [DISIT
= (s3]




Security & Knowledge Management — a.a. 2019/20
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Access Token |4
[ Access Token J

“Give me the user’s

Resource Server

Client Application

=
data.”

|

“Here you are.”

Authorization Server

OAuth2 (Authorization)

* Protocol allows third-party applications to grant limited access to an
HTTP service, either on behalf of a resource owner or by allowing the
third-party application to obtain access on its own behalf

“Do you give the permissions

to the client application?”
x “Yes, please.”

Authorization Server

User b I
,
Client Appllcatlc Give m et you are

Access token
request & response

Standardized

RFC 6749 : The OAuth 2.0 Authorization Framework
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* Identity layer on top of the
OAuth 2.0 protocol, which
allows computing clients to
verify the identity of an end-
user based on the
authentication performed by
an authorization server, as
well as to obtain basic profile
information about the end-
user in an interoperable and
REST-like manner

OpenID Connect (Authentication)

response_type=code (scope doesn't include openid)

Authentication &
Authorization Request
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Authorization
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Authorization
Endpoint

Token
Endpoint

| Access Token |4~
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JWT TOKEN
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loT ecosystem

* “a dynamic global network infrastructure with self-configuring
capabilities based on standard and interoperable communication
protocols where physical and virtual ‘Things’ have identities, physical
attributes, and virtual personalities and use intelligent interfaces, and
are seamlessly integrated into the information network” Institute of
Network Cultures

* “a global infrastructure for the information society enabling advanced
services by interconnecting (physical and virtual) things based on,
existing and evolving, interoperable information and communication
technology” ITU-T (2012) Next Generation Networks
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loT architecture

* Independent loT ecosystems that can be
* physical
* virtual
* hybrid mix of the two

* consist of a list of active physical devices, sensors, actuators, services,
communication protocols and layers, final users, developers and
interface layers.
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loT architecture

* Several functional blocks are defined in an loT system, even if a
common conceptualization is not found, but several different
approaches are usual considered: 3-layer, 5-layer, cloud and fog
systems, social loT paradigms.

Business Layer

Application Layer Application Layer

Processing Layer
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loT Sentient solutions

loT and City data World

loT Applications

Dashboards and Apps

My loT Devices

—
p—
e p—
—
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Big Data Analytics, Artificial Intelligence

%a g | DINFO | DISIT
Sl | Firenze | SR | EEEITT
State-of-the-art loT architecture
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Azure Microsoft loT (1)

Azure loT Suite remote monitoring

Devices

Back-end
@ iz systems and

processes

[}
CH simulator loTHub ~ Stream  EventHubs  web job hosting
Analytics

UNIVERSITA
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Azure Microsoft loT (2)

* Hub that communicate with the internal ecosystem
* .NET, Java,Node.js, C, Python
* MQTT, AMQP, MQTT on WebSocket, HTTPS, AMQP on WebSocket

* TLS, SAS Token, IAM, x.509
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AWS — Amazon loT (1)

AWS [T - oo oo

E=—=©

Awswr DEV\CE SDK : AUTHENTICATION DEVICE GATEWAY

Setof o ries fo connect, & AUTHORIZATION Communicate with devices via

authent m: xchange messages ‘Socure with mutual MOTT, WebSockets, and
Fantication and encryp! HITP
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AWS — Amazon loT (1)

* Data collected by Rules Engine and from the Device Shadows.

* C, Javascript, Java, Python, I0S, Android, Arduino Yun

* MQTT, MQTT on WebSocket, HTTPS

* TLS, x.509, IAM, Amazon Cognito, Federated Identities
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Google loT

Sensors ) Google CloudPlatform Report and Share
Business Analysis
E Google Data Studio
Ingest Data
ESP3Z Storage
MaTT oD ¥ B
E Protocol
Webapp
Cloud laT Core Cloud Pub/Sub Cloud Functions Firebase Hosting
ESPBZ6E
Deskiop ard
Mobile

Firebase Database

@[3 oo o
Google loT
* Core that communicate with internal functionalities, in a Pub/Sub and
Dataflow manner
* Go, Java, .NET, Javascript, I0S, Android, PHP, Ruby, Python
* MQTT, HTTP
* JSON Token, IAM, x.509
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Blockchain solution (1)
* One node validates the block (called 0. D
mining in bitcoin) and broadcasts it - @ =B
back to the network. EIII
* The nodes add the block to their chain 1
of blocks if the blocks is verified and the 0. 0O
block correctly references the previous s @ sssss |
block ?
=
1
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Blockchain solution (2)

Blockchain for Managing Membership
and Reference Integrity Metric (RIM)

* Central hub that maintains
references of member repository

where the datasets are actually
stored and distributed

* Delete from Block chain?

* Rule enforcement (everything
distributed)? :
Member . Member | .
i Dataset 2-1 :

| Dataset1-1 \ RIM 1-1 |}
| Dataset 1-2 " RIM1-2 ||  Dataset 2-2 '
! Dataset 2-3 |
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|OT involved entities

Data Edge Data Cloud Data
Sources Processor Injection Processor Visualization
—N loT A
loT Devices | _loT App_ — ||| 1oT Context :Z:.{ppz Dashboards
(sensors, actuators) Z‘:{; — Brokers — — E—
) I* ! loT Edge | —— loT ——— | Registries | — |8 -
= . Directory and storage

Security and Privacy Management (GDPR compliance)
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|loT main components

* |oT Device

* |oT Router (with/without computation capabilities)
* |oT Broker (+ Shadowing)

* |oT Device Directory

* |loT User Management

* |oT Service Bus (Pub/Sub, Rule-engine, Data-driven)
* |loT Analytics

* |oT Data repository

* |oT Applications (off-grid/on-cloud)

* loT Dashboards
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SNAPACITY platform

10T APPLICATICNS + INSTANT APPS DASHBOARDS & APPLICATIONS MOBILE & WEB APPLICATIONS

MICROSERVICES & ADVANCED SMART CITY APl

LIVING LAB - DEV TOOLS - COWORKING BIG DATA ANALYTICS ‘SMART MICRO-APPLICATIONS =
OPEN TO EXTERNAL SERVICES

KM4CITY DATA AGGREGATOR, KNOWLEDGE BASE OF THE CITY

ESSMENT

* AUDITING -
OPEN DATA GIS+MAP DATA PROPRIETARY DATA PERSONAL DATA m INDUSTRY 4.0

|loT/IoE on the fields

loT Devices

' v Baspberry Pl

loT Devices

'.* ! \lv

loT Devices

Internet

——

loT Context |(— .= =
Brokers —

loT Devices

[E e

—

10T Button

On Premise
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Generic loT architecture

10T cloud infrastructure

o 7 N
Directory

o7
App

—
Security and Privacy Management User registryt
Ownership & Delegation I 1y PersBMal

AN
| MicroServices |
= < =
| | SmartCity API

Knowedgetase ] [ Analvics |

10T local solution [M 10T Edge
(on premise) (aggregators,
: = . distributors)

=

Dashboards (local)

[ Scheduling

Anyother static afd
real-time data
Qurces

Dashboards from cloud

FIRENZE
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10T local
solution
(on premise)

loT Devices
(sensors, actuators)

@#Q

loT Edge

IOT On'Premise

(> S T2 |

loT cloud
infrastructure

MicroServices

All the other
cloud services

loT Firewall
loT Broker)
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On the Field

loT cloud infrastructure

|OT Devices vs on Cloud Platform

Dashboards

Dashboard
Builder

[

loT Directory

loT Devices

| SmartCity API |

All the other

(sensors, actuators)

Firewall <

cloud services

Data
> Shadow

Requirements

* Supporting security among

* |oT Brokers, loT Discovery, loT Applications,
Dashboards, Storage, etc...

e Authenticated Connections: H2M, M2M
* Secure Communications: H2M, M2M

* Authorization according to the role, group,
organization of the user

* Deliver Open Software on well known
platforms, end-2-end secure loT stack

* Arduino, ESP32, Raspberry Pi, Linux,
Windows, Android, etc.

¢ GDPR recommendation:

* Individuals must provide explicit consent to
data collections

* Right to be forgotten
* Provide easy access to individuals data

* Explanation about how automated decision
are computed against personal data

* Disclosure within 72 hours of data breach
» Data protection by design

P

FRAMEWORK
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End-to-end security

1|
i

! Intranet

Executing local
computation

Data Shadow

Internet

Analytics

|
WSs, HTTPS , WSs, HTTPS WSs, HTTPS
loT T
B ° §: N g Q Dashboard !
evices loT 10T Anpl I/
icati
<t|:.'> loT Edge <)J:(> Broker oT Application II

IoT Cloud infrastructure p

1 % s | DI 3

FIRENZE

on OAuth2
* User Registry on LDAP/CRM for user data

* Authenticated users have Role of the LDAP
registry

* Thus Communication start with SSL/TLS
protocol, sharing a secret via JWT Token

* H2M: login is needed

* M2M: first time it has to be H2M

* then a Refresh Token is retrieved based on
the first IWNT

* Authentication is performed via 1 kogin . -
OpeniDConnect as (SSo) which is based JEredieet cjm;j:et:ts

Authorization 5: get {organization, group)

logic

4:auth (usemame, role}

5: LDAP evakuation
organization, group
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SECURITY AND PRIVACY MANAGEMENT

* From proprietary server: * Ownership and delegation

* The device are registered and data collected * Identification of user data type
by the proprietary servers: SigFOX,
TheThingsNetwork, etc. , L ,

* SigFOX: the server provides K1, K2 to read the User’s group, organization. User’s roles
data or subscribe * User’s grants and rights to access data

e TTN: other kind of keys are used for the same

purpose * Auditing, right to be forgotten

* Values, Devices, Brokers, 1oT App,
* From Open Solutions Dashboards, User Profiles, time series, etc.
* K1, K2 can be produced for loT Device * Data breach intrusion detection
registration, subscription, etc.

e K1, K2, plus SHA1/3 of Certificate to establish o
TLS connection

* Certificate and credentials for the mutual
authentications (for TLS connection)

Assessment
e User and device limit constrains

= | omro |DisiT
RENZE | E=ie., | SSE

On regards GDPR (1)

* Assessment and auditing
* CMS for personal data information, encryption
* Explicit Consent, Ownership and delegation

* Roles and organization (groups) to permits fine access control

Any collected data labelled with
* Data of collection
* Data of injection
* Data of elapsing
* Data of deleting

* +process to purge elapsed data

FIRENZE
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On regards GDPR (2)

Unified Login = via Keyclock + -
LDAP

loT Directory and certlflcates
loT Button
loT Dashboard e

o

= AreaManager

Simple view: displaying all attributes...

= organizationalRoie

* My Personal Data - e
* Data auditing = ==
* Federated modules

P dc
S ahy Jop de=chst dearg

us@lorumei
idap.dc=disi de=org

B~ Kiap e org
sorenzatoma:

ssall d=ldap de =disit de=org

= Cresamuckemeta de-dap o0 dc-org
‘@ ch=psaro pales| de=ldap, oc=dist de=org
@ ch=Pierfrancesco Bein,dc=Kiap dc=disit oc=org
= n=Glorgio Schembn ac-idap dc-dsi ac-org
= CN=GBraKID 0E=H039 OC=dISH 0K=00

por

=gp an =lisi dc =
= Eregb el o3 de=iap de ot desorg
‘» c=stefanobioita, dc=46ap.dc=disi de=org
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* Microcontroller ESP8266
* Microcontroller Arduino
* Raspberry boards

Security
Strength

Symmetric
key
algorithms

FFC
(e.g., DSA, D-H)

L=12048

IFC
(e.g., RSA)

ECC
(e.g., ECDSA)

. . 12 | 3TDEA k=2048 | f=224255
* Android devices N=1224 !
L=3072
* PC 128 AES-128 k=3072 f=1256-383
. . . N=1256
* On cloud virtualization T=7630
192 AES-192 k=7680 JS=384-511
N=384
. L =15360
* As much as user friendly VS as much as secure channel 256 | AES-236 Nesis k=15360 | f=512+

* On embedded devices, cypher suite not always available. Use: TLS_RSA_WITH_AES_256_CBC_SHA

¢ Impact of certificate size on available heap: NIST Special Publication suggestions: Use 2048, but WARNING!
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Any Devices in the loT ecosystem (2

snapaotyory

wsnapeity ory

Home | Snap4AllIC : basesd on £5|

NGS! compiar

Snap4All 10T Button: based on ESP32, NGSI compl

o eanrect the device to S8 you will need  serial adspter for ESPUL or 3 USH 1o Serial adapter

Fins aro connectee from loft to rights GHI, CTS, 3.3V, TX, BX, DTR.

Snap4All 10T Button Version 3 is based on ESP32: it is an NGSI devices, which can be customize

as well. It is a secure device with Mutual authentication and secure encrypted connection.

® e

Onco you have rogistared and configured can cannect them by using MicraService Node/black in 10T Applicatien by using:

i case you are using an ESPOL ] ph

s
0 oo
H— S oy
I S

\ FRound Double

Raund Long,

The saurce code of version 20 i httpeifwww.snapécityorgownlosddesl|OTbuttonSmdv2-D0Ga.
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Any Devices in the loT ecosystem (3)

© @ b/ snapAdty.org/drups .
Home | Solution: using PAX Counters, monitoring museum and events
e Solution: using PAX Counters, monil

Tn Figuee 12, 8 mobile PAXCoueter based on ESP3 sending messages to SnapdCity via LoraWAN. see bitpa:iwww seapdeiry
Other simpler versiens can be located on fixed places, and may slsa use WiF o seni the oblamed measures incloding sdditic
22 devices have been installed. The measured values are seat to LoralWas operatos The Things Network, which does oot provi

Snap4City: Arduino & ESP8266 |IOT Device NGSI

Arduino & ESPB266 — user Guide and developers guide:

It is a secure device with Mutual authentication and secure encrypted connection.

‘Figare 12: A mobile PAX counter based on ESPA2.

Museum Case

Considering the example of the museum, cae could be isterested in menitoring the flow of entering and exiting visitors, hav
Hore, for example iato MyKPL, MyPOI storage via MicroServices. This spproach of SaapdCity allows at the I0T Developers
& TOT App has been created for PaxCounter to receive in Event Driven mode the sew coming from The Things Netwod
Dashiboard Wizard astomatically sees the daia entity on the MyKPI and allowed s fo sutomatically create Widgets showing |
s dirived dars. All the derived values of the initisl rea] tiene data c4n be computed &0 real time, 31ved o peORA] TOMAZE B
e dference between the people entering the museum and those leaving to cbtain the number of people mssde the musevsn in

o MAS Monitoring via PAXCounter e

a2
“00

=
s

Figare 13: Monitoring MAS Museum people flows.
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More on breach (1)

* Dangerous examples of network vulnerabilities include

* Improperly configured routing causing leak paths in between protected
network enclaves or to the Internet itself

* Temporary or test configurations of firewalls that don’t operate as designed
or don’t get reversed-out properly

* Password password password
* Password password password

* Network analysis in real-time = dashboards, acceptable level of traffic,
trigger of alarm = Notification (SMS, Mail, Calls leveraged depending on the
sensitivity)

» Two authenticate factors 2 FIDO2 with hardware support (SOLO)

s | pINFO | DISIT
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More on breach (2)

]
m
Malware
installed
On New or CZtuCummu icate
Unprotected A
Endpoint / \ Externs \Servﬂ

BREACH!
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