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A There are a set of sources that provide
updated information about security
vulnerabilities

A CVE, Common Vulnerabilities and Exposures
A CWE, Common Weakness Enumeration

A CAPEC, Common Attack Pattern Enumeration
and Classification
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A CVHs alist of entrie each containing an
identification number, a description, and at
least one public referencefor publicly
known cybersecurity vulnerabilities.

A CVE Entries are used in numerous
cybersecurityproducts and servicefsom
around the world, including the U.S. National

Vulnerability Database (NVD).

Goto for

TOTAL CVE Entries: 126818

Search Results

There are 74 CVE entries that match your search.
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A CWEis a communitydeveloped list of
common software security weaknesses. It
serves as a common language, a measuring
stick for software security tools, and as a
baseline for weakness identification,
mitigation, and prevention efforts.
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Search CWE

Easily fi

ple keywo

‘e weakness by performing a search List by keywords(s) or by CWE-ID Number. To search by r ch by a space.

See the full CWE List page for enhanced information, downloads, and more.

Total Software Weaknesses: 808

Page Last Updatad: Sazte

MITRE

| S/NJ/ =

Home About CWE List Scoring Community News search

CWE-79: Improper Neutralization of Input During Web Page Generation ('Cross-site
Scripting')

weakness

¥ Description

The are does not neutralize of incorrectly neutralizes user-controllable input before it is placed in output that is used as a web page that is served to
other users.
~ Extended Description
Cross-site scripting (XSS) vulnerabilities occur when:
+ 1. Untrusted data enters a web application, typically from a web request
+ 2. The web application dynamically generates a web page that contains thi
« 3. During page generation, the application does nat prevent the data fror
Script, HTML tags, HTML attributes, mouse events, Flash, ActiveX, etc
ctim visits the generated web page through a web browser,
5. Since the script comes from a web page that was sent by the
the web serve; .
« 6. This effectively violates the intention of the web brow
resources or run code in a different domain

ser, such as

it that was injected using the untrusted data
ser executes the malicious pt in the context of

s same-origin policy, which states that scripts in one domain should not be able to access
There are three main kinds of XSS
+ Type 1: Reflected XSS (or Non-Persistent) - The server reads data directly from the HTTP request and reflects it back in the HTTP response.
Reflected XSS exploits occur when an attacker causes a victim to supply dangerous content to a vulnerable web application, which is then reflected
back to the victim and executed by the web b anism for delivering malicious content is to include It as a parameter in
a URL that Is posted publicly or e-mailed directly to the victim. URLS constructed in this manner constitute the core of many phishing schemes,
whereby an attacker convinces a victim to visit a URL that refers to a vulner er the site reflects the attacker's content back to the victim,
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A CAPEelps by providing a comprehensive
dictionary of known patterns of attack
employed by adversaries to exploit known
weaknesses in cybernabled capabilities.

A Understanding how the adversary operates is
essential to effective cyber security.

A It can be used by analysts, developers,
testers, and educators to advance community
understanding and enhance defenses.
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CAPEC VIEW: Mechanisms of Attack
View ID: 1000
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A Collects and classifies the CVE vulnerabilities

A CVEs are related with CWEs and with the
products (CPE)

A Metrics are defined to measure the vulnerability
dangerousness,

A each vulnerability is classified in different aspects, see
CVSS calculators

A
A providesmachine readable JSON data of
vulnerabilities description
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