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ÁThere are a set of sources that provide 
updated information about security 
vulnerabilities 

Á CVE, Common Vulnerabilities and Exposures 

ÁCWE, Common Weakness Enumeration 

ÁCAPEC, Common Attack Pattern Enumeration 
and Classification 

Á... 
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ÁCVE is a list of entriesɂeach containing an 
identification number, a description, and at 
least one public referenceɂfor publicly 
known cybersecurity vulnerabilities. 
ÁCVE Entries are used in numerous 

cybersecurity products and services from 
around the world, including the U.S. National 
Vulnerability Database (NVD). 
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ÁCWE is a community-developed list of 
common software security weaknesses. It 
serves as a common language, a measuring 
stick for software security tools, and as a 
baseline for weakness identification, 
mitigation, and prevention efforts. 
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ÁCAPEC helps by providing a comprehensive 
dictionary of known patterns of attack 
employed by adversaries to exploit known 
weaknesses in cyber-enabled capabilities.  
ÁUnderstanding how the adversary operates is 

essential to effective cyber security. 
ÁIt can be used by analysts, developers, 

testers, and educators to advance community 
understanding and enhance defenses. 
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ÁCollects and classifies the CVE vulnerabilities 
ÁCVEs are related with CWEs and with the 

products (CPE) 
ÁMetrics are defined to measure the vulnerability 

dangerousness,  
Áeach vulnerability is classified in different aspects, see 

CVSS calculators  

Áhttps://nvd.nist.gov/vuln-metrics/cvss/v3-calculator 
Áprovides machine readable JSON data of 

vulnerabilities description 
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